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SUBJECT: Find Inspection Report: Management of the Commerce Control List
and Related Processes Should Be Improved (1PE-13744)

Asafollow up to our February 23, 2001, draft report, attached isafina copy of the second report
required by the Nationd Defense Authorization Act for Fisca Year 2000. Asyou know, this
legidation mandates that by March 30 of each year through 2007, we issue areport to the Congress on
the policies and procedures of the U.S. government with respect to the export of technologies and
technicad information to countries and entities of concern. This second report focuses on BXA's
policies and procedures for the design, maintenance, and application of the Commerce Control List
(CCL). Thereport includes comments from your March 19, 2001, written response. A copy of your
response isincluded inits entirety as an appendix to the report.

The report offers anumber of specific recommendations that we bdieve, if implemented, will improve
the management of the CCL and related processes. However, while BXA was generdly in agreement
with the recommendations we made to address the agency’ s management of the CCL, we are
concerned that you have not agreed with severd of our key recommendations to improve the timdiness
and trangparency of the commodity classfication process. Given that BXA isresponsible for
administering the dud-use export licensing process, we bdieve that it should assume aleadership rolein
moving to correct many of the weaknesses we noted in our report. While we have carefully considered
your response to the draft report and made some adjustments in our find report, we are reaffirming our
recommendations, with dight modificationsin recommendations number 2, 13, and 14. We request
that you provide us with an action plan addressing the recommendations in our report within 60
caendar days.

We thank your staff for the assstance and courtesies extended to us during our evauation. If you have

any questions about our report or the requested action plan, please contact me at (202) 482-4661, or
Jll Gross, Assstant Ingpector Genera for Inspections and Program Evaluations, at (202) 482-2754.

Attachment
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EXECUTIVE SUMMARY

The House and Senate Armed Services Committees, through the National Defense Authorization Act
for Fiscal Year 2000, directed the Inspectors Genera of the Departments of Commerce, Defense,
Energy, and State, in consultation with the Director of Centrd Intelligence and the Director of the
Federa Bureau of Investigation, to assess the adequacy of export controls and counterintelligence
measures to prevent the acquidtion of militarily sengtive U.S. technology and technicd information by
countries and entities of concern.® The legidation mandates that the Inspectors Genera report to the
Congress by March 30 each year until 2007.

Last year, the Offices of Ingpector General conducted an interagency review of (1) federa agencies
(including research facilities) compliance with the * deemed export” regulations and (2) U.S. government
efforts to prevent theillicit transfer of U.S. technology and technicd information through sdlect
intelligence, counterintelligence, foreign investment reporting, and enforcement activities?® Last year's
report focused on three activities that the Commerce Department, principally through the Bureau of
Export Adminigtration, carries out or participates in to help prevent theillicit transfer of sendtive U.S.
technology: deemed export contrals, the Visa Application Review Program, and the Committee on
Foreign Investment in the United States®

For the current year, the Ol Gs agreed to conduct an interagency review of the Commerce Control List
(CCL) and the U.S. Munitions List (USML). The CCL is maintained by BXA and containsitems
subject to control under the Export Administration Regulations. The CCL specifies the commodities,
software, and technology that are subject to the regulations, as well as what controls are placed on
these items, depending on the country to which the items are to be exported. Itemson the CCL are
grouped together by type of commodity and then assgned an Export Control Classification Number
(ECCN). The USML isadministered by the State Department and lists items subject to the
Internationa Traffic in Arms Regulations. Exporters use both ligts to determine whether they need to
apply for an export license for their item(s).

public Law 106-65, October 5, 1999.

2 nteragency Review of the Export Licensing Process for Foreign National Visitors, conducted by the
Offices of Inspector General at the U.S. Departments of Commerce, Defense, Energy, and State, D-2000-109, March
2000, and Interagency Inspector General Assessment of Measuresto Protect Against the Illicit Transfer of Sensitive
Technology, conducted by the Offices of Inspector General at the U.S. Departments of Commerce, Defense, Energy,
State, and the Treasury, and the Central Intelligence Agency, 00-OIR-06, March 2000.

3 mprovements Are Needed in Programs Designed to Protect Against the Transfer of Sensitive
Technologiesto Countries of Concern, U.S. Department of Commerce Office of Inspector General, |PE-12454-1,
March 2000.
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Our review focused on BXA'’ s palicies and procedures for the design, maintenance, and application of
the CCL in order to protect againg thellicit export or transfer of militarily sengtive technologies and
commodities. Specificdly, our objectives were to (1) examine how the CCL is managed, including
whether it is user-friendly and how commodities and technologies are added and removed fromit; (2)
determine whether there is dtill aneed for greater transparency in BXA’s commodity classfication
process, as stated in our June 1999 export control report;* and (3) determine whether thereis aneed
for more trangparency in State’ s commodity jurisdiction process. Our specific observations are as
follows

Improvements Are Needed in BXA’s Management of the Commerce Control List
We found severd areasin which BXA could improve its management of the CCL.

(o) BXA has taken along time—from sx monthsto over a year— to update the CCL with
changes agreed to at plenary sessions for the multilateral regimes that the U.S. government isa
member of. For example, changes agreed to at both the May 1999 Nuclear Suppliers Group
plenary meeting and the October 1999 Missile Technology Control Regime plenary mesting il
have not been incorporated into the CCL. While asignificant part of the delay isat BXA, we
aso found that the Department of Defense may be taking longer than necessary to conduct its
review and clearance of any changes (see page 13).

(0]

We found that some items captured under severad ECCNs are being controlled on the CCL for
nationa security reasons, yet they are not controlled by the Wassenaar Arrangement on Export
Controls for Conventiond Arms and Dua-Use Goods and Technologies, the multilaterd regime
from which the largest number of ECCNs on the CCL are derived. BXA generdly does not
have the authority to unilateraly impose nationa security controls for items not controlled by the
multilateral regimes. If the United States wants to control such items, it should impose foreign
policy controls only, such as those for Anti-Terrorism (see page 17).

(0]

We met with and spoke to users of the CCL to obtain their impressions on how easy it isfor
them to use and apply the ligt to their potentid exports. While many of them found the CCL
easer to use than the USML, they provided us with numerous examples of how the CCL can
be made more user-friendly, such as by removing some outdated terminology being used in the
CCL and making the list easier to navigate (see page 20).

4 mprovements Are Needed to Meet the Export Licensing Requirements of the 21¥ Century, U.S.
Department of Commerce Office of Inspector General, IPE-11488, June 1999.
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The Commaodity Classification Process Continuesto Cause Concerns

Through the commodity classification process, BXA advises exporters on whether an item is subject to
the CCL and, if gpplicable, identifies the appropriate ECCN. As part of our 1999 export licensing
review, we identified two areas in the commodity classfication process that needed improvement: (1)
the processing of the classifications was untimely and (2) the commodity classification process was not
trangparent because BXA was not referring dl munitions-related commodity classfications to the
Defense and State Departments. BXA'sfailure to refer such commodity classfications to the other
licenang agencies, as cdled for in guidance issued by the Nationd Security Council in 1996, leavesit
vulnerable to incorrect classfications. While BXA concurred with our 1999 recommendetion to work
with the Nationd Security Council to develop specific criteriaand procedures for the referral of
munitions-related commodity classifications to Defense and State, it has taken no action to correct
these problems. Asaresult, during our current review, we found that these same problems Hill exis.
In addition, we determined that BXA should to provide State with a copy of the fina determination for
any commodity classfications reviewed by State (see page 27).

Commaodity Jurisdiction Process Needs | mprovement

Exporters who need assstance in determining whether an item is subject to the USML can request a
commodity jurisdiction (CJ) determination from State, which has export licensaing jurisdiction for items
onthe USML. As part of the CJreview process, State isto refer dl CJ determination requests to
BXA and Defense to obtain their opinion about the licensing jurisdiction for the particular item. We
found that, contrary to the 1996 Nationd Security Council guidance, the CJ determination requests are
not being processed in atimey manner by any of the involved agencies. In addition, determination
requests are currently being processed manudly, leading to trangparency and accountability problemsin
the CJprocess. Findly, there are concerns that State may be making incorrect CJ determinations
because it does not dways consult with BXA or Defense. Specificdly, we identified at least two cases
in which State made an incorrect CJ determination without consulting with BXA or Defense. In both
cases, the error caused inconvenience and expense to the exporters involved (see page 38).

Other OIG Concerns Related to the Commerce Control List

During our review, we discovered a breakdown in the interagency process for resolving jurisdictiona
disoutes involving night vision equipment and “ space qudified” items. With regard to the night vison
equipment, the issue is whether such equipment should be licensed by BXA, aswas agreed to by the
licensng agenciesin a 1992 memorandum of understanding, or should be consdered munitions and
thus licensed by State. Due to the inability of the licensing agenciesto resolve this dispute, license
gpplications are being delayed, and exporters are confused as to which agency they should apply to for
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alicense for these goods. In addition, the U.S. government has been unable to make adecison asto
which agency has jurisdiction for 16 categories of space qudified items® (e.g., traveling wave tubes),
currently on the CCL. The conflict involving these items arose when the export licenaing jurisdiction for
satellites was transferred from BXA to State in fiscal year 1999. State and Defense believed that these
items should have been trandferred dong with the satellites, but BXA disagrees. The Nationd Security
Council was tasked with making a decision as to which agency has jurisdiction for these items and was
expected to rule in April 2000. However, no decision had been made on any of the items as of January
2001 (see page 47).

On page 55, we offer recommendations to the Under Secretary for Export Administration to address
the concernsraised in this report.

In BXA’s March 16, 2001, written response to our draft report, the Under Secretary for Export
Adminigration essentidly stated that the agency was not in agreement with a number of our findings and
recommendations. While BXA was generaly in agreement with the recommendations we made to
address the agency’ s management of the CCL, the agency did not agree with most of our
recommendations to improve the timeliness and transparency of the commodity classfication process.
We are particularly concerned about BXA'’ s postion on our commodity classification recommendations
because the agency concurred with smilar recommendations made in our June 1999 report, but since
that time, neither the timeliness nor the trangparency of the commodity classification process has
improved.

With regard to our recommendations designed to help improve the CJ process, BXA was mostly in
agreement with them, dthough it did not believe that the recommendation for improving the timeliness of
the process could redigtically be implemented given staffing and resource shortages. 1t isour belief that
if BXA needs additional staff to meet CJ processing deadlines and does not have the resources to fund
or redlocate the needed positions, then it isincumbent upon the agency to judtify the need in its budget
submissons. For the recommendations on the night vision and space-qudified licensng jurisdictiona
disputes, the agency responded that it has dready been in contact with the NSC regarding these
disputes and that further correspondence from BXA, as recommended by the OIG, would not result in
the matters being resolved more quickly. After receiving BXA'’s response to this recommendation, we
asked BXA to clarify whether or not its contact with the NSC was with the current Adminigtration or

SAccordi ng to the Export Administration Regulations, the term “space qualified” refersto products
designed, manufactured, and tested to meet the special electrical, mechanical, or environmental requirements for use
in the launch and deployment of satellites or high-altitude flight systems operating at altitudes of 100 km or higher.

iv
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just the previous Adminigration. BXA informed us that the Under Secretary for Export Administration
verbaly discussed this matter with the current NSC staff. While this partialy meets the intent of our
recommendation, we ill maintain that BXA should formdly raise this matter, in writing, to the new
head of the NSC. Findly, in some cases, the Under Secretary contended that our recommendations
were better directed to either the State Department or the NSC rather than to BXA. While clearly
many of our recommendations require BXA to work in concert with other agencies and the NSC, we
maintain that our recommendations are addressed to the gppropriate agency.

To address BXA’s comments, we have made changes to the report and its recommendations, where
necessary. BXA’s complete response has been included as Appendix C to this report.
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INTRODUCTION

The Ingpectors Generd of the Departments of Commerce, Defense, Energy, and State, in consultation
with the Director of Centra Intelligence and the Director of the Federd Bureau of Investigation, are
required by the National Defense Authorization Act for Fisca Y ear 2000 to conduct an assessment of
the adequacy of current export controls and counterintelligence measures to prevent the acquisition of
sengitive U.S. technology and technica information by countries and entities of concern.

The act sates that the Ingpectors Genera should report to the Congress no later than March 30 of
each year from 2000 to 2007. To meet the first year reporting requirement of the act, each OIG
reviewed certain aspects of its agency’s export controls and counterintelligence measures and reported
on theresults. Two interagency reports highlighting crosscutting issues were aso prepared.® Our
report focused on three activities that the Commerce Department, principally through the Bureau of
Export Adminigtration, carries out or participates in to help prevent the llicit transfer of sengtive
technology: including (1) deemed export contrals, (2) the Visa Application Review Program, and (3)
the Committee on Foreign Investment in the United States.” To comply with the second year
requirement of the Nationa Defense Authorization Act, the Ol Gs agreed to conduct an interagency
review of the Commerce Control List (CCL) and the U.S. Munitions List (USML).

Program evauations are specid reviews that the OIG undertakes to give agency managerstimely
information about operations, including current and foreseeable problems. By highlighting problems, the
OIG hopes to help managers move quickly to address them and to avoid similar problems in the future.
The evauations are a so conducted to detect and prevent fraud, waste, and abuse and to encourage
effective, efficient, and economica operaions. Program evauations may aso highlight effective
programs or operations, particularly if they may be useful or adaptable for agency managers or program
operations elsewhere.

We conducted our eva uation from September 7, 2000, through January 19, 2001. This evaluation
was conducted pursuant to the authority of the Inspector General Act of 1978, as amended, and in
accordance with the Quality Standards for Inspections issued by the President’s Council on Integrity

6 nteragency Review of the Export Licensing Process for Foreign National Visitors, conducted by the
Offices of Inspector General at the U.S. Departments of Commerce, Defense, Energy, and State, D-2000-109, March
2000, and Interagency Inspector General Assessment of Measuresto Protect Against the Illicit Transfer of Sensitive
Technology, conducted by the Offices of Inspector General at the U.S. Departments of Commerce, Defense, Energy,
State, and the Treasury, and the Central Intelligence Agency, 00-OIR-06, March 2000.

’ mprovements Are Needed to Programs Designed to Protect Against the Transfer of Sensitive
Technologiesto Countries of Concern, U.S. Department of Commerce Office of Inspector General, |PE-12454-1,
March 2000.
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and Efficiency. At the concluson of the evauation, we discussed our observations and
recommendations with the Under Secretary for Export Administration and other key bureau officids.

OBJECTIVES, SCOPE, AND METHODOLOGY

The overall objective of our program evauation was to assess BXA'’s policies and procedures for the
design, maintenance, and application of the CCL in order to adequately control the export of militarily
critica technologies. In particular, we evauated how the CCL is managed, including whether it is user-
friendly and how commodities and technologies are added to and removed from the lis. We aso
examined whether there is dtill a greater need for trangparency in BXA’s commodity classification
process, as stated in our June 1999 export control report.? Findly, we examined whether thereisa
need for greater trangparency in State’'s commodity jurisdiction process.

Our review methodology included interviews with various BXA officids, including senior managers,
atorneys, regulation and policy officids, programmers, and licensing officids. We dso spoke with
officids a Defense, State, Energy, and the Nationa Security Council. We observed severa Technica
Advisory Committee® meetings and participated in a Regulation and Procedures Technica Advisory
Committee meeting. In conjunction with the Defense OIG, we compared the Export Control
Classfication Numbers (ECCNs) on the CCL with the items on the export control lists of the
multilateral regimes of which the United Statesis a member. We dso interviewed exporters to
determineif it is easy for them to use and apply the CCL to potential exports. Three organizations dso
provided written comments on the user-friendliness of the CCL.

In addition, we followed up on our recommendations concerning commodity classifications from our
June 1999 export licensing report. The Departments of Defense and State have repeetedly indicated a
need for more trangparency in the commodity classification process. Unfortunately, we were unable to
conduct a sample smilar to the one we conducted during our 1999 export licensing review to determine
if there had been any improvement in this area because BXA did not provide us with the necessary raw

§ mprovements Are Needed to Meet the Export Licensing Requirements of the 21% Century, U.S.
Department of Commerce Office of Inspector General, |PE-11488, June 1999.

%The Technical Advisory Committees consist of technical experts from industry who are to advise the
Secretary of Commerce on export control matters and to be consulted on revisionsto the CCL.

2
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datain atimely manner.X® Thus, we primarily relied on our review results from our 1999 export
licenang report to evauate whether BXA is properly referring commodity classfications to these
agencies.

Findly, to coordinate the review of interagency issues and determine the work to be performed by each
OIG team, the four OIGs formed an interagency working group and held monthly meetings during the
review. Similar to the gpproach adopted for last year’ s reporting requirement, the four Ol Gs decided
that each would issue areport on the findings of its agency review, and dl four would contribute to and
approve a consolidated report on crosscutting issues.

33D

The Under Secretary for Export Adminigtration, in responding to the statement above that “[t]he
Departments of Defense and State have repeatedly indicated a need for more trangparency in the
commodity classification process,” stated thet if either of these agencies believed this was an important
issue, they would have made aformal proposa to BXA and/or the NSC. Again, while we do not
disagree with BXA that these agencies should have formally raised this issue with BXA and/or the

NSC, we mugt point out that Defense has testified numerous times before the Congress (including those
congressional committees responsible for the reauthorization of the Export Adminigtration Act) that
greater trangparency is needed in the commodity classification process.

Owe requested the datafrom BXA on November 1, 2000, but did not receive it until January 10, 2001. This
did not allow us enough time to complete a proper sample in time to meet the March 30 deadline for this report.

3
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BACKGROUND

The United States controls the export of dua-use commodities for nationd security, foreign policy, and
nonproliferation reasons under the authority of severd different laws. Dud-use commodities are goods
and technologies that have both civilian and military applications. The primary legidative authority for
controlling the export of dua-use commoditiesis the Export Administration Act of 1979, as anended.™*
Under the act, BXA administers the Export Adminigtration Regulations by developing export control
policies, issuing export licenses, and enforcing the laws and regulations for dua-use exports.

U.S. Export Controlsfor Dual-Use Goods and Technologies

The 1979 act authorizes export controls to be used only after full consideration of the impact on the
economy of the United States and only to the extent necessary to:1?

o restrict the export of goods and technology that would make a significant contribution to the
military potential of any other country or combination of countries that would prove detrimenta
to the nationa security of the United States;

o restrict the export of goods and technology where necessary to further significantly the foreign
policy™ of the United States or to fulfill its declared internationa obligations; and
(o) restrict the exports of goods where necessary to protect the domestic economy from the

excessve drain of scarce materias and to reduce the serious inflationary impact of foreign
demand.

Within the Export Administration Regulations, the CCL lists items (commodities, software and
technology) subject to the export licensing authority of BXA. Those items subject to the Export

UThe Act expired on August 20, 1994, and was reauthorized by Pub. L. 106-508 (November 13, 2000) until
August 20, 2001. During the lapse, a national emergency declared under Executive Order 12924 (August 19, 1994),

and extended by annual Presidential Notices, continued in effect the provisions of the Act.
12Export Administration Act of 1979, as amended, sec. 3; 50 U.S.C. app. sec. 2402(2).
Baccordi ng to Section 6(a)(3) of the act, foreign policy controls expire annually, unless they are extended

by the Congress. In order for foreign policy controlsto be extended, the President must submit areport to the
Congress explaining why it is necessary for the United States to continue to control these items.

4
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Administration Regulations but not specified on the CCL are designated as “EAR99."* The CCL is
organized into 10 categories (see Table 1).

Tablel CCL Categories

# Description

0 Nuclear Materids, Facilities and Equipment, and Miscellaneous
1 Materids, Chemicals, “Microorganisms,” and Toxins

2 Materials Processing

3 Electronics

4 Computers

5 Telecommunications and Information Security

6 Lasers and Sensors

7 Navigation and Avionics

8 Marine

9 Propulsion Systems, Space Vehicles, and Related Equipment

Sour ce: Export Administration Regulations, October 2000.

Within each category, individud items are identified by an ECCN in five “groups’ designated by a
|etter:

A. Equipment, Assemblies, and Components
B. Test, Ingpection, and Production Equipment
C. Materids

D. Software

E. Technology

14Normally, alicenseisnot required for an item classified as EAR99 unless certain prohibitions apply (e.g.,
export to an embargoed destination) or thereis aconcern about the end user or end use.

5
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Beside each ECCN isabrief description of the item(s). Following this description isthe actud entry
containing “License Requirements” “License Exceptions,” and “List of Items Controlled” sections (see
Figure 1).

Figurel SampleCCL Entry

Commeres Coatrol List  Sspplement No. | 1 Part 774

2A29  Geoerators snd other squipment

specially designed, prepared, or intended for
use with noclear plants.

License Requirements

Reason for Control: NP, AT
Cantrol(s) Country Chart
NP applies to entire entry NP Column 2
AT applies to entire entry AT Column |

Licemse Exceptions

LVS: N/A
GBS: N/A
CIV: N/A

List of Ttems Controlled

Llrrir: § value

Relared Controls: Nuclear squipment is also
subject to the export licensing authority of
the Nuclear Regulatory Commission. (See 10
CFR part 110.)

Related Definitions: N/A

Ttems:

a. Generators, turbine-generator sets, steam
terbines, heat exchangers, and heat exchanger
type condensers designed or mtended for use in a
nuclear reactor;

b. Process control systems intended for use with
the equipment controlled by 2A290.a.

Eapsrt Administration Regulations  EAB 288-July 1998

The “License Requirements’ section contains dl possible reasons for control in order of precedence.
In addition, the section shows that depending on the country the item is to be exported to and the
reason for control, the item may or may not require alicense. Some of the main "Reasons for Control”
include (1) Anti-Terrorism, (2) Chemical and Biologica Wegpons, (3) Crime Control, (4) Chemica
Wegpons Convention Tresty, (5) Missile Technology, (6) Nationa Security, (7) Nuclear
Nonproliferation, (8) Regiond Stability, and (9) Short Supply.
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The“License Exceptions’ section provides a brief digibility statement that may apply to a particular
transaction. License exceptions provide for license-free export based on the circumstances of a
particular transaction. The circumstances covered by the different license exceptions vary widdy and,
as Figure 1 demondirates, may include the low vaue of ashipment (or dso known asLVS), shipments
to Group B countries (or dso known as GBS), and shipments to civil end users (or also known as
CIV). Typicdly, this section should be consulted only after determining whether alicenseisrequired
based on andysis of the entry, including which country the item is being exported to.

Finaly, the “Ligt of Items Controlled” section under each ECCN is divided into four parts: (1) units, (2)
related controls, (3) related definitions and (4) items. The “units’ section identifies the unit of measure
gpplicable to each entry. The “related controls’ section provides such information as to whether
another U.S. government agency has export licensing authority over items related to those controlled by
an entry or whether another ECCN may control smilar items. The “related definitions’ section
identifies definitions or parameters that apply to dl items controlled by the entry. Findly, the “items’
section generdly contains a more specific ligt of al items controlled under the ECCN.

There are 472 ECCNs listed on the CCL, of which 137 are controlled unilaterdly by the United States.
Items may be unilateraly controlled because they are in short supply, not readily available from any
other country, or because the United States does not want to export the items for foreign policy reasons
(see Figure 2 for a breakdown of the unilateraly controlled ECCNs). AsFigure 2 illustrates, most of
the unilateradly controlled items are controlled for anti-terrorism reasons. Thisis because most of the
items were once controlled by the Wassenaar Arrangement on Export Controls for Conventional Arms
and Dud-Use Goods and Technologies (heresfter referred to as Wassenaar Arrangement) for national
Security reasons (see page 10 for an explanation of the Wassenaar Arrangement) as well asforeign
policy reasons. When the Wassenaar Arrangement decontrolled these items, the United States
removed the national security controls but chose to retain its existing foreign policy controls (specificaly
anti-terrorism) on these items to ensure that they would continue to be subject to a case-by-case
review for export or reexport to terrorist supporting countries.
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Figure2

Breakdown of Unilateral ECCNs on the CCL*®

120 — 112

100 —

-~
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—
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Number of Unilateral ECCNs

cc FC UN NP
Raasons for Control

CC=Crime Control, CB=Chemical and Biologica Weapons, FC=Firearms Convention, AT=Anti-
Terrorism, UN=United Nations, SS=Short Supply, NP=Nuclear Nonproliferation, and MT=Missile
Technology

*Totals to more than 137 because some ECCNs have multiple reasons for control.

Source: OIG Analysisof CCL as of October 2000

Export Controls Maintained in Cooper ation with Other Nations
According to the Export Administration Act of 1979, as amended:

“It isthe policy of the United States (A) to apply any necessary controls to the
maximum extent possible in cooperation with dl nations, and (B) to encourage
observance of auniform export control policy by al nations with which the United
States has defense treaty commitments or common strategic objectives.”*

BExport Administration Act of 1979, sec.3; 50 U.S.C. app. sec. 2402.

8
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Until its dissolution on March 31, 1994, the Coordinating Committee on Multilateral Export Controls
(COCOM) was the primary multinationa export control organization through which the United States
and member countries controlled exports to countries of concern.’® Today, the United Statesis a
member of severa multilatera regimes concerned with the export of dual-use and munitionsitemsto
countries of concerns. Those organizations include the Austraia Group, the Missle Technology
Control Regime (MTCR), the Nuclear Suppliers Group (NSG), and the Wassenaar Arrangement.
Export controls for dua-use goods and technologies controlled by the Wassenaar Arrangement are
generdly administered by BXA and controlled for national security reasons on the CCL. Export
controls for dua-use goods and technologies controlled by the other three organizations are generdly
controlled for foreign policy reasons. However, some items controlled by the MTCR and NSG are
aso controlled for national security reasons if the items are dso controlled by the Wassenaar
Arrangement.

None of the four multilateral regimes are based on treety obligations, which means that none of the
regimes are binding under internationa law. Each regime operates on the basis of aconsensusin
developing or amending guidelines, procedures, and control lists. Thus, al members must agree to any
change to the control lists. However, unlike COCOM, each regime operates under the principle of
“nationa discretion.”!’ This means that each member can decide how it will carry out regime
obligetions.

All four regimes maintain a denid notification procedure, whereby members agree to notify the group
when alicense for a controlled item is denied. However, only the Augtrdia Group, MTCR, and NSG
have a"No Undercut Policy,” whereby members agree not to approve an identica sde without first
conaulting with the member issuing the denid natification. This process helpsto prevent the
undercutting of amember's denid.

Of the 472 ECCNs listed on the CCL, 339 8 of them are controlled by the multilateral regimes (see
Figure 3 for a breakdown of the source of ECCNs on the CCL).

Bwith the end of the Cold War, COCOM, which blocked the transfer of high-tech items to the former
Soviet Union and other nations of concern, was seen by many member countries as no longer necessary.

YUnder COCOM, member countries surrendered some of their national soverei gnty and national discretion
by allowing other member countries to vote on export cases that required COCOM approval. |f amember objected,
the export was denied.

180f the 339 ECCN's, 4 are also controlled for unilateral reasons. Thus, 339 ECCNs controlled multilaterally
plus 137 ECCNs controlled unilaterally (see page 7) will not total to 472,
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Figure3

Source of ECCNs on the CCL *

Source of Confrols
Unlateral CWC Treaty
NSG (4 Wasssnaar Amangemant =
[l mTcr Bl Australa Group

" Totalsto more than 472 because some ECCNs may be controlled by more than one regime.

" Includes both the Wassenaar Arrangement Dual-Use and Munitions Lists.
Sour ce: OIG Analysis of CCL as of October 2000

Wassenaar Arrangement

The Wassenaar Arrangement, the successor regime to COCOM, has 33 member atesand is
designed to respond to the new security threats of the post-Cold War era (see Appendix B for alist of
member countries). The Wassenaar Arrangement’ s stated purpose is to contribute to regiona and
internationa security and stability by promoting transparency and grester responsibility in transfers of
conventional arms and dud-use goods and technologies, such as computers, machine tools, and
saelites®

There are two control lists under the Wassenaar Arrangement: (1) the List of Dua-Use Goods and
Technologies and (2) the Munitions List. The Wassenaar Arrangement has the most extensive control
lists of dl the current regimes and meets twice a year to discuss and negotiate changestoitslists. Mot
of the industria equipment controlled by the Wassenaar Arrangement iswiddly traded in commercia

I nternet web address: http://www.wassenaar.org/docs/index1.html
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markets. However, the Wassenaar Arrangement does obligate its members to exchange information on
certain dua-use transfer gpprovas and denias in an effort to enhance internationa security and regiona
sahility.

Audrdia Group

The Audrdia Group is an informa forum of 32 industridized countries that cooperate in curbing the
proliferation of chemica and biologica wegpons through the coordination of export controls, the
exchange of information, and other diplomatic actions (see Appendix B for alist of member countries).
Members have agreed to adopt controls on chemica weagpons precursors; dual-use chemical
manufacturing facilities and equipment; biologica agents used againg humans, animds, and plants; dud-
use biologica equipment; and related technologies.

The Audrdia Group was formed in 1985 when, in response to the use of chemica wegpons during the
Iran-Iraqg War, Audrdia cdled for a meeting of like-minded countries to consder harmonizing export
controls on precursors to chemica weapons. The group later expanded its focus to include chemical
production equipment and technologies. 1n 1990, the scope was expanded further to include measures
to prevent the proliferation of biologica weapons.

The Augtrdia Group's primary focusis the coordination of export controls on an agreed list of dud-use
items that could be gpplicable to the production of chemica and biologica weapons. Thisligt includes
dual-use (1) chemical precursors; (2) chemical weapon-related production equipment; (2) pathogens
and toxins that affect humans, livestock anima's, and/or food plants, and (4) biologica production
equipment (e.g., fermenters). The Austrdia Group members meet once ayear to adjust policies and
procedures as necessary.

Misdsle Technology Control Regime

MTCR was formed in 1987 by the United States and six other countries (the membership now totals
32 nations) to limit the proliferation of missiles capable of delivering wegpons of mass destruction (see
Appendix B for alist of member countries).* Although the members are not bound by atreaty, they
have agreed on guidelines to coordinate their nationa export controls to prevent missile proliferation.
The guidelines provide licensing policy, procedures, review factors, and standard assurances for missile
technology exports and form the basis for U.S. missile technology controls.

The MTCR annex to the guidelines, the list of missile-rdated commodities and technology subject to
controls, isdivided into two categories. Category | items are subject to a strong presumption of denia

2OThe six other countries were Canada, France, Germany, Italy, Japan, and the United Kingdom.
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and are rardly licensed for export. They include such items as complete missile systems; unmanned air-
vehicle systems, such as cruise missiles; and certain complete subsystems, such as rocket engines.
Category |l items cover awide range of commodities, including propellants and flight instruments, that
could be used for missile or sadlite launches.

Nudear Suppliers Group

NSG, formally established in 1992, sets controls on nuclear materia, equipment, and technology unique
to the nuclear industry and on dual-use items that have both nuclear and non-nuclear commercia and
military gpplications. Currently NSG has 39 members (see Appendix B for alist of member countries).

NSG publishes guiddines and an annex setting forth how members should proceed in imposing
regtrictions on affected exports and listing the items that each member nation should make subject to
export controls. The guiddines establish the underlying precepts of the regime, provide a degree of
order and predictability among suppliers, and help ensure consistent standards and interpretations of
NSG controls.

Part 1 of the NSG guiddines governs the exports of nuclear materias and equipment that require the
application of International Atomic Energy Agency safeguards at the recipient facility. Part 2 of the
NSG guidelines governs the exports of nuclear-related dud-use equipment and materias, including both
nuclear and nuclear-related dua-use exports. The annex isthe actud list of items subject to NSG
controls. The annex aso contains a General Technology Note, which requires that exports of
technology directly associated with listed items be subject to the same degree of scrutiny and control as
the items themsdves

Forma annua plenary meetings are held to provide the opportunity for multilateral consultations. The
mestings give members the opportunity to review the annex and the guidelines to ensure that NSG
controls are focused on truly sendtive nuclear technology and provide the means to meet evolving
nuclear proliferation challenges.
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FINDINGS AND CONCLUSIONS
l. Improvements Are Needed in BXA’s Management of the Commer ce Control List

Asthe agency that has the responsbility for administering the Export Adminigtration Regulations, BXA
managesthe CCL. Aspart of our review, we evaluated how the CCL is constructed, including
whether it is user-friendly and how commodities and technologies are added and removed from it.

In conducting our work, we found severa problems that we believe BXA needs to address to improve
its management of the CCL. Firgt, we noted that it has taken along time—from six monthsto over a
year—for the CCL to be updated with agreed-upon multilateral changes. Not implementing agreed-
upon multilatera changesin atimely manner might be perceived as alack of commitment on the part of
the United States to adhere to the policies of the multilateral control regimes. Second, we found that
the reason given for controlling some items captured under afew ECCNsisincorrect. Asaresult,
BXA may be requiring exporters to apply for alicense when alicense should not be required. Findly,
we interviewed a variety of exporters and received written comments from two organizations to obtain
their opinions on how easy it was for them to use the CCL. They provided us with many examples of
how the CCL can be made more user-friendly, such as by diminating the overlap of items gppearing on
both the CCL and USML and modifying the CCL’s Structure to make it easier to navigate. For al our
findings, we are making appropriate recommendations to address the problems we encountered.

A. Process for updating the CCL can be too lengthy

As previoudy discussed, the United States is a member of four multilateral export control regimes: the
Wassenaar Arrangement, the Australia Group, NSG, and MTCR. Each year, the U.S. government
sends representatives from the Departments of Commerce, Defense, Energy (as appropriate), and
State to the plenary sessions of the various regimes to discuss a number of export control issues,
including changes to the multilatera control lists. Upon returning from the plenary sessions, the licensing
agencies meet to decide how the United States will implement any new control changes. For example,
if anew control is added to a particular multilatera list, the United States must decide whether it wants
to control the item as a dua-use or munitionsitem. The Department of Commerce is responsible for
adminigtering the changes for dua-use goods and technologies on the CCL, and the Department of
State is responsible for implementing changes for munitions items on the USMIL.
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The process used by BXA to implement control regulation changes to the CCL is as follows:

o)

o

o

(@]

o

(@]

(@]

o

Upon returning from multilatera regime plenary sessions, BXA representatives provide the
BXA Regulations and Policy Divison acopy of any changes.

Based on the changes, the division prepares a draft regulation.

The divison inputs information about the regulation into an automated tracking system, which
assigns a Regul atory |dentification Number.?

The divison then circulates the draft for clearance by the gppropriate officids within BXA,
including the Office of Strategic Trade & Foreign Policy Controls, the Office of
Nonproliferation Controls and Treaty Compliance, the Office of Export Enforcement, the
Office of Adminidration, and the Office of Chief Counsd for Export Adminigtration.

At this stage of the process, the division submits its determination of whether the draft regulation
isor isnot sgnificant (including the preamble) to the Department’ s Office of Assgtant Genera
Couns for Legidation and Regulation for Office of Management and Budget (OMB)
congderation in advance of interagency review.

Once the draft regulation is cleared within BXA, the Assstant Secretary for Export
Adminigration sendsiit to the Departments of Defense, Energy (for any nuclear-reated
changes), and State, as well as the Technical Advisory Committees for review.

Once BXA has received interagency clearance and comments from the Technica Advisory
Committees, the regulation goes back to the Office of Chief Counsd for afind review.

The Office of Chief Counsd forwards the regulation to the Department’ s Office of Generd
Counsd for trangmittal to OMB for review. After the regulation is cleared by OMB, the Office
of Generd Counsd assigns the regulation a document number.??

2 Regulatory Identification Number is used by the OMB to track and review regulations during the final

review stages.

22| the regulation was previously determined to be significant (see bullet five above), the entire regulation

issubmitted to OMB. Otherwise, OMB receives just the preamble and a summary of the regulation.
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o Once the Office of General Counsel assigns a document number, the regulation is signed by the
Assgant Secretary for Export Administration and published in the Federal Register.

While there are no specified time frames for how long this process should take, we noted, during our
review, that it can take anywhere from six months to over ayear for the CCL to be updated with
agreed-upon multilateral changes. For example, changes agreed to a both the May 1999 NSG
plenary session and the October 1999 MTCR plenary session il have not been implemented by the
United States. With regard to the 1999 NSG changes, an officid in the Regulation and Policy Divison
informed us that BXA has not begun to prepare draft regulations reflecting the 1999 NSG changes.
Specificaly, we were told that the former director for BXA’s Nuclear Technology Controls Divison
provided the Regulation and Policy Division acopy of the 1999 NSG revised contral list but failed to
specify the changes, thus making it difficult for the divison staff to prepare draft regulations. However,
it should a0 be noted that according to an engineer in the Nuclear Technology Controls Division, the
changes that occurred as a result of the 1999 NSG plenary sesson were primarily minor editorial
corrections.

With regard to the October 1999 MTCR changes, we were told that BXA’s Missile Technology
Controls Divison forwarded the changes to the Regulations and Policy Divison in May 2000. From
May 2000 to September 2000 the missile division worked with the regulations division to resolve
questions raised after the publication of the European Union’s control list incorporating the October
1999 MTCR changes. In addition, because some of the changes affected ECCN entries that are
controlled for both nationa security and missile technology reasons, the Regulations and Policy Divison
forwarded them to the Strategic Trade Divison for review. Due to disagreement over the wording on
some of the new controls between the Missile Technology Controls Divison and the Strategic Trade
Divison, it took from September 2000 until early February 2001, to resolve the disagreements. The
Regulations and Policy Divison has since revised the draft regulations with the agreed upon changes
and has sent them back to the Strategic Trade Division for clearance.

While the two above examples illugtrate that there are problems with BXA'’s interna procedures for
implementing agreed-upon multilateral controls, we aso identified some timeiness problems associated
with the Department of Defense’ sreview of proposed multilateral changesto the CCL. For example,
changes agreed upon by dl participants a the December 1999 Wassenaar Arrangement plenary
session were not published until July 2000. In this case, Defense took three monthsto review the

15



U.S. Department of Commerce Final Report |PE-13744
Office of I nspector General March 2001

changes, whereas State took less than one month. In addition, while we identified various reasons for
BXA not implementing the changes agreed-upon at the October 1999 Australia Group plenary meeting
until October 2000, we again found that Defense took dmost three months to clear the draft regulation,
whereas State only took a little over threeweeks. Since dl of the licensing agencies participate in the
multilateral plenary sessions, they are dl aware of any control changes agreed to by the United States
before BXA provides them with the draft regulations to review. BXA officids informed us thet the
delays caused by Defense were generdly not a matter of Defense' s having mgor problems with the
draft regulations, but rather a matter of its not making the reguletion review a priority. When questioned
about this matter by the Defense OIG, the Deputy Under Secretary of Defense for Technology Security
Policy admitted that Defense' s review was not astimely as it should have been in these cases.

However, he dso pointed out that the regulation changes sent by BXA can be voluminous.

However, these sorts of delays in updating the CCL could cause problems for both the U.S.
government and exporters. For instance, if additional goods and technologies are added to one of the
multilatera contral lists, the United States will not be able to adequately monitor these items until they
are added to the CCL. For example, the 1999 Australia Group plenary session participants agreed to
add “titanium carbide’” and “slicon carbide’ to its control list. However, BXA did not add these items
to the CCL until ayear later, during which time U.S. exporters could have shipped these items without
alicense?* Because any such shipments would not be documented by BXA, bureau officias could not
tell us whether this had actudly happened. On the other hand, U.S. exporters may face an undue
burden of gpplying for license gpplications for items that the multilateral regimes have agreed to
decontrol. For example, the 1999 Australia Group plenary session participants also agreed to
decontrol diagnogtic test kits and food test kits that contained Australia Group controlled toxins, with
minor exceptions. We should note that while no gpplications were received by BXA for these
particular itemsin fisca year 2000, the potentid Hill exists for exporters to unnecessarily apply for
licenses when items are not decontrolled in atimely manner.

As a participating member in the multilatera control regimes, the U.S. government has an obligation to
implement dl decisons made by the regimesin a“reasonable’ time period. Not implementing agreed
upon multilateral changesin atimey manner might be perceived as alack of commitment on the part of

2We identified an additional two reasons that contributed to the del ay inimplementing the regulations
which, in our opinion, appear to be reasonable. First, BXA and the Food and Drug Administration had adifficult
time reconciling differences over a definition for amedical product containing botulinum toxin. Second, some of the
new Australia Group controls conflicted with some of the Chemical Weapons Convention Treaty controls, which
resulted in numerous meetings between staff from the Chemical and Biological Controls Division and the Office of
Chief Counsel for Export Administration.

ATheseitems are currently controlled on the CCL under ECCN 2B350 - “Chemical manufacturing facilities
and equipment.”
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the United States to adhere to the policies of the multilateral control regimes. Some BXA officids
suggested that the United States follow the lead of the European Union, which averages three to four
months to implement any new Wassenaar Agreement changes. We recommend that BXA review its
own clearance process and procedures and work with the other licensing agencies, including Defense,
Energy, and State, to determine if the current process for updating the CCL can be adjusted in order to
publish regulations more expeditioudy. In addition, BXA should immediately implement the regulatory
changes resulting from the May 1999 NSG plenary session and the October 1999 MTCR plenary
session.

In responding to our draft report, the Under Secretary for Export Administration stated that BXA
concurs with our recommendation to review itsinterna regulatory review process and agrees that the
internal process should be streamlined, athough he cited resource congtraints as an inhibiting factor.
BXA dso supports efforts to expedite the interagency regulatory review process. As such, BXA
indicated that it has begun a weekly regulations priority meeting to discuss the satus of al pending
regulations and to work to make changes in amore timely manner. With regard to implementing the
regulatory changes resulting from the May 1999 NSG plenary session and the October 1999 MTCR
plenary session, BXA dtated that this effort is currently in process.

B. | tems decontrolled by the Wassenaar Arrangement need to be reviewed for possible
reclassification or deletion from the CCL

Dud-use goods and technologies controlled by the Wassenaar Arrangement are controlled for nationd
security reasons on the CCL.»> However, we found that some items captured under several ECCNs
ending in “018" are being controlled on the CCL for national security reasons, yet are not controlled by
the Wassenaar Arrangement. BXA generaly does not have the authority to unilateraly impose nationd
security controls for these items. By doing so, BXA is requiring exporters to apply for alicense when,
had there been no national security controls on these items, alicense may not have been required. To
remedy this problem, BXA, in conjunction with Defense and State, should review the national security
controlled items that have been decontrolled by the Wassenaar Arrangement to determine (a) whether
the nationd security controls for these items should be removed and (b) whether these items should
continue to be controlled for foreign policy reasons under the CCL.

As previoudy mentioned, the Wassenaar Arrangement succeeded COCOM in March 1994. As part
of the trangition to the post-Cold War era, the participating members of the Wassenaar Arrangement

25Some dual-use goods controlled by the Wassenaar Arrangement are under the licensing jurisdiction of
the State Department and are contained on the USML.
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agreed to decontrol many items formerly controlled under COCOM. However, for foreign policy
reasons, the United States government decided to continue to control these items unilaterdly. To do
30, the United States subgtituted foreign policy controls (e.g., Anti-Terrorism) in place of the former
national security controls for these items on the CCL.

In comparing the CCL with the Wassenaar Arrangement control lists, we found that BXA did not
remove nationa security controls for al of the items that the Wassenaar Arrangement decided to
decontrol. Specifically, we identified severa items under ECCNs 0A018, OE018, 1C018, and 8A018
that are no longer controlled by the Wassenaar Arrangement, yet they are il being controlled by BXA
for national security reasons (see Table 2 for a description of these items).

According to Section 5(c)(6) of the Export Administration Act of 1979, as amended, “any export
control imposed under this section which is maintained unilaterdly by the United States shall expire 6
months after the date of the enactment of this paragraph, or 6 months after the export control is
imposed...” with some exceptions?® Furthermore, our review found no other items unilateraly
controlled on the CCL for national security reasons. When we discussed this matter with BXA
officids, we were informed that these items were only on the CCL at the request of State. However,
these officids were unable to explain why these items are dill being controlled

for nationd security reasons and whether BXA has the legd authority to impose unilatera nationa
security controls for these items.

Because these items are controlled for national security reasons, exporters submitted atotal of 15
license applications to BXA in fiscal year 2000 for power controlled searchlights (ECCN

0A018 a.) and bayonets (ECCN 0A018 d.).?” No applications were received for the remaining items.
According to the Export Adminigtration Regulations Country Chart, the exportersinvolved in these
transactions would not have been required to submit alicense gpplication to BXA for these items had
they not been controlled for nationd security reasons. As such, these items may be subjected to tighter
controls than the Export Adminigtration Act dlows for, thus causing an undue burden on exporters.

To correct this problem, we recommend that BXA, in conjunction with Defense and State, review the
national security controlled items that have been decontrolled by the Wassenaar Arrangement to
determine (a) whether the national security controls for these items should be removed and (b) whether
these items should continue to be controlled for foreign policy reasons under the CCL.

2For instance, if the Secretary of Commerce determines that there is no foreign availability of theitems at
the end of the 6-month period, the control may be renewed for periods of not more than 6 months each. However, it
should be noted that none of the itemsin question meet the criteriafor exceptions.

270f the 15 applications, all but one was approved. The remaining application was returned without action
at the applicant’ s request.
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Table2 National Security Controlled Itemson the CCL That Have Been
Decontrolled by the Wassenaar Arrangement
ECCN Description Reason for
Control
0A018 Items on the I nternational Munitions List NS, AT, UN
a Power controlled searchlights and control units...
d. Bayonets,
OE01& Technology for the development, production, or use of items NS, AT, UN
controlled by 0A018b. through OA018e.
1C018 Commercial charges and devices containing energetic NS, AT, UN
materials on the International Munitions List
a Shaped charges specialy designed for oil well operations...
b. Detonating cord or shock tubes...
C. Cartridge power devices...
d. Detonators (electric and non-electric) and assemblies
thereof...
e. Igniters...
f. Oil well cartridges...
s} Commercial cast or pressed boosters...
h. Commercia prefabricated durries and emulsions...
i. Cutters and severing toals...
J- Pyrotechnic devices when designed exclusively for
commercial purposes
k. Other commercia explosive devices and charges...
8A018 Items on the I nternational Munitions List NS, AT, UN
b.4. Marine boilers...
IThe U.S. government has decided to control some items classified as munitions items by the multilateral regimes
on the CCL instead of the USML.
2Since aportion of ECCN OEO018 controls technology for 0A018d., and 0A018d.,by our analysis, isaunilateral
control, then the same would apply to that portion of OE018 that linksto 0A018d.

NS=National Security, AT=Anti-Terrorism, and UN=United Nations
Sour ce: Export Administration Regulations, October 2000.
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The Under Secretary for Export Administration’s response to our draft report stated that BXA agrees
with our pogition that any items that are not appropriately controlled for nationa security reasons should
be reviewed and the controls revised as necessary. The response further satesthat BXA has
attempted to initiate discussions with the State Department to undertake this review and revison but it
would like us to encourage the State Department to agree to this effort. While we do not have the
authority to make recommendations to the State Department, this recommendation isincluded in the
March 2001 interagency OIG export licensing report on the Commerce Control List and the U.S.
MunitionsList. However, while BXA agreed with the intent of our recommendation, it disagreed with
our specific recommendations to determine whether the goods in question should continue to be
controlled under the CCL, and, if 0, to replace the nationd security control for these goods with the
appropriate foreign policy control. We agree with BXA'’s point that the items in question are dready
controlled for foreign policy reasons in addition to the nationa security controls. Asaresult, we have
modified our recommendation to more accurately reflect thisfact. However, we gill believe that BXA,
in conjunction with Defense and State, needs to determine whether these goods should continue to be
controlled for foreign policy reasons on the CCL given that the Wassenaar Arrangement has removed
them from its munitionslig.

C. The CCL can be made more user-friendly

During our review, we asked users of the CCL how easy it isfor them to use and apply the list to their
potential exports. We believe that the clearer the CCL is, the more likely an exporter will be able to
comply with the export regulations and the lesstime BXA will have to spend on answering questions
and rerouting license gpplications. We interviewed avariety of exporters, and we received written
comments from the National Customs Brokers and Forwarders Association of America, the Nationa
Council on Internationa Trade Development, and the Regulations and Procedures Technical Advisory
Committee. Most users believed that the CCL is easier to understand and use than the USML, mainly
because the CCL is sructured as a*“postive’ list, meaning that if an item is not explicitly listed, then it is
not covered. Conversdly, the USML tendsto be a“negeative’ list, meaning that items do not have to be
explicitly listed in order to be covered by the list. Despite the fact that users found the CCL essier to
use than the USML, they dill found the CCL difficult to understand and work with in many ways. They
provided us with numerous suggestions of how the CCL can be improved to make it more user-
friendly.

We have tried to highlight most of the examples that were provided to us that would not involve

changesin U.S. government export policy to implement. Specificaly, we found that some items appear
on both the CCL and the USML. In addition, there is consderable confusion over the use of the
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ambiguous terms “ specidized” and “ specidly designed” for military goplications or for technicaly
defined equipment in the CCL. Also, pointers from the CCL to the USML are unnecessarily confusing,
and we found some outdated terminology being used in the CCL. Findly, there are somewaysin
which the CCL’s structure can be modified to make it eesier to navigate. We believe that BXA needs
to convene aworking group to address problems with the CCL, aswell as work with State and the
applicable congressonad committees that are consdering new legidation for dua-use exports to resolve
the issues relevant to both the CCL and the USML.

|tems appearing on both the CCL and the USML

Numerous ECCNs on the CCL aso can beinterpreted as being on the USML. For example, ECCN
1A984 isligted in the CCL as“chemica agents, including tear gas containing one percent or less of CS
or CN?; smoke bombs; non-irritant smoke flares, canisters, grenades, and charges; and other
pyrotechnic articles having dua military and commercia use” Similarly, Category XIV(a) of the
USML covers“chemicd agents, including but not limited to lung irritants, vesicants, lachrymators, tear
gases (except tear gas formulations containing one percent or less of CN or CS), sternutators and
irritant smoke, and nerve gases, and incapacitating agents.” The only clear difference between the CCL
and the USML in these two listings is that the CCL would cover tear gas containing one percent or less
of CSor CN, whereas the USML would cover any tear gas containing over one percent. However,
because of the USML’ s stlatement “including but not limited to” any of the items, with the exception of
the tear gas, listed under ECCN 1A 984 could aso arguably fall under Category X1V (@) of the USML.
Such confusion is not necessary, and BXA should work with State' s Office of Defense Trade Controls
(DTC) to remedy this problem which occurs with approximately 45 ECCNs on the CCL.

Confusion over the terms “ specidized” and “ specidly designed”

There has long been a debate about the use of the terms “ specidized” and “ specidly designed” for
military gpplications or for technically defined equipment in certain ECCNs. For example, ECCN
2B018, one of many ECCNSs that contain these terms, covers “specialized machinery, equipment, gear,
and specially designed parts and accessories therefor, including but not limited to the following, that
are specially designed for the examination, manufacture, testing, and checking of arms, gppliances,
machines, and implements of war . . . [emphasis added].” Because the terms are ambiguous, they are
being interpreted in anumber of different ways by both the government and industry. Theseinforma
interpretations have resulted in serious uncertainties as to the scope of controls.

8Csiis orthochl orobenzal mal ononitrile and CN is chl oroacetophenone.
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The terms “speciaized” and “ specidly designed” should not be used as subgtitutes for complete
technica descriptions of what is being controlled. We recognize that the use of these terms sems from
their use by the Wassenaar Arrangement and other multilatera regimes, and that BXA iswell aware of
this problem. Infact, BXA gtaff are currently participating in an expert group, sponsored by the
Wassenaar Arrangement, to address the problem. To avoid further confusion, it is preferable to
address this problem multilateraly because the CCL effectively mirrors the Wassenaar Arrangement
dud-useligt. Therefore, we encourage BXA's efforts to resolve this problem in conjunction with the
multilateral regimes.

Confusng pointers

The CCL closely mimics the structure of the European Union and Wassenaar Arrangement dud-use
ligts, even using the same numbering scheme. However, some items on the European Union and
Wassenaar Arrangement lists are subject to State’ s jurisdiction in this country. Therefore, certain
ECCNs (or parts of ECCNs) onthe CCL “point” to State as having the licensing jurisdiction for the
item(s). Specificaly, the entries date that “ These items are subject to the export licensing authority of
the U.S. Department of State, Office of Defense Trade Controls. See 22 CFR part 121.”

However, the pointers are confusing for two reasons. First, they do not provide exporters with any
specific information, such asthe USML category in which the item(s) fal. So, exporters are potentialy
faced with reviewing the entire USML to find the appropriate category for their item. This information
could easlly beincluded in the pointers. Second, in some cases, even after scouring the entire USML,
exporters cannot find any reference to their item. Two examples of this problem are ECCNs 9B115
and 9B116. The only possble category in which these items might fal on the USML is Category XXI,
Miscellaneous Articles, which is characterized as “ Any article not specificaly enumerated in the other
categories of the U.S. Munitions List which has substantia military gpplicability and which has been
specidly designed or modified for military purposes.” Exporters can often be |eft guessing whether this
isin fact the correct category for their item. The CCL should not only “point” to the USML, but it
should provide an exporter with the specific category within the USML so asto avoid confusion.

Term on the CCL is outdated

The CCL describes some ECCNs as being on the International Munitions List. For example, ECCN
1C018 istitled “Commercid charges and devices containing energetic materias on the Internationa
MunitionsList.” However, the International Munitions List was eiminated when its crestor, COCOM,
was dissolved in March 1994. The successor ligt to the International Munitions List is the Wassenaar
Arrangement Munitions Ligt, which iswhat the CCL should be referencing. The CCL should be
updated to reflect this change.
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Ligt navigation issues

Severd sructura and reference changes could be made to make the CCL easier to use. For example,
severd users cited the two-column format of the CCL as being hard to use. We found thisto be
particularly true when the CCL is viewed in an dectronic format, such as over the Internet. Because of
the narrow columns, a user has to do much scrolling up and down to read an entry, which is confusing.
Also, users suggested that emphasizing words such as“and,” “or,” and “dl” in the ECCN entries would
help exporters determine exactly what is intended to be controlled. Changing the CCL to aone-
column format and emphasizing certain key words would help exporters more easily navigate the
entries.

Many userstold us that having a consolidated index of items on the CCL and USML would gregtly
help in navigating the two lists and understanding which agency hasjurisdiction for a particular item. It
would serve as asingle source for exporters to consult to determine which list they should review to
determine whether they need to apply for an export license. In addition, the exercise of creating such
an index would likely help amdiorate many of the overlapping jurisdiction and confusing pointer
problems discussed above.

Another helpful change would be to cross-reference between the CCL and the applicable Schedule B
or Harmonized Tariff Schedule of the United States codes®® The Nationa Customs Brokers and
Forwarders Association of Americatold us that referencing the CCL againgt the gpplicable Schedule B
or Harmonized Tariff Schedule codes would be very helpful to its members. The association pointed
out that most people responsible for the shipping of items for export (and those who must determine
whether an item is alicensable export) do not have the technica knowledge required to make the fine
digtinctions necessary to determine which ECCN an item might fall under. However, because all
shippers, freight forwarders, and customs brokers are very familiar with the Schedule B or Harmonized
Tariff Schedule codes, it would be helpful to start with these codes and work back to the CCL. Asan
example, if an exporter is shipping an item with a Harmonized Tariff Schedule code of 1234.67.8901,
there could be reference next to this code telling the exporter to check ECCN 1C350. We recognize
that this approach was tried nearly 40 years ago, and that problems arose because items can often be
categorized as being in more than one Schedule B or Harmonized Tariff Schedule code. However,
given the time that has eapsed and the changes to the CCL in the meantime, it is certainly appropriate
to reconsder whether such a cross-referencing system might help make today’s CCL more user-
friendly.

29The Harmonized Tariff Schedule of the United States provides the applicable tariff rates and statistical
categories for all merchandise imported into the United States. It isbased on the international Harmonized Tariff
System, the global classification system that is used to describe most world trade in goods. The Harmonized Tariff
Schedul e of the United Statesis administered by the U.S. International Trade Commission. Schedule B codes, also
based on the international Harmonized Tariff System, are used to classify products being exported from the United
States. The Census Bureau’ s Office of Foreign Trade Statistics administers the Schedule B codes.
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Condusions

There are severd reasons for the problems associated with using the CCL. Firg, the current annual
reviews of the CCL are insufficient to address the types of problems discussed above. While BXA
officidstry to ensure that the list is current and does not contain errors, the emphasis during the annua
reviewsis to ensure that any changes, mostly due to changes made by the multilaterd regimes, are
accuratdly reflected in the CCL. Asareault, the CCL does not receive athorough “scrub” every year
to address many of the problems identified during our review. The last time the underlying structure of
the list was addressed was in 1996, when BXA published the first comprehensive rewrite of the Export
Adminigtration Regulations in over 40 years. Second, comparative reviews of the CCL and USML are
infrequent & best. In fact, no onea BXA or DTC could remember when the two lists had |ast been
reviewed in tandem. Finaly, some of the problems exporters have with using both the CCL and
USML are smply due to the different structures of the two lists, as described earlier. Because of this
fact, it isdifficult for usersto navigate between the two lists and determine which agency haslicensang
jurisdiction.

To encourage greater compliance with the CCL, BXA should endeavor to make the list as user-friendly
aspossble. Toitscredit, BXA has taken some steps in recent years to make the CCL easier to use.
For example, it was very helpful to multinationa exporters when BXA, in 1996 as part of its rewrite of
the Export Adminigtration Regulations, adopted virtualy the same numbering system for the CCL asis
used by the European Union and the Wassenaar Arrangement. Now, multinational exporters can more
eadly find their item on the CCL, aswell as on the European Union or Wassenaar Arrangement ligts, to
determine what controls may be applicable. However, based on the numerous examples enumerated
above, there is gill much room for improvement in the user-friendliness of the CCL. Because the CCL
can be confusing for exporters, exporters may make errors in determining whether their item is covered
by the CCL. Asareault, they may not apply for alicense when oneis required.

To address the concerns we have identified, we recommend that BXA convene aworking group of
interested congtituents (small and large exporters, trade associations, and U.S. government agency
representatives), under the auspices of the Regulations and Procedures Technica Advisory Committee,
to improve the user-friendliness of the CCL. In addition, BXA should work with State to (1) diminate
the current overlap of items and make sure that it is very clear on which list an item fals, and (2) creete
auser-friendly consolidated index of theitems on the CCL and USML. To ensure that this happens,
we recommend that BXA aso work with the gpplicable congressona committees, that are considering
new legidation for dua-use exports, to ensure that any new Export Adminigration Act or Smilar
legidation includes a requirement that the agencies diminate the overlgp and create such an index for
both the CCL and the USML.
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Finaly, BXA’s annua scrubs of the CCL should dso take into account any corrections or changes that
would help to make the CCL easier for exporters to use.

<33 DIIw

In responding to our draft report, BXA made severd comments about the user-friendliness problems
addressed in this section. In particular, BXA noted, in the case of the example we presented about an
item appearing on both the CCL and USML, that the ambiguity the OIG refersto is present in the
USML entry and not in the CCL entry. Wetend to agree. However, theitem sill gppears on both
lists, which is the problem we are most concerned about. [n addition, BXA isnot convinced that the
terms“ specidized” and “ specidly designed” are as ambiguous as our report states. Regardless, the
agency does recognize that there is confusion and is working with the Technica Advisory Committees
and within the multilateral regime structure to come up with new definitions for these terms.
Furthermore, BXA'’s response indicates that it would be willing to include “pointers’ to the USML if
DTC would commit to continuing to support this effort to keep the information up-to-date.

With regard to the idea of switching the CCL from a two-column format to a one-column-format to
improve lig navigation, BXA said that in 1995 the Government Printing Office informally estimated that
such a switch would double the cost of printing the Export Adminigiration Regulations, in which the
CCL iscontained. Nevertheless, the agency has at least agreed to explore the possibility of aone
column eectronic verson of the CCL. Findly, the agency believesthat coordinating the CCL to the
Schedule B or Harmonized Tariff Schedule would be a very time-consuming and difficult, if not
impossible, task. This may be accurate, but we did not assess the viability of such atask as part of our
review. Aswas the case with many of the potentia “fixes’ mentioned in our report, we merely
reported what users of the CCL told us would be hdpful to them in navigating and using the list. We
believe that assessing the feasibility of implementing any of these optionsis best l€ft to the working
group that we are recommending be convened.

Asto our recommendation, the Under Secretary for Export Adminigtration stated that BXA aready
works through the Regulations and Procedures Technica Advisory Committee and other advisory
committees when making changes to the CCL and that because of the large number of regulatory
changes each year, the CCL undergoes a continuous “scrub.” The Under Secretary noted that the
CCL dready contains severd indices and that the agency would welcome the availability of aUSML
item-specific index, which could be made available with the CCL index. In addition, BXA noted that
past discussions with State on diminating the overlap between the CCL and USML have consistently
not been productive. Thus, BXA suggests revising this recommendation to request that the NSC chair
aworking group to improve the user-friendliness of the CCL.
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We disagree with BXA'’s suggestion. We recognize thet there are some ingtances whereit is
appropriate to request the assistance of the NSC, as we have recommended for the night vison and
gpace qualified issuesin this report (see pages 51 and 54). These issues are more appropriately dealt
with by the NSC because they are of interest to al agencies involved in the U.S. government’ s export
licensing process and the agencies have tried, unsuccessfully, to resolve the issues on their own.
However, many, if not mogt, of the problems regarding the CCL’s ease of use are most gppropriately
dedt with by BXA and not the NSC. Until BXA makes arequest of State to assst in solving these
problems, it cannot be sure that State will refuse to help. In addition, given both the expertise contained
in the Regulations and Procedures Technica Advisory Committee and the eagerness of the committee
to address many of the user-friendliness problems, we believe that it is gppropriate for BXA to convene
aworking group under the committeg’ sjurisdiction to address the clarity and navigation concerns
involving the CCL.

Finaly, we noted that BXA'’s response did not address our recommendation for BXA to work with the
gpplicable congressional committees, especidly those that are consdering new legidation for dua-use
exports, to ensure that any new Export Adminigtration Act or Smilar legidation includes a requirement
that the agencies diminate the overlap and create such an index for both the CCL and the USML.
Therefore, we request that BXA address, in its action plan, what actions it intends to take to implement
this recommendation.
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. The Commaodity Classification Process Continuesto Cause Concerns

Asthe agency charged with adminigtering the Export Adminigtration Regulations, BXA isresponsble
for determining whether an item or activity is subject to these regulations and, if so, what licensing, or
other requirements, gpply. In generd, BXA holds the exporter responsible for classifying an export
itemn, but BXA will advise an exporter on whether an item is subject to the regulations and, if so, identify
the appropriate ECCN. When making written commodity classification requests*® exporters must
provide descriptive literature or brochures, precise technical specifications, or papers that describe the
items in sufficient technica detall to enable BXA engineersto accuratdly dassify theitems. Itis
important to note that after exporters receive a CCATS determination, they gtill must apply for alicense
if oneisrequired.

Exporters can submit written requests eectronically or in paper form. These are entered into BXA’s
Commodity Classfication Automated Tracking System (CCATS), which is commonly used by BXA
officidsto refer to classfication requests from exporters. In fiscd year 2000, BXA processed 2,049
CCATS* requests with 4,202 line items.3

During our 1999 export licensng review, we identified two areasin the CCATS process that needed
improvement. First, we found that the processing of CCATS was untimely, resulting in unnecessary
delays for exporters. Second, and more importantly, we found that the CCATS process was not
transparent, leaving it vulnerable to incorrect classfications. In our current review, we found that these
same problems il exig.

A. Timely processing of CCATS s still a problem

According to Section 10 (I)(1) of the Export Administration Act of 1979, as amended,
“In any casein which the Secretary receives awritten request asking for the proper
classfication of agood or technology on the contral list, the Secretary shal, within 10

wor king days after receipt of the request, inform the person making the request of the
proper classfication. [Emphasis added]”

OBXA also responds to many phone inquiries about commodity classifications, but advice provided over
the phoneis not considered to be a binding determination.

3lror the purpose of thisreview, theterm “CCATS’ refersto non-encryption CCATS.
32According to 15 C.F.R.§ 748.3, each classification request should be limited to six items, but exceptions

may be granted by BXA on a case-by-case basis for several related itemsif the relationship between the itemsis
satisfactorily substantiated in the request.
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Furthermore, the Export Adminigtration Regulations, which implement this requirement, indicate that al
commodity classfication requests submitted by exporters must be completed within 14 calendar
days.*® However, of the 2,049 CCATS BXA processed in fiscal year 2000, 1,729 (or approximately
84 percent) were over the legidatively mandated deadline (see Figure 4 for abreakout of CCATS
processing time). Specificaly, BXA took an average of 41 daysto process al CCATS requestsin
fiscd year 2000. While the Export Administration Regulations do not require exportersto seek a
classfication from BXA before shipping their items, based on the number of CCATS BXA processed
infisca year 2000, many exporters apparently take advantage of this service to ensure that they are
cassfying their products properly in order to be compliant with the regulations. As such, ddaysin
CCATS processing could delay U.S. exporter shipments unnecessarily if it is determined that no license
isrequired.

Figure4

Processing Time for CCATS
(14-Day Requirement Not Belng Mef)
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Sour ce: Office of Administration, BXA

315 C.F.R. §750.2. Itisunknown why the Export Administration Act statesthat CCATS will be completed
within 10 working days and the Export Administration Regul ations states that CCATS will be completed within 14

calendar days. Regardless, 10 working days and 14 calendars equate to approximately the same time frame.
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When we discussed this data with BXA managers responsible for CCATS, we were told that the
licensing officers firg priority isto process license gpplications due to the drict processing time frames
under Executive Order 12981. However, we want to reemphasize the point we made to both BXA
managers and licenaing officersin our 1999 export licensing report: while Executive Order 12981
mandates timely processing of export license gpplications, the Export Adminigtration Act requiresthe
timely processing of CCATS. Therefore, we recommend that BXA review its priorities and staffing
levels and make adjustments to improve its timeliness in processng CCATS requests.

In addition, during our 1999 export licenang review, BXA managers informed us that they did not have
the management tools available to keep track of licensing officers processing of CCATS. Specificdly,
they could not tell from the Export Control Automated Support System (ECASS) management reports
they recaived if a CCATS was overdue because the licenang officer was waiting for additiona
information from the exporter that was necessary to complete the review,3* or because of inaction on
the part of the licensing officer. Unlike the automated export license gpplication process, ECASS had
not been programmed to alow alicensing officer to place aCCATS in a“hold without action” status
while waiting for additiond information from the exporter, thus “ stopping the clock” with regard to
mandated processing times. To remedy this problem, we recommended in our 1999 export licensing
report that BXA program ECASS to dlow for the “hold without action” festure to help managers keep
track of licenang officers performance.

While BXA concurred with our recommendation a the time, it has recently informed us that, “Due to
competing priorities and limited resources, the *hold without action’ festure has not been programmed
into ECASS for CCATS processing, athough it has been dated as an ECASS action item.” However,
when we asked BXA specificaly when this task might be completed, we were informed that it may be
included as part of the ECASS redesign efforts, abeit severd years down theroad. Again, we are not
convinced that this feature, which has aready been programmed into ECASS for processing license
goplicaions, should be difficult to implement now. Therefore, we again recommend that BXA program
ECASSto dlow for the “hold without action” festure to help managers keep track of licensng officers
performance and thus help them better meet the legidative deadline on CCATS review.

34AIthough both the Export Administration Regulations and BXA’sweb page make clear that acommaodity
classification request requires the applicant to submit appropriate technical specifications of the commaodity,
software, or technology in order for BXA to evaluate the request, exporters do not always submit sufficient
information.
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Another contributing factor to processing delaysis the lack of written procedures for assgning CCATS
to multiple licensng divisons. When a CCATS s subject to controls that are handled by more than
onedivison, it must be reviewed by al applicable divisons. Again, during our 1999 review, we found
that BXA had no written procedures outlining the requirements for reviewing CCATS that involve more
than one divison. Asaresult, we were told, misunderstandings occurred, which resulted in processing
delays. At that time we recommended that BXA develop policy and procedures for the intra-agency
review of CCATS, asit had donefor itsintra-agency licensing review. Although BXA concurred with
this recommendation in 1999, we learned during our current review that BXA ill has not established
new proceduresinthisarea. Thisisill aconcern, asinfisca year 2000, there were 199 non-
encryption CCATS referred to multiple divisons. Thus, we again recommend that BXA develop
policy and procedures for the intra-agency review of CCATS.

33D

For the first recommendation made in this section, dedling with improving the timeliness of processng
CCATS, the Under Secretary for Export Administration’s response to our draft report stated that it
agreed with our recommendetion in principle but believesit isunredidtic in practice. Specificdly, the
response points out that staff in BXA’s Strategic Trade Division processed 92 percent of al non-
encryption CCATS and 96 percent of al CJ determination requestsin fiscal year 2000. The Under
Secretary contends that only if saffing levels and related funding for specific technical functions are
increased can BXA smultaneoudy improve its ability to meet the deadlines for the processing of license
gpplications, commodity classfications, and commodity jurisdiction requests. Asaresult, BXA asserts
that it cannot congder implementing this recommendation unlessiit is coupled with a recommendetion to
the requisite budget authorities in the Congress to provide the necessary resources.

Clearly gaffing levels are a contributing factor to BXA’sinability to process CCATS in atimely
manner. However, it isour beief that if BXA needs additional saff to meet deadlines for the
processing of commodity classification requests (or license applications and commodity jurisdictions)
and does not have the resources to fund needed positions, then it isincumbent upon the agency to
justify the need in its budget submissions® For this reason, we recommended that BXA review its
priorities and gaffing levels. It is very possble that additiona staff may be needed to improve the
timeliness of CCATS processing. Therefore, we request that BXA address, in its action plan, what
actionsit intends to take.

3Swe would like to point out that BXA’sinitial fiscal year 2002 budget submission included arequest for
eight additional full time equivalent staff in order to help it carry out its statutorily mandated tasks, including regime
support, classifications, and regulatory development. The Department approved four of these full time equivalent
staff and the budget submission is currently pending before OMB.
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For the second recommendation regarding programming ECASS to dlow for the “hold without action”
feature, the Under Secretary for Export Adminidiration stated that BXA intends to implement this
recommendation as part of its ECASS redesign project.

Finaly, for the last recommendation on developing policies and procedures for the intra-agency review
of CCATS, the Under Secretary for Export Administration’s response to our draft report stated that
the agency is not convinced that the data cited by the OIG in this report are evidence of a problem.
Nevertheless, the agency will remind its engineers of the need to refer CCATS to others when the
engineer who receivesthe CCATS s not the proper officer to review that item. However, until BXA
sees evidence of asgnificant problem in this area, the Under Secretary stated that the agency has no
plans to draft new procedures.

We are troubled by BXA'’ s disagreement with this recommendation because the agency concurred and
agreed to take action when the OIG made the same recommendation in 1999. We would hope, given
that processing time for CCATS has actualy increased since our 1999 report, that BXA would take
immediate action to eiminate any processing delays resulting from the confusion surrounding the review
of CCATS by more than one licensing divison. As stated in our report, there were 199 non-
encryption CCATS referred to multiple divisionsin fisca year 2000.

We aso mugt take issue with BXA’s assartion that the agency did not have the opportunity to review
the figure of 199 non-encryption CCATS before it was provided to the OIG and that the agency was
unsure of the origin of thisfigure. After some confusion over the completeness of previous CCATS
figures provided to the OIG by BXA, on January 11, 2001, the Director of BXA'’s Office of
Adminidration authorized an ECASS information technology specidist to directly provide the OIG with
the data previoudy requested on November 1, 2001. This data was provided to the OIG on January
16, 2001, in an e-mail that was aso sent to a senior manager in the agency, aswell asto BXA's audit
liason. We bdieve that it was incumbent upon BXA management, if it wasin disagreement with the
figure of 199 non-encryption CCATS, to notify the OIG of its concerns soon after the information was
provided rather than questioning the origin and accuracy of the data in the agency’ s response to our
draft report. In addition, we note that the data was directly pulled from ECASS, BXA'’s database
system that processes, stores, and transmits dual-use license applications and CCATS. While ECASS
has its problems, as discussed in our 1999 report, it isthe most reliable system available to BXA
managers to query for information, such as the number of non-encryption CCATS referred to multiple
divisonsin fiscal year 2000.

31



U.S. Department of Commerce Final Report |PE-13744
Office of I nspector General March 2001

B. Commodity classification process needs to be more transparent

An April 1996 memorandum from the Nationd Security Council (NSC) st forth guidance for
processing commodity jurisdictions and commodity classification requestsin an effort “to improve
interagency coordination and transparency” with regard to these processes (see Chapter 111, page 38,
for further discusson on the commodity jurisdiction process). Essentialy, the NSC guidance continues
the process of dlowing exportersto initiate commodity classfication requests with BXA to determine
whether items are subject to the Export Adminigtration Regulations.

However, the guidance aso directs BXA to “share with State and Defense dl commodity classfication
requests for items/technol ogies specificaly designed, devel oped, configured, adapted and modified for
amilitary gpplication, or derived....” from such items or technologies. Specificaly, it instructs BXA to
refer these munitions-related commodity classification requests to State and Defense, dlowing them a
two-working-day turnaround time. At the end of thetwo days, silence will be deemed to be consent,
and BXA may proceed with the processing of afind and binding commodity classfication in
accordance with its own regulations, practices, and policies.

Commodity classfication referral guidance needsto be darified

During both our current review and our 1999 export licensing review, Defense®® and State have
continudly indicated to us a need for more trangparency in the CCATS process. Specificdly, they
want this process to be completely open to interagency review similar to the export licensing process.
To illugtrate the need for this, the agencies routingly point to a 1995 case in which BXA mistakenly
classfied an investigative report on the crash of a Chinese rocket carrying a satellite as needing no
export license. BXA dlowed the release of this report without consulting with Defense or State. BXA

36Complicating this matter isaMay 1996 memorandum from Defense to BXA stating that it did not want the
opportunity for aninitial review of munitions-related commodity classifications and instead requested that BXA
provide, on aweekly basis, acopy of such completed commodity classifications requests and decisions to Defense.
However, during our 1999 review, we learned that Defense had changed its position since its 1996 delegation and
wanted to review all CCATS. At aminimum, we believed that Defense needed to rescind itsinitial delegation to BXA
not to review these CCATS so that it could at |east start receiving those CCATS that BXA would send, in
accordance with the NSC guidelines. Therefore, in our 1999 report we recommended that BXA consult with Defense
to determineif it wanted to continue its delegation to BXA on munitions-related CCATS or withdraw it, but no action
on this matter had been taken by either agency prior to our current review. Finaly, in December 2000, in response to
amemorandum from the Department of Defense’ s Office of Inspector General pertaining to this matter, the Deputy
Under Secretary of Defense for Technology Security Policy stated, “DOD has long maintained that all commaodity
classification decisions must be subject to prior interagency review...and DOD has testified numerous times before
Congress that greater transparency is needed....” Yet, as of January 2001, Defense had still not rescinded its 1996
delegation.
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later admitted that the report fell under State' s jurisdiction since the accident occurred in part of the
rocket, not in the satellite.

As part of our 1999 export licensing review, we sought to determine whether past commodity
classfication determinations made by BXA did, in fact, support the concerns of Defense and State that
BXA’s CCATS determinations were not always accurate. We asked anaysts from the Defense Threat
Reduction Agency®’ to review 103 CCATS lineitems (100 from a random sample and an additional 3
not part of the sample) to determine if they agreed with BXA’s decison in those cases. The andysts
disagreed with BXA’ s decision in five of the cases® In two of the five cases, the agency argued that
the items were not under the CCL, and the CCATS should have been referred to State as commodity
jurisdiction requests. BXA disagreed. In the remaining three cases, Defense agreed that the items fell
under the CCL but disagreed with BXA'’s classfication of the ECCN. Thisis sgnificant because
controls associated with ECCNs vary and one may have gtricter controls than another. BXA ultimately
agreed with Defense' s classification for one of the three CCATS but maintained its origina position on
the other two.

Asareault of this exercise, the then-Deputy Director of the Defense Threat Reduction Agency Stated
that this demongtration showed that while in the vast mgjority of CCATS cases there was no difference
in the conclusions of the Defense Threat Reduction Agency and BXA, there is an opportunity for
migtakes that could undercut itsreview of potentid munitions items and ultimately affect its license
review rights. We agreed. While disagreement on five cases may seem to be satiticdly insgnificant,
we believed there could be value added in dlowing Defense and State the opportunity to review all
munitions-related commodity classfication requests. However, regardless of what the above exercise
indicated, BXA dill contended thet it was properly referring dl “munitions-related” commodity
classficationsto State.

We believe the overall disagreement in the CCATS process slems from the fact that the 1996 NSC
referral guidance rdaing to commodity classifications is open to interpretation. BXA interpretsthe
language very narrowly such that it will only refer classificationsthat, in its opinion, are dearly
“munitions-related.” Defense and State make a broader interpretation of the language that would
require most commodity classfications to be referred. Redizing that the problem with CCATS
referrds centered on each agency’ s interpretation of what “munitions-related” meant, we recommended
inour 1999 export licensing report that BXA work with NSC to devel op specific criteriaand
procedures on how to implement its 1996 guidance for the referral of munitions-related commodity

S"Officials from State's Office of Defense Trade Controls chose not to participate in the review.

3Defense was unable to make a determination on 20 of the original 100 CCATSin the sample because there
was insufficient supporting documentation in the casefile.
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classficationsto Defense and State. Although BXA concurred with our recommendation in its
response to our 1999 draft report, it has taken no action on this important matter.

Infact, BXA only referred 13 of the 2,049 non-encryption CCATS it processed in fiscal year 2000 to
State (as stated earlier, per Defense’ s delegation of authority to BXA, BXA did not refer any CCATS
to Defensein the same time frame).*®  Since there is no way Defense or State can question commodity
dassfications that are not referred, we believe these agencies may have alegitimate concern that BXA
may be advising exporters that munitions-controlled items are licensable by BXA or require no license
aadl.

During the course of our review, BXA officids dso informed us of the results of a sampling of
classfications it performed for the period May 3, 2000, to August 11, 2000, which showed that 32 out
of 1,195 CCATS processed during thistime frame, or 2.6 percent, were returned to the exporters
without action. In these cases, the exporters were advised to seek alicense or commodity jurisdiction
request from the State Department because BXA's saff believed that the items were likely covered
under the USML. Thus, while BXA may have only officidly referred 13 CCATS to State in fiscal year
2000, BXA officids contend that there were at least 32 other CCATS that likely fdl under State's
licensing jurisdiction that were not officidly referred because they were returned without action to the
exporter.*

Recognizing that the smdl number of CCATS referred may not aone be indicative of whether BXA
properly referred all munitions-related CCATS it processed during this time period, we intended to
conduct a sample smilar to the one we conducted in our 1999 export licensing review to provide us
with more ingght into this matter (see page 33). Unfortunately, because BXA did not provide us with
the necessary raw data in atimely manner, we were unable to conduct a new sample during this
review.*

While we are not proposing that BXA refer all CCATS to both Defense and State at thistime, we do
srongly believe that BXA needsto be proactive and work with Defense and State to make the
CCATS process more trangparent with regard to items or technologies specificaly designed,
developed, configured, adapted, and modified for amilitary application, or derived from such items as

3 Thefinal CCATS determination in all 13 cases agreed with State’ s recommendation.

“ORecognizing that the time period from which the sample of 32 was drawn did not cover the entire fiscal
year, we extrapolated the 2.6 percent rate to the entire number of CCATS processed during the fiscal year to come up
with afigure of 53. Thus, it might be reasonable to assume that atotal of 66 of the 2,049 non-encryption CCATS
processed in fiscal year 2000, or 3.2 percent, were either returned without action for USML reasons (53) or officially
referred to State (13).

“41we requested the data from BXA on November 1, 2000, but did not receive it until January 10, 2001. This

did not alow us enough time to complete a proper sample in time to meet the March 30 Congressional deadline for
thisreport.
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cdled for in the 1996 NSC guidance. After discussing our concerns with one NSC officid responsble
for export control policy, we believe that NSC would be willing to revisit the issues we have raised here
if requested by the participating agencies. As such, we strongly recommend that BXA request NSC to
form aworking group (including BXA, Defense, and State) to review the 1996 CCATS guidance,
reviseit if necessary, and develop specific criteria and procedures to ensure that the referrd of
munitions-related commodity classfications to Defense and State is handled in atimely, transparent,

and gppropriate manner by al agencies involved.

33D

BXA’sresponse to our draft report stated that while it concurred with this same recommendation in its
response to our 1999 export licensing report, it believes that the NSC should first form aworking
group to focus on the commodity jurisdiction process, which it maintainsis neither timely nor effective,
rather than review CCATS, a process which BXA does not believe is broken. While our report
certainly recognizes severa problemsin the commodity jurisdiction process and makes severd
recommendations to help improve this process, none of the licensing agencies, including BXA, raised a
problem about interpreting the CJ language in the 1996 NSC guidance (see Chapter 111, page 38).
While our findings on the CJ process did not warrant a recommendation for BXA to request that the
NSC review the CJ process, if BXA believesthat the NSC should look at this process, in addition to
the CCATS referral guidance, we would encourage BXA to request such areview.

BXA dso points out inits response that it believes that the intent of this recommendation— broader
referrd of CCATS—isincongstent with our recommendation to process CCATS in atimely manner.
Specificdly, BXA beievesthat by increasing the number of CCATS referred, the processing times will
increase, rather than decrease. However, based on the 13 CCATS that BXA referred to DTC in fiscal
year 2000, BXA'’s conclusion cannot be supported. Specifically, DTC responded to BXA within its
dlotted time frame—two working days—in every case. In addition, according to the 1996 NSC
guidance, if at the end of two working days, BXA has not received a response from the agencies,
dlence is deemed to be consent, and BXA can proceed with the processing of afind CCATSin
accordance with its own regulations, practices, and policies.

The agency’ s response aso contends that the OIG has based its whole finding in this area.on the
technica analysis provided by Defense. We disagree. We believe that a CCATS decision could
ultimately impact policy decisons, epecidly if BXA incorrectly informs an exporter through a CCATS
that no licenseisrequired, asit did in the 1995 case involving the investigative report on the crash of a
Chinese rocket carrying acommercia communications satellite. Furthermore, our report does not
recommend that BXA refer dl CCATSto DTC and Defense. However, it does highlight the fact that
al three licensang agencies (BXA, DTC, and Defense) have a different interpretation of the term
“munitions-related,” which isthe key criteriathat BXA uses to determine whether or not it will refer a
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CCATSto DTC and Defense. As such, we again reiterate the importance for BXA to be proactive
and request the NSC to form aworking group (including BXA, DTC, and Defense) to review the 1996
CCATS guidance, revise it if necessary, and devel op specific criteriaand procedures to ensure that the
referrd of munitions-rdlated commodity classficationsto DTC and Defenseis handled in atimely,
trangparent, and gppropriate manner by al agencies involved.

Findly, we must take issue with BXA’ s assertion that it had provided us the data necessary to conduct
our sample in September 2000 on the number of CCATS BXA processed during fiscal year 2000.
Besdes the fact that there were various problems with the CCATS data provided to us in September
2000, we could not conduct a sample on these CCATS until we had a breakdown of this number.
Specificaly, we needed to know (1) how many CCATS were classified with avaid ECCN, including
how many were classfied as EAR99; (2) how many CCATS were classified as *“license exception;”
and (3) how many CCATS BXA was unable to classfy. Asour report stated, we made arequest to
BXA on November 1, 2000, to provide us this breakdown of the CCATS data. However, BXA did
not provide us with this data until January, 10, 2001. Thus, we did not have enough time to complete a
proper sample in time to meet the March 30 Congressional deadline for this report.

Find CCATS determinations should be shared with State

As mentioned earlier, the 1996 NSC guidance requires BXA to refer al munitions-related commodity
classficationsto DTC for itsreview and dlows it two-working daysto provide BXA with a
recommendation. Once DTC providesits CCATS recommendation to BXA, it receives no indication
from BXA asto whether the recommendation was accepted. However, DTC officidsinformed us that
they would like to know what BXA’sfind determination on such a CCATSisin order to “close out”
ther files. In addition, if the find CCATS determination indicates that the item in question fals under
the USML, DTC could then possibly conduct an outreach visit to the U.S. exporter who submitted the
CCATS.

When we asked DTC officids if they had ever asked BXA to provide them with the find CCATS
determinations, they replied in the negative. By the same token, when we asked BXA officids why
they did not notify DTC of the find CCATS determination, they responded that DTC has never
requested a copy of the find determination. However, BXA officids indicated that they would
accommodate such arequest from DTC. Therefore, in the spirit of transparency, we recommend that
BXA provide DTC with acopy of thefina determination for any CCATS it reviews.

w33 DI

In responding to our draft report, the Under Secretary for Export Administration stated that BXA will
provide copies of the closed CCATSto DTC only if it requests them. While we agree with BXA that
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DTC should have made this request to BXA directly, we bdieve that BXA should take the lead on this
matter—in the spirit of trangparency—and provide State with a copy of the closed CCATS it reviews.
Findly, it should dso be noted that DTC does provide BXA with acopy of dl closed CJ determination
requests that it processes.
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[11.  Commadity Jurisdiction Process Needs | mprovement

While the commodity classification process assgts exporters in determining whether an item is subject
to the Export Adminigtration Regulations, exporters dso may need assstance in determining whether an
item is subject to the Internationd Traffic in Arms Regulations. Items subject to these regulaions are on
the USML, which is under the licensing jurisdiction of State sDTC. Exporters who are unsure whether
anitemison the USML can request a commodity jurisdiction (CJ) determination from DTC to rule on
the export licenaing jurisdiction for theitem. DTC' s response to the exporter will indicate whether the
item ison the USML, and if not, state that it may be covered by the CCL. The CJ process can dso be
used to consder moving an item currently covered by the USML to BXA’slicensing jurisdiction. Itis
important to note that CJ determinations only rule on the proper licensing authority for an item and do
not represent an gpprova to export. An exporter must still gpply for an export licensg, if oneis
required.

According to the 1996 NSC guidance, as discussed in the previous chapter, DTC isto refer dl CJ
requests to BXA and Defense to obtain their opinions about the licensing jurisdiction for the particular
item. Occasionally CJ determination requests are a o referred to the Department of Energy or other
potentidly interested agencies, such asthe Federd Aviation Administration or the Nationa Aeronautics
and Space Adminigration. In reviewing the CJ process, and in particular the CJ determination requests
that were referred to BXA, we found that the requests were not being processed in atimely manner by
any of theinvolved agencies. In addition, we believe that the current manud processing of CJ
determination requestsis leading to transparency and accountability problems in the process.
Therefore, we are recommending that an electronic system be devel oped for the CJ process. Findly,
we are concerned that DTC may be making incorrect CJ determinations because it does not always
consult with BXA or Defense. In the two cases we identified where DTC did not consult with BXA,*
DTC seror caused both inconvenience and expense to the exportersinvolved.

A. CJ determination requests are not being processed in a timely manner

Of the 220 CJ determination requests initiated in fisca year 2000, 101 had been completed as of the
end of thefiscd year. In reviewing these completed CJ requests, we found that BXA, Defense, and
State were not timely in processing them (as shown in Figure 5). Specificaly, BXA took, on average,
117 cadendar daysto provide an opinion to DTC on the CJ requests, while Defense took an average of
76 caendar days. In addition, DTC was not timely once it received the opinions from BXA and
Defense. On average, DTC took another 46 calendar days to respond to exporters on CJ

42These two cases only came to our attention because the exporters contacted BXA for assistance.
Therefore, it isvery possible that there were more instances in which DTC did not consult with BXA or Defense.
State OI G attempted to determine if there were additional examples of this problem, but records at DTC and Customs
(the originator of the determination requests) were not sufficient for such information to be determined.
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determination requests. In total, CJ determination requests took an average of 163 caendar days, or
nearly 5% months, to complete.

Eigureb
7

CJ Determination Processing Time
(Decisions Completed in FY 2000)

Decision by DTC |:| Defense Recommendations to DTC
BXA Recommendations to DTC NSC Required Timeframes

Sour ce: Office of Defense Trade Controls, Department of State

Under the 1996 NSC guidance, the entire CJ determination process, from the time DTC receives a
complete CJ determination request to when areply is provided to the exporter, is to take 95 caendar
days. BXA and Defense, aswell as any other agency that is referred a CJ determination request, has
35 days to provide DTC with aresponse® DTC then has 10 days to review the CJ determination
requests and make a decision on the export licensing jurisdiction. From there, should either BXA or
Defense disagree with DTC' s decision, there is an escalation process whereby higher leve officids can
be called on to resolve the disagreement. The process calls for a case to first be escdated to the
Assstant Secretary of State, then if there is ftill disagreement, escalated to either the Under Secretary
or the Secretary of State. At each of these two levels, agencies have 5 days to decide whether to
ecaate and then the officid has 10 daysto make adecison. Findly, if thereis il interagency

3 For extraordinary cases, agencies may request an additional 10 daysto provide aresponseto DTC.
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disagreement, BXA or Defense can escd ate the case to the Presdent for resolution. The NSC
guidance does not provide atime limit for the President’ s resolution of a disputed CJ case.

In addition to the timeliness problem with completed CJ requests, we also identified 114 CJ
determination requests that had not been completed in the prescribed 95-day time frame and were ill
open as of October 10, 2000. Of the 114 open requests, 42 were over one year old, with the oldest
being 1,980 days old, or nearly 5 %2 years old. Some of these open CJ determination requests,
particularly the very old ones, involve controversd items or technologies that BXA, DTC, and Defense
are currently debating over which agency has licenaing jurisdiction.

The ddlay in rendering prompt CJ determinations can have a negative impact on U.S. exporters. For
example, when an exporter cannot get atimely response to a CJ request, shipments may be delayed or
even canceled, thus having an economic impact on the exporter. Another potentid impact isthat, while
waiting for a CJ determination, an exporter may incorrectly file for alicense with an agency that does
not have licenang jurisdiction for the item.

With regard to BXA'’s contribution to the timeiness problemsin the CJ process, the main reason
officids gave usfor taking an average of 117 cadendar daysto provide an opinion to DTC was that
BXA'’slicensng officers, who review the CJ requests, have competing priorities. According to BXA
managers, the licenaing officers primary responsibility is to process export license gpplications, which
have mandated time frames for completion under Executive Order 12981. Asaresult, processng CJ
determination requests, as well as other tasks such as completing CCATS, are afforded a lower priority
and are completed astime alows.

We recognize that Executive Order 12981 mandates the timely processing of export license
gpplications. However, CJ requests are aso important, and the guidance provided by NSC should not
beignored. An NSC representative with whom we discussed the CJ timeliness problemstold us that if
the agencies were not meeting the time frames for processing CJ requests because they were not
mandated by legidation or executive order, the Council could consder creating an executive order to
gress the importance of the time frames. Because the time frames for completing CJ determination
requests are clearly important, we recommend that BXA review its priorities and saffing levels and
make adjustments to improve its timeliness on CJ requests.

w33 DI

The Under Secretary for Export Administration’ s response to our draft report stated that the agency
agrees with this recommendation in principle but believesit to be unredigtic in practice. As mentioned
earlier inthe CCATS chapter, the Under Secretary points out that staff in the Strategic Trade Division
of the Office of Strategic Trade and Foreign Policy Controls, processed 92 percent of dl non-
encryption CCATS and 96 percent of all CJ determination requestsin fisca year 2000. The Under
Secretary contends that only if saffing levels and related funding for specific technical functions are
increased can BXA smultaneoudy improve its ability to meet the deadlines for the processing of license
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goplications, commodity classifications, and commodity jurisdiction requests. Asaresult, BXA
maintains that it cannot consider implementing this recommendation unlessit is coupled with a
recommendation to the requisite budget authoritiesin the Congress to provide the necessary resources.

Clearly gaffing levels and competing priorities are a contributing factor to BXA' s inability to process CJ
determination requests in atimely manner. However, it is our belief that if BXA needs additiona staff

to meet deadlines for the processing of commodity jurisdiction requests (or license gpplications and
commodity classfications) and does not have the resources to redllocate or fund needed positions, then
it isincumbent upon the agency to judtify the need in its budget submissons. For this reason, we
recommended that BXA review its priorities and daffing levels. It is very possible that additiona staff
may be needed to improve the timediness of its processing of CJrequests. We request that BXA
address, in its action plan, what actions it intends to take to implement this recommendetion.

B. CJ process should be automated to improve interagency exchange of information

One of our objectives in reviewing the CJ process was to determine whether there is a need for
improved trangparency in the CJ process, that is, structuring the process so that dl agenciesinvolved
are fully informed about the jurisdiction opinions that are provided by other agencies, aswell asthefind
determination made by DTC. Therewas agenerd sense on the part of BXA management that the
agency’ s opinions were not always given the same weight as of those of DTC or Defense and that
BXA was not always informed about decisons made by other agencies as part of the process. We
found that there wasllittle vdidity to BXA’s cam that its opinion was not aways sufficiently considered.
However, we did find that DTC did not refer to both BXA and Defense dl CJ determination requests it
received in fisca year 2000. We dso determined that the manua system for processing CJ requests is
unreliable and does not lend itsalf to providing transparency and accountability for the CJ process. To
solve this problem, we believe that an dectronic processng system is needed to improve the exchange
of information between the agencies.

In reviewing the 101 completed fisca year 2000 CJ determination requests, we were encouraged to
find that there is generd agreement among the three agencies (BXA, DTC, and Defense) asto which
agency hasthe appropriate licensing jurisdiction. For the completed CJ determination requests, BXA's
position gppears to have been given due consideration by DTC, asthere was just one case where BXA
disagreed with DTC sfinal decison on a CJrequest. Commerce declined to escdate the case.
However, it isimportant to note that there were an additiona 110 cases that had been referred to BXA
that DTC had not yet closed out at the time of our andyss. BXA beievesthat there are afair number
of these remaining cases upon which the three agencies do not agree and that the disagreement iswhy
the cases have not been closed out.
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However, we dso found that the process is not dways transparent and that improvement is needed in
how information is shared between the agencies. In particular, we found that DTC did not refer dl CJ
requestsit received in fiscal year 2000 to BXA and Defense, as required by the 1996 NSC guidance.
Specificaly, there were nine cases that were not referred to BXA, and six cases that were not referred
to Defense. According to interviews conducted by the State OIG, DTC officias stated that they did
not refer these cases because (1) it was “obvious’ that the commodities involved were USML items,
(2) the exporter was submitting a second CJ on the same item for reconsideration and the NSC
guidelines are unclear on how to handle cases submitted for reconsderation, or (3) there were
adminigrative or data entry errors that caused DTC not to make the referrals. We do not believe that
such judtifications are vdid, particularly in light of the fact that the technical experts who are best ableto
decide on the licenang jurisdiction of an item reside in BXA and Defense. The State OIG will be
making recommendations to DTC to correct this problem.

In terms of how information is shared between agencies, we found that the CJ processis a manua one
that relies on faxing information back and forth between the agencies. DTC, when it recelvesa CJ
request, faxes a copy to BXA and Defense for their opinions. When BXA and Defense have
completed their review, they fax their opinions back to DTC. Then, when DTC makesit find
determination, it faxes the decison to BXA and Defense for their information. If either agency
disagrees with DTC' sdecision, it has five days to ether provide rebutta information or escdate the
case for resolution by higher leve officids. That information is aso tranamitted via fax.

There are severa problems associated with the CJ cases being processed and tracked manualy.

(o) Under such amanua system, BXA and Defense are unable to see each other’ s pogition on a
CJ determination request unless they specificaly ask for it and then it has to be faxed or sent by
courier. Depending on the workload of the staff at DTC, such requests are not aways
promptly fulfilled. Having thisinformation would be hdpful to the technica expertsat both
agencies so that they could view the opinions of other “experts’ and perhaps see an issue or
viewpoint that they had not considered.

o Because of the manua process, managerstold us that sometimes the 5-day rebuttal period has
dready passed by the time the gppropriate technica expert is given the fax from DTC. This
can happen when someone is on vacation or is not diligent in removing incoming faxes from the
fax machine. Thus, in these cases, BXA missesits opportunity to rebut and/or escaate.

(o) Because the information is not automated, BXA and Defense do not have access to historical

Clinformation. According to BXA technicd experts, such information would be very helpful in
reviewing future CJ requests from the same company or for “like’ products. It would dso
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likely save time for the engineers, in that they would not have to conduct duplicative research on
acompany or commodity that has previoudy been reviewed.

(0]

BXA managerstold usthey bdieve that they smply do not receive copies of dl DTC decisions
on CJdetermination requests. While it would be very difficult to determine whether thisistrue,
in aprocess that relies on people and fax machines, it is certainly plausible that afax machine
may have mafunctioned or that a DTC gtaff person never sent the fax.

All of these problems are due to the fact that there isamanud system for processing CJ determination
requedts. It isSsmply agood management practice to be able to track where a CJrequest isin the
process, who hasit, how long it has taken to be processed, what history there is on the case or smilar
cases, and what information has been supplied by another agency. All of these parameters are difficult
or impossible to achieve under the current manua system.  Further, adhering to the time frames st forth
in the NSC guidance is very difficult when documents and information are manually transferred. Under
the current system, documents can be lost, misplaced, or misdirected, resulting in unnecessary ddays.
We believe that an dectronic processing system is needed to improve the exchange of information
between the agencies and dso to improve the timediness of the CJ determination process. Therefore,
we recommend that BXA work with DTC and Defense to create, or include as part of the current
systems redesign efforts, an automated system for referring and processing CJ cases, Smilar to the
automated licenang system.

In responding to our draft report, the Under Secretary for Export Administration stated the proposa to
automate the CJ process may be agood one. However, he noted that administration of the CJ process
is the responghility of the State Department. If requested to do so by State, BXA said that it will work
with DTC and Defense to improve the process. The Under Secretary aso believed that it would dso
be ingppropriate for BXA to include such aprocessin its ECASS redesign and the recommendation is
better directed to State. Further, even if the recommendation were best directed to BXA, the Under
Secretary contends that the agency does not have the resources necessary to implement such a
recommendation. We recognize that State has primary responsihbility for the CJ process, but we
believe that dl agencies need to participate in the design of anew system for the CJ process because
each agency has unique needs and requirements that may impact how anew sysem isdesigned. Thus,
in referring to current system redesign efforts, we were primarily referring to the interagency U.S.
Export Systems Automation Initiative, which is being managed by Defense and is currently funded for
$30 million over three years. We encourage BXA to work with DTC and Defense, as part of the U.S.
Export Systems Automation Initiative, to automate the CJ process. We should aso note that State
OIG, inits report, makes smilar recommendationsto DTC on the critica need for automation of the CJ
process.

43



U.S. Department of Commerce Final Report |PE-13744
Office of I nspector General March 2001

C. DTC needsto consult with BXA and Defense on all CJ requests

In reviewing the CJ determination process, we identified at least two cases where U.S. Customs
Service agents seized shipments at the border after DTC erroneoudy informed them that the shipments
were munitionsitems. However, in both cases, the items were actudly CCL items, and in one case the
exporter actually had a current export license from BXA for theitems it was exporting. Because of
DTC serror, the exporters were highly inconvenienced, and in one case, the exporter was forced to
hire legal counsdl and expend funds to represant itsinterests with Customs and DTC** These
Stuations should not have happened and would have easily been avoided if DTC had consulted with
BXA prior to making its CJ determination and telling Customs to saize the commodities in question.

Thefirgt caseinvolved the export of prepreg materid® to Belgium for use in making arcraft parts for
the F-16 aircraft. The commaodity is controlled under ECCN 1C990, and no export license was
required to ship it to Belgium. The exporter shipped the prepreg materia on April 10, 2000. It was
shipped in dry iceto keep it at or below a freezing temperature because of its limited shdf life (if stored
at room temperature, the materia becomes usdlessin amatter of days) A Customs officer a the
Ddlas-Fort Worth Internationa Airport seized a portion of the shipment on April 12, 2000, after, via
telephone, DTC incorrectly informed Customs that the materia was covered by the USML and a State
license was required. Further complicating the matter was that the remainder of the shipment had
dready left the country and had arrived in London. Customs ingtructed British authorities to detain the
shipment at the London-Heathrow Airport.

After being informed of the Stuation, the exporter engaged legal counsd in Washington, D.C., to assst
in negotiations with Customs to alow the prepreg materid to be stored at the exporter’ s facility during
the saizure period s0 the materia could be maintained a alow temperature. Legd counsel was able to
secure the return of the materia to the exporter’ s facility (from both the Dallas and London airports),
after which they turned to resolving the saizure problem. BXA was cdled in for assstance, and after
much discussion and sharing of documentation, on June 23, 2000, DTC reversed its decison and
informed Customs that the prepreg materid was not subject to the USML and that the items could be
released from seizure.  However, the exporter was forced to pay additiona shipping fees to return the
London portion of the shipment to Ddlas for the seizure period and then to re-ship the materid back to
Europe when it was released ($10,800), as well as nearly $70,000 in legal fees expended to resolve
the matter.

“Duri ng our review, we spoke to both exporters to obtain more information about the seizures.
4 Prepreg isamaterial formed by combining afiber, such as carbon or fiberglass, with aresin. In thiscase,

thefirm in Belgium would put the prepreg in amold and cureit. Theresult isan unbreakable, but very light material
used for aircraft parts.
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The second case involved the export of opticd sghting devices for firearmsto Canada. These items
are controlled under ECCN 0A987, and BXA granted a license to the exporter on July 15, 2000. On
July 24, the exporter shipped the items, and on August 4, a Customs office in Pembina, North Dakota,
caled the exporter to confirm that the exporter possessed a vaid export license, as was stated on the
shipping documents. The exporting company confirmed that it did have avaid license from BXA.
However, the Customs officer believed that the shipment might require alicense from DTC, presumably
because the commodities are used in conjunction with firearms. On August 10, Customs requested a
license determination from DTC, and on September 12, DTC ruled that the commodities were covered
by the USML and that the exporter required alicense from DTC. On September 18, the items were
formally ssized by Customs.

Meanwhile, the exporter was unaware that the devices had been detained by Customs. Not until its
Canadian customer cdled sometimein late August to report that the shipment was short the seized
devices, did the exporter find out that Customs had pulled the devices from the shipment. Not knowing
that there was a problem with Customs, the exporter sent severd additiona shipments containing
optical sghting devices through the Pembina border control point, and the devices were removed from
these shipments aswell. The result was agreat ded of confusion on the part of the exporter and its
customers concerning the items missing from the shipments. In addition, to ensure thet its customers
recalived everything they had ordered, the exporter was forced to re-ship devices (through another
border point), at an additional cost of between $500 and $1,000. The exporter contacted BXA for
assgtance in this matter, and after some discussion and exchange of documentation between the two
agencies, DTC rescinded its determination on October 11, 2000. Theitemswerefindly released by
Customs on October 26, 2 %2 months after they were first detained.

We redlize that it is appropriate and prudent for U.S. Customs agents to seek assstance from DTC if
they have reason to bdlieve that a munitionsitem is being exported without alicense. However, in
neither case did DTC notify or contact BXA. We question whether DTC should make such CJ
decisons without first consulting with the technical experts & BXA and Defense, as DTC admittedly
does not have the technical expertise to make such decisons on itsown. Also, because the exporters
in both cases highlighted above had proof that their items were subject to the CCL, it would have been
prudent for DTC daff to consult with BXA before unilaterdly determining that the commodities were
subject to the USML. Therefore, we recommend that BXA request that DTC cease its practice of
making CJ determinations without first consulting with BXA and Defense, as appropriate.

—— 000D PP T——

BXA’sresponse to our draft report stated that the agency concurs with the recommendation that
State’ sDTC consult with BXA and Defense on dl CJ requests, but believes that it does not go far
enough. Itisthe opinion of BXA officiasthat the entire process of determining the jurisdiction of
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commodities should be overhauled, because they believe that the processis neither timely nor effective.
We agree that the CJ determination process has problems, but because the process is managed by
Stae sDTC, it is not within the purview of our office to make recommendations that must be
implemented by DTC. We note that State OIG, in its 2001 report under the Nationa Defense
Authorization Act for Fisca Y ear 2000 requirement, made several recommendationsto DTC to
improve the timdiness and efficiency of the CJ process. In addition, this maiter is dso addressed in the
March 2001 interagency OIG export licensing report on the Commerce Control List and the U.S.
MunitionsList. We request that BXA, in its action plan, address what actionsit intends to take to
implement this recommendation.
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V. Other OIG Concerns Related to the Commerce Control List

Asapart of our review to determine how goods and technologies are added to and removed from the
CCL, we noted a breakdown in the interagency process for resolving jurisdictiona disputesin at least
two areas night vision equipment and “ space qudified” items. Specificaly, we have noted consderable
discord among the licensing agencies regarding the jurisdiction of night vision technology (e.g., image
intengfiers, camera modules, focd plane arays). At issue is whether this equipment should continue to
be licensed by BXA or whether it should be consdered munitions and licensed by State. Although
there isa 1992 interagency memorandum of understanding establishing how BXA should license non-
military night vison equipment and commercid systems containing military night vison equipment, it
gppears that the licensing agencies are not adhering to it. Asaresult, exporters are confused about
which agency they should gpply to for alicense for these goods. Given that many of these items have
been in dispute since 1998, we believe that BXA should bring this matter to the attention of the new
head of the Nationa Security Council as soon as possible and push for resolution.

Furthermore, the U.S. government has been unable to make a decision as to which agency has
jurisdiction over 16 categories of space qudified items* currently controlled under the CCL. It
appears that the dispute over these items started, at least in part, with the passage of the National
Defense Authorization Act for Fiscd Y ear 1999, which transferred the licensing jurisdiction for satellites
from Commerceto State. In January 2000, an interagency group chaired by NSC and including the
Departments of Commerce, Defense, and State was convened to review the 16 categories of itemson
the CCL that contain space qudified items to determine whether any of them should be transferred
from the export licensing jurisdiction of Commerce to that of State. While adecison asto which
agency, or agenciesif the jurisdiction isto be split somehow, hasjurisdiction for these items was
expected in April 2000, no decisions had been made on any of the items as of January 2001. Thus, we
believe that BXA should aso bring this matter to the attention of the new head of the Nationa Security
Council as soon as possible and push for resolution.

A. Jurisdictional issues concerning night vision technology need to be resolved
In 1994, DTC transferred to BXA export licenang jurisdiction for dua-use night vison equipment,

including (1) non-military focd plane arrays, (2) non-military image intengfication tubes, and (3)
commercid imaging systems containing military second or third generation image intensification tubes or

4Accordi ng to the Export Administration Regulations, the term “ space qualified” refersto products
designed, manufactured, and tested to meet the special electrical, mechanical, or environmental requirements for use
in the launch and deployment of satellites or high-altitude flight systems operating at altitudes of 100 km or higher.
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military focd plane arays*’ The transfer was prompted by the Memorandum of Disapprova on the
Omnibus Export Amendments Act of 1990, in which then President Bush directed:

“By June 1, 1991, the United States will remove from the U.S. MunitionsLig al items
contained on the COCOM dud use ligt unless sgnificant U.S. nationd security interests
would be jeopardized.”*®

In anticipation of thistransfer, BXA, Defense, and DTC signed a classfied memorandum of
understanding in 1992 establishing how BXA would process license gpplications for night vison
equipment, among other items. Until recently, the licensing agencies adhered to the terms of the
agreement. However, beginning in 1998, due in part to rgpid changes in night vison technology, the
agreement began to beignored. Asaresult, between fisca years 1999 and 2000, there was a 15
percent increase in the number of night vision cases escalated to the Operating Committes™ due to
confusion over licensing jurisdiction. Although most of the 259 cases were eventudly gpproved, the
same types of gpplications are repeatedly being esca ated because the argument concerning jurisdiction
continues unabated. In fact, BXA officidsinformed us that each night vision case hasto be reviewed
from the ground up each time, regardless of whether alicense may have previoudy been approved for
the same exporter, items, and end user. Asaresult, exporters have complained that the long and
unpredictable licenang process could discourage customers from buying night vison productsin the
United States, especially since some of these items are available on the market from non-U.S. sources.

An example of this problem involves alicense application submitted to BXA in arecent year for night
vison equipment going to an end user in aNorth Atlantic Treaty Organization country. As of January
2001, the case was still pending at the Advisory Committee on Export Policy.* However, BXA has
issued at least two licenses for the same equipment to the same end user in the past. Thefirst license

4759 FR 46548 (September 9, 1994). The remaining night vision equipment is maintained on the USML.

“48Memorandum of Di sapproval for the Omnibus Export Amendments Act of 1990, President Bush,
November 16, 1990.

f thereis disagreement among the agencies on whether to approve alicense application after theinitial
interagency review period, the application is escalated to a higher level interagency working group called the
Operating Committee. The voting members of the committee include representatives from the Departments of
Commerce, Defense, Energy, and State. The Chair of the Operating Committee is appointed by the Secretary of
Commerce.

0The Advisory Committee on Export Policy isthe second tier in the dual-use export licensing dispute
resolution process. The Committee is chaired by Commerce’ s Assistant Secretary for Export Administration, and
voting membersinclude Assistant Secretary-level representatives from the Departments of Defense, Energy, and
State.
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alowed the foreign company to complete the development of the product, while the subsequent license
was issued to alow for theinitia production of the equipment. The items covered by the current
pending license gpplication are needed by the foreign customer to keep the production line open.
Based on our review of this particular case, it gppears that Defense and State now believe that the night
vision equipment in question isa USML item subject to the Internationd Traffic in Arms Regulations.>

To try to resolve some of the jurisdictiond questions, BXA hogted an information exchange on night
vison technology for manufacturers of night vision equipment and severd licensing agenciesin April
2000.%% According to BXA officids, the purpose of the meeting was for manufacturers to explain to the
U.S. government how they design their products for military and commercid gpplications, including the
performance characteridtics of items designed for military use versus commercid use. While BXA
officias believed this meeting helped delineate the boundary between the night vision equipment on the
CCL and that on the USML, continuing differences of opinion between Defense and BXA continue to
delay the export license review process.

For example, one of the differences in opinion results from the lack of clear guidance as to whether the
technology is a dud-use or munitions item based on (1) who funded the development of the technology,
(2) how much funding was provided, and (3) when the development took place. According to the
Internationd Traffic in Arms Regulations, an article may generdly be desgnated a defense aticleif it “Is
specificaly designed, developed, configured, adapted, or modified for military application.” Thus,
Defense and DTC argue that if the design or development of the night vision technology was funded by
Defense, regardless of the Sze of the contribution, they believe that the technology is a munitions item.
By the same token, Defense and DTC bdieve that if the technology was origindly “desgned” for a
military application, regardiess of how long ago, the item isamunitionsitem. On the other hand, BXA
officids dso point to the Internationa Traffic in Arms Regulations, which further satesthat an aticle
may be designated as a defense article if it, “Does not have predominant civil gpplications.”™* Thus,
BXA officids contend that if the technology is currently being used in acommercid gpplication, it isa
dua-use item that should be licensed under the Export Adminidiration Regulations.

Slsince the current license application isstill pending, officials at Defense declined to discuss this case with
us.

52Although officials from DTC wereinvited to the meeting, they chose not to attend.

%322 C.FR. §120.3(a).
%422 CF.R. §120.3(3)(i).
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Another difference of opinion deds with the fact that these agencies cannot agree upon a definition of a
“commercid sysem.” Thisis Sgnificant because the mgority of license applications BXA receives
involving night vison technology are for camera systems containing night vison equipment. Again, dong
with “non-military” image intengfication tubes and focd plane arays, DTC dso transferred
“commercid systems’ (e.g., cameras) containing “military” second or third generation image
intengification tubes or “military” focad plane arraysto BXA in 1994. In addition to the debate about
what is considered “military,” Defense contends that in order for a camerato be consdered a“system,”
it must contain alens, but BXA disagrees. Thus, a BXA'’srequest, the Sensors and Instrumentation
Technica Advisory Committee recently drafted its own definition of acommercid camerawhichis
currently being reviewed by the licenang agencies.

Unfortunately, while the overal policy debate concerning whether this equipment should continue to be
licensed by BXA or should be considered munitions and licensed by DTC continues, at least 33
gpecific night vison products have gotten caught up in the licensing process. In an attempt to resolve
the dispute asit relates to these products, State’' s Bureau of Nonproliferation requested DTC to initiate
agovernment jurisdiction determination for the itemsin June 2000. The government jurisdiction
processis amilar to the CJ process except that instead of an exporter initiating the request, afederd
agency does so. However, as of January 2001, DTC had not yet begun to process the request, and
we were informed by the State OIG that DTC had decided not to do so. Instead, according to the
State OIG, DTC has decided that it wants industry to seek CJsfor these items because it does not
believe that the government jurisdiction processis an officid process.

However, it was DTC that set the precedent for this type of review after the 1996 NSC guidance on
Clwasimplemented. In fact, the government jurisdiction process has been used and accepted for
items other than night vison equipment. As such, we bdieve that while the 1996 NSC guidance does
not discuss government jurisdictions, the same criteria gpplied to CJs can be used as a basdline for
government jurisdictions. Having said that, we recommend that BXA request the NSC to provide
guidance on how DTC, Defense, and BXA should process government jurisdictions, smilar to the
guidance the NSC issued for the CJ process.

The inability of the licenang agencies to resolve this dispute has left exporters confused and uncertain as
to which agency to gpply to for alicense for night vision equipment and technology. Infact, in at lesst
one case, an exporter submitted sister gpplications (same product, same end use, same country of
destination) to both BXA and DTC to see which agency would license itsitem first. Given the ingbility
of these licensing agencies to resolve the dispute on their own, BXA formaly requested, in December
2000, the NSC to determine which agency, or agenciesif the jurisdiction should be split somehow, has
jurigdiction for the night vison itemsin dispute. Regardless, given that the jurisdiction for many of these
items has been in dispute since 1998, we dso recommend that BXA submit aformal written request to
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the new head of the NSC asking for early resolution of the jurisdictiond issues regarding night vision
equipment and technology.

With regard to our recommendation that BXA request the NSC to provide guidance on the processing
of government jurisdictions, the Under Secretary for Export Adminigiration’s response to our draft
report stated that BXA does not regard the government jurisdiction process as legitimate, as it has not
been vaidated by law, regulation, or executive order. Therefore, rather than providing guidance on
government jurisdiction processing, BXA would prefer to see the concept abandoned. We disagree
with BXA'’spostion. The government jurisdiction process has been useful in the past because it isthe
only vehicle by which agencies can ded with jurisdictiond issues at the agency levd rather than
escalating the cases to a higher level, such asthe NSC. Therefore, we reiterate our recommendation
that BXA request the NSC to provide guidance on how DTC, Defense, and BXA should process
government jurisdictions, smilar to the guidance the NSC issued for the CJ process.

In addition, BXA indicated that NSC gtaff have informed BXA that the NSC iswell aware of thisissue
and is, infact, taking Sepsto bring it to closure. BXA further satesthat it does not believe letters from
BXA would be conducive to resolving the matter more quickly. After receiving BXA’sresponseto this
recommendation, we asked BXA to clarify whether its contact with the NSC was with the current
Adminigtration or the previous one. BXA informed us that the Under Secretary for Export
Adminigration verbdly discussed this matter with the current NSC gaff. While this partidly meetsthe
intent of our recommendation, we ill maintain that BXA should formdly raise this matter, in writing, to
the new head of the NSC.

B. Jurisdictional issues concerning space qualified items need to be resolved

In January 2000, an interagency group chaired by the NSC and including the Departments of
Commerce, Defense, and State initiated areview of 16 categories of items on the CCL that contain
“gpace qudified’ items (see Table 3 for alist of the 16 items). The purpose of the review wasto
determine whether any of these items should be transferred from the export licensing jurisdiction of the
Commerce Department to that of the State Department. While BXA, with the consent of the group,
issued awritten statement to exportersindicating that the NSC intended to complete its review by April
2000, no decisions had been reached on any of theitems as of January 2001.%°

SSsince the jurisdiction of theseitemsisstill under review by NSC, officials at Defense, State, and NSC
declined to discuss any of the specifics of the review with us.
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It appears that the dispute over these particular items started with the passage of the Nationd Defense
Authorization Act for Fiscal Year 1999, which trandferred the licenaing jurisdiction for commercia
communication satellites from Commerce back to State>® Specificaly, Section 1513(a) of the act
dates that the transfer gppliesto “dl satellites and related items that are on the Commerce Control
Lig.” Section 1516 of the act further definesrelated items as, “....satdllite fudl, ground support
equipment, test equipment, payload adapter or interface hardware, replacement parts, and non-
embedded solid propellant orbit transfer engines....” However, because of a disagreement between the
two agenciesin interpreting this language, the 16 space qualified categories of items did not transfer to
State in March 1999 aong with the other satellite systems and components. To this end, the Under
Secretary for Export Administration testified before the Congressin June 1999, that:

“While the term ‘related equipment’ was defined in our regulaions asitems used in the
launch of satdllites such asfuels or explosive bolts, other * space quaified’ items, i.e,
dud useitems that have been certified for use in space gpplications, were not
specificaly addressed.”>”

In addition, the Assstant Secretary for Export Administration has indicated that while many of these
gpace qudified items were origindly developed for space gpplications, they are currently being used in
such commercia applications as cell phones and automobiles. Furthermore, BXA officids argue that
the licenaing jurisdiction authority for many of these items was vested with BXA back in the 1980s and
was not part of the origind transfer of commercia satdllites from State to Commerce.  In other words,
BXA maintains that the Congress, through the Nationd Defense Authorization Act of 1999, was
essentidly reversing the shift of authority over satellite items previoudy transferred to BXA in 1992 and
1996, and many of the items in dispute were under BXA'’sjurisdiction before that 1992 transfer and
thus should not have be affected by the 1999 move of items back to State.

%A s stated previously in section A of this chapter, in 1990 then-President Bush ordered the removal of
dual-use items from the USML unless significant U.S. national security interests would be jeopardized. Asapart of
this effort, State transferred jurisdiction of some commercial communications satellites to Commercein 1992. Non-
military satellites containing certain militarily sensitive characteristics remained on the USML. However, in 1996
then-President Clinton ordered the transfer of the remaining commercial communications satellites from State to
Commerce.

S"Testimony of William A. Reinsch, Under Secretary for Export Administration, before the Senate Foreign

Relations Committee, Subcommittee on International Economic Policy, Export and Trade Promotion, Hearing on U.S.
Export Control Policies on Satellites and U.S. Domestic Launch Capabilities, June 24, 1999.
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Table3 Space Qualified Items Currently Being Reviewed by NSC 1
ECCN Item Description Year Placed on Agency
CCL Positions

3A001.b.1.a4.c | Traveling wave tubes 1989 CCL
3A00l.el.c Photovoltaic arrays 1989 CCL
3A002.a.3.b. Tape recorders Data Not Available CCL2
3A002.g.2. Atomic frequency standards 1989 In Dispute?
3A992.b.3. Data recorders Data Not Available CCL2
5A001.a.3. Telecommunications equi pment Data Not Available CCLz2
5A001.b.1.3 Telecommunications transmission 1980s CCL

equipment
5A001.b.6.3 Radio equipment 1980s CCL
5E001.b.1. Technology to develop/produce Data Not Available CCL2

tel ecommuni cations equipment to be used

on board satellites
6A002.a.1. Solid state detectors 1989 CCL?
6A002.b.2. Imaging sensors 1989 In Dispute?
6A002.d.1. Cryocoolers 1989 In Dispute?
6A002.e. Focal plane arrays 1989 CCL2
6A004.c. Optical system parts 1992 USML
6A004.d.1. Optical control equipment 1996 USML
6A008,.1. Laser radar Data Not Available CCLz?
IThischart is based on BXA's analysis of a State Department position paper, dated September 22, 2000, on this
issue. Itisunknown what Defense’ s position ison these items since officials from Defense declined to discuss
thisissue with us.
2BXA and State agree that these items should remain on the CCL but disagree on the licensing requirements for
these items.
3These categories were del eted by the Wassenaar Arrangement in December 1998. The del etions were made to the
CCL inmid-1999, but new categories, 5A991.b.1. and 5A991.b.6., respectively, were created to unilaterally control
these items for anti-terrorism reasons.
“BXA believes that the itemsin dispute should be on the CCL, while State believes that these items should be on
the USML.

Sour ce: Office of Administration, BXA.
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AsTable 3illugrates, BXA and State are actualy in agreement on jurisdiction for 13 of the 16
categories, including two items that BXA agrees should be transferred back to the USML.%® They do
admit, however, that there is disagreement on the licensing requirements associated with 7 of the 13
categories for which the agencies agree on jurisdiction. Specificaly, BXA has informed us that many of
the goods in these categories are exported to Europe and Japan and, as such, can be exported to these
destinations without alicense>® However, State wants BX A to place stronger controls on these items,
which would require exporters to apply for alicense for these items regardless of the country of fina
destination. Setting aside the dispute concerning additiona licensing requirements, BXA contends that
there are redlly only three space qudified categories on which State has serious questions about
jurisdiction.

While NSC has ruled that the items in question are to remain under the jurisdiction of the Commerce
Department until afind decison can be made, BXA officids were concerned that DTC might be
licensing these items anyway. Therefore, we discussed this matter with the Director of DTC and he
dated thet, “ Our licenang officers know about these items, and they would not intentiondly license
them.” Werequested DTC to query its licenaing database to determine whether it had licensed any of
these 16 items after March 1999, when licensing jurisdiction for commercia satdllites transferred back
to DTC. Inreviewing this datawith BXA officias, we concluded that DTC hasin fact licensed some of
these items contrary to the NSC guidance. Given that the jurisdiction of these items has been in disoute
snce March 1999, we recommend that BXA submit aforma written request to the new head of the
NSC asking for early resolution of the jurisdictiond issues regarding thel6 space-qudified items.

—— 000D PP T——

Aswas the case regarding night vision technology (see page 51), BXA indicated thet its officias have
discussed the issue of gpace qudified itemswith NSC gtaff. While this partidly meets the intent of our
recommendation, we gill maintain that BXA should formally raise this métter, in writing, to the new
head of the NSC.

%8Again, it is unknown as to whether or not Defense agrees with BXA'’s and State' s position that 13 of the
16 space qualified itemsin dispute belong on the CCL.

%91t should be noted that while many of these items may not require alicense to be exported to Europe or

Japan, the majority of the itemswould require alicenseif they were being exported to countries of concern (e.g., the
Peopl€e’ s Republic of Chinaor India).
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RECOMMENDATIONS

We recommend that the Under Secretary for Export Adminigtration ensure that the following actions
are taken to improve the management of the CCL and the CCATS and CJ processes.

Commerce Control List

1.

Review BXA’sinternd clearance process and procedures for implementing agreed-upon
multilateral changes to the CCL and work with the other licensing agencies, including Defense,
Energy, and State, to determine whether the current process for updating the CCL can be
adjugted in order to publish regulations more expeditioudy. In addition, immediately implement
the regulatory changes resulting from the May 1999 NSG plenary session and the October
1999 MTCR plenary session (see page 17).

In conjunction with Defense and State, review the nationa security controlled items that have
been decontrolled by the Wassenaar Arrangement to determine (a) whether the national
security controls for these items should be removed and (b) whether these items should
continue to be controlled for foreign policy reasons under the CCL (see page 18).

Convene aworking group of business and government representatives, under the auspices of
the Regulations and Procedures Technicd Advisory Committee, to improve the user-
friendliness of the CCL. In addition, work with State to (1) diminate the current overlap of
items and make sure thet it is very clear on which ligt an item fdls, and (2) creste a user-friendly
consolidated index of the items on the CCL and USML. To ensure that this happens, work
with the applicable congressona committees, that are consdering new legidation for dud-use
exports, to ensure that any new Export Adminigtration Act or smilar legidation includes a
requirement that the agencies eliminate the overlap and create such an index for both the CCL
and the USML. Findly, ensure that the annua scrubs of the CCL dso take into account any
corrections or changes that would help to make the CCL easier for exporters to use (see page
24).

Commadity Classfications

4,

Review Export Adminigration priorities and gaffing levels and make adjustments to improve
BXA'’stimeiness on CCATS requests (see page 29).

Program ECASS to dlow for the “hold without action” feature to help Export Adminigtration
managers keep better track of licensing officers performance on CCATS (see page 29).

Develop policies and procedures for the intra-agency review of CCATS (see page 30).
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Request that NSC form aworking group (including Defense and State) to (a) review the 1996
CCATS guidance, (b) reviseit if necessary, and (c) develop specific criteria and procedures to
ensure that the referral of munitions-related commodity classfications to Defense and State is
handled in atimely, trangparent, and appropriate manner by al agenciesinvolved (see page
35).

Provide State with a copy of the find determinationsfor any CCATS it reviews
(see page 36).

Commodity Jurisdictions

0.

10.

11.

Review Export Administration priorities and staffing levels, as appropriate, and make
adjustments to improve BXA'’ s timeliness on CJ determination requests (see page 40).

Work with State s DTC and Defense, or include as part of the current system redesign efforts,
an automated system for referring and processing CJ cases, Smilar to the current automated
licensng system (see page 43).

Request that State’ s DTC consult with BXA and Defense on all CJ requests and ceaseits
practice of making some CJ determinations without first consulting with those agencies, as
required by the 1996 NSC guidance (see page 45).

Licensing of Night Vision Technology

12.

13.

Request that NSC provide guidance on how DTC, Defense, and BXA should process
government jurisdictions, smilar to the guidance it issued for the CJ process
(see page 50).

Submit aformal written request to the new head of the NSC asking for early resolution of the
jurisdictiona issues regarding night vision equipment and technology (see page 51).

Licensng of Space Qualified Items

14.

Submit aformal written request to the new head of the NSC asking for early resolution of the
jurisdictiond issues regarding thel6 space-qudified items (see page 54).
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APPENDIX A

List of Acronyms

BXA Bureau of Export Adminigration, Department of Commerce
CCATS Commodity Classfication Automated Tracking System
CCL Commerce Control List

CJ Commodity Jurisdiction

COCOM Coordinating Committee on Multilaterd Export Controls
DTC Office of Defense Trade Controls, Department of State
ECASS Export Control Automated Support System

ECCN Export Control Classfication Number

MTCR Missle Technology Control Regime

NSC Nationa Security Council

NSG Nuclear Suppliers Group

oIG Office of Ingpector Generd

OMB Office of Management and Budget

USML U.S. MunitionsLigt
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APPENDIX B

Countries Participating in Multilateral Export Control Regimes

Country WA AG MTCR NSG
Argentina X X X X
Australia X X X X
Austria X X X X
Belarus X
Belgium X X X X
Brazil X X
Bulgaria X X
Canada X X X X
Cyprus X X
Czech Republic X X X X
Denmark X X X X
Finland X X X X
France X X X X
Germany X X X X
Greece X X X X
Hungary X X X X
Iceland X X
Ireland X X X X
Italy X X X X
Japan X X X X
Latvia X
Luxembourg X X X X
The Netherlands X X X X
New Zealand X X X X
Norway X X X X
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Country WA AG MTCR NSG
Poland X X X X
Portugal X X X X
Republic of Korea X X X
Romania X X X
Russia X X X
Slovak Republic X X X
Slovenia X
South Africa X X
Spain X X X X
Sweden X X X X
Switzerland X X X X
Turkey X X X X
Ukraine X X X
United Kingdom X X X X
United States X X X X

WA=Wassenaar Arrangement, AG=Australia Group, MTCR=Missile Technology Control Regime,
NSG=Nuclear Suppliers Group.

59



Final Report |PE-13744

U.S. Department of Commerce
March 2001

Office of I nspector General

APPENDIX C

Agency Comments on Draft Report
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Detailed Comments on (HG CCL Repart Text

ape iii
The Commodity Classitication Process Continues to Cause Concsins

R¥A disaprees with the saemenl that “the commodity GlassiiieniZon process was nol Lransparct
because BXA was n. refrring 2lL munitions-reluled commedite classifcations 10 the Defense
and Slate Depatments ™ BXA beheves 11 bas applied, and continnes 10 apply. the criteria of the
1998 Communlity Turtsdicrion amd Cawmmudivy Classi lenlion sroccdures. These ¢oileds IoqLULE
Cammens o share with Buate and Delense 571 sonunoadity classi lication quests “for
itemsitechnalogies specilicslly designed, developed, caniizured, adapted and med:ed for 5
mililary upplication, ar derived from iwmsdechnolpgies specifically designed, developed,
confignred, adapeed oremielifed Tor g nelitacy application.” BXA complics with this direcive by
pither retuming siazsification reguests Lo the exporte: with insunetions Lo e a Heense
application with State ar relerming clascfication requests for ienas that might £it s eriteria Lo
Slate. Bee XA commienls vnpages 28- 30 of the QNG report [or further eermmnent on this issae.

BXA alse noles thal the ceport's stascment thit T A needs o provide State wilh a copy of a
Inal commodiny classitivations revicwed by State.” inplies the exisienze of a lepal or policy
reasan for BXA o du s While BEA I3 willing w provide Stare with suck copies, State has oot
idertilied 10 TR A a peed ¢r use for sl wopiss

Puye v

The W5 mling #as ariginally expeciod in April 2000, nol in WMuy as indicated.

Pame 2

Wil Il OTG reports smates thas “[UJhe Departmenss of Defense und State have eepewtedly
indicated 3 need Lor more Tansparency mthe commodily elazsification prosecus”, neither
depiriment has made any firmal proposal on (his issue w BXA or the National Seearity Council
(NSO I Theee departinests believed this was an important seoe, they cndd have made o
lornal proposal o BXA anilior the NS

BXA slan takes issoe wilh the report’s suesment that shoow provision of formalivm procided
Ui CAG from revoewing class Boulion reyuests from 2000, On Seplember 25, BXA provided the
CLli the nurher ul vomimadice clazaifications procewsed to date, We coatinued 1o refine that
nuirher ws warions equess wene received. Varions BXA personne] were in commmunication with
lke O30T reparding the delay. "Uhe report implics that BXA deliberutely withlield infoenatioe,
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wiiich is nol the case. Tn addition, BXA cantinues 10 belicve the “resules™ o the 1999 (16
revtew indizated that BXA was properly reforring COATS. Por additional eomments an thes
Issue, see BXA'S catnrnen |z on pages “8-30 ot the 107 meport,

"o 4

Fonthwngs 14, should be clarified to state el a lense also may be reguired 1F there s concern
about the end -user ar ersd-use.

Pawe i

The :hird paragrsph, thind senlence shwld be revized 10 reflect that in addition o the reasoms
cited in the repodt, the related controls portion ol wn BCCH may alzo insime the reader ta sefer
Loy corlmin orher ECC N that contr] similar (tars,

Im 1he thitd paragraph. last sentence, ingert “zererlly™ oller “ilems” boeause sarce BOCNz do
nat have a st of Ttems controlled but have the tems covored identitied soleby in the entry
heading,

I'he fourth puragraph, |ast scitenee shouhl rellect the Gier that, ar the inceplion of Wassenaar, (he
Vinited States controlled rmany ol the Wassenaar, vational seeurity comrelled ilems for anti-
Terraridm, treipn policy teasons and eenlinoed 1o maintain those eontmdy, The fact that the
Tlmired States chese o retain exising Forcign polics conlrla o s mumber o1 ems when tie
national security sunrls on those iems were remove] I3 not the same thing as ¢ranging the
reasun [or control from natiooal secarity by forelpn policy ws tie reporl siates. The Linied 3l
chose to mainwain fomeipn polizy (gpacifically mot-wemeriaw) conteols on thess items to ensiee
hal e jeres would soninge W be subisel 1o casc-hy-case review [or cxpert o reexperl 1o
ICTTGULST SUppteLing Lounirics,

Page k
IFirat parueraphstast sennznce

Asa clarification, thix senienee shoule reml: “However, some itams conlrolled by the MTCR and
IS0 e alse controlled for nivivmal seeurity reasans if the iter is alao controlled by the
Wassenar Arrangement © The scitence, us il cormenly eads, could incorrectly imply that
Frign policyr conteo’s are remisved it snoitem b2 also controlled for national security reasons. Tn
2ot an item smay s comralled G both national securivy and foreipn policy reasons few, ML ot
B i i comtrolled by mare than eme mulbtilawral eyport conteo] repime.

2
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Mupe 14

I thes lirsl genlence undar the heading * Avstralia Griwp”, he number 20 should he veplaced with
32 to refleet vureent roembership in lhe Avstalia Group. In the lust senienee of the firsc
parsgraph under thal hesiing, the phrase "and velated iechrolagics” shoul? be rooved we the cnd
al'the sentenes (o veflect the act then Auslealia Growp members have sgreed o contral relansd
leehiologics oun all of the items roenlioned in he sentenes,

. )
PFage 15
Foommere 22

This foctcte states that RXA ™ OMiee of Administration calenlates burden hours, This should be
wnendel by mste that BXAs Reanlatory Colicy Division of te Office of Exporler Services
aclually calouletes the burden hanrs besed on imput fom prooram efiees, a2 nceded. The O Fice
1 Adminigmation madntains the reeoads ol wilul Bonden hours dssociatod with varoos colleptions.

13ulleL 4

The CMTices ol Chemieal and Biolagical Cantreds and Troaly Compliance and Nuclear smd
Missile Technology Corlrals have heen combined siace Seprember 2000 inig the Office of
Nonproditerbion Conlrels aud Teeaty Compliace.

Adihis slage ol the proeess, the Regulatory Bolivy Thvision submits its detennioaion of whether
M mule 13 ar i3 not sienificact fincluding the prearbls )t the OMce af Assizmaot Ceneral
Cannsel for Lepislution und Regulaticn {GC/ALE R} Rr OHfies of Mamgement aod Thudyrt
(0T comsi dermion o advance of intetapency review. Solunitring these m advanes saves time
i 15 Cfies of Chict Counsed lar Txporl Administration (OCC-FX 3 y0GCAOME review
proc.2gs F the rule is determined to B¢ not sipnilivunt. 1 delermined to be sipnifivan), snze the
tule bas gane thragh the interapeoey clezrance process, UCC-EXA sends The enree mle to
CHACT &R for transmittal o (OB for review.

Pagel 9/ 20

Nuns vppearing oo bolly the OO and e VTSMIL

The repurl prevides ore example of Tanguays: which is clzaumed to be an FCCH that can be
interpreted as a rouniviuns fist itom, BXA beleves thal the guoted langtage of e RGN i3
vnamabipuous. It s the munitiens ls) mgnage “incleding bul oot limiled to” which create any
prerceived ambiguity,  Moreevel, State has an apparlnity to polne aut ambiguities in the ECCNa
when iv elears prososed smendments to the Bxpoer Administration Regnlations, Iveludings ull
ECCTs anthe COT., semeibing BAA cantor dt with respest Lo the USML. Comsequenily, this
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appeurs iy 2o a matter that State’s Uffice of Delense Trade Canteals (3T} should address.
BEA would ke happy woassis) DTC on this izque.

Page 20

The reparL asserws, wilhouy evidenee, that there has Jong Been o Qehate abowt the use ol the lerms
Papeaiatized and “spoelally desluned ™ DA 13 not convineed that these ters are uws ambigonons
o thi repott atates. Ekewever, XA has worked with the Techoical Advisory Conuniniees
VALY reeareh 1he ulility of csrablishing a feasible deliniton for ~speeiaily designed™, In
arder to maintain barmonision scross multilaterzl regimes, BX A reguested the TACE analywe
the sudlabilily 4 “speeially desizned ™ and atheer defined bissile Lechnotogy Contrel Regime
(MITCK) erminaleypy against neticnal sceueity contruls in the Wassenaar doal-gse Tise This
Jmojiel bis mot yet bosn compleel. Inrecent mellilateral discussions of this lopic in Wassenaar,
oweser, a rumber ol eouniries have expressed reluctance oo pursue the possibilities of adopling
the MTOR lermvinslogy, aidal d:senssions this year by the Wassenaar Uxpert Jinvup has led 1o
tiwe vonsidozation of @ new delinition of “specialty desioned™ for countries 1o consider. Membems
have wirtually rded aun the possinilty of exploting other deficdliong for froquentls wsed termsy
sucl yg esirmed” and “nioditied™ 11 iy inportaod that the ehanpes suggeaed by the OLG be
undeetabien in ainuliluleral context, a5 uoilatord action Ty The United Steres would wndermine
reyime el

[rage 20

Lonsing poinlers

BXA waulC be willing Ly mclode “pointers” to e USMIE T TITC would commil w providing
the initial deiygpations for these cateyorizs, and more inpertantly. commil 1o comtinging
swapart chis erfart e keep the infoomation up-to-date. W¥A van oot and shewd not be vxpocted
o provvide comlinuens interpretations of unolber ageney’s reaulations. TLshouald be noted with
repard to such items controlled for MS reasons, chat when The Wassonaar control TisL was
auplementel inlo the CEL in 1998, State relused U pemit BXA 0 include a TSML categony
reforencs or the asme: Wassernner conlrol languags w the OO where appropriata, A "painter” in
th UL i du owomeere than poinr o the USMIL. Tapociers will also need easily vblainable
cuiclarve from DO when an item i onothe TSKL, Bxpocters shaold nol ave to ely an X,
to podnt them w G appropriae part of & Tist thel 35 omdsr another Apency s jusisdicion
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Aluhe (o goveTument ageocyh. net the TPAMT, (7 control liss). las licensing jurdsdiction.
Trupe: 21
Fizar 1ull piwrapraph

BXA wonld like torike the poinlers in the tan Export Cattne] ClassiDeations B minbers aited in
this paragraph snore expricll and has made cfforts to do sh. However, redrafting them we point #o
spetilic ontnes on e Tited States Muniioos Lise veould reguive interpretiog that list, & role that
i within the wulbority of the Srewe Departinen? and nol BXA.

With respect Lo emphasizng cerain words en the COT e words “and” and “or® are already
emmphasized by usiog ialics. The wliional cmphasgis of "all™ and “ame™ nay be wsefal apd
reatively casy Lo mplement. With respeel w the adwantages of using 2 vae-cnlymin format,
T expoored dhis idea when the Txpor, Adminiatration Keguluions wore rowritten in 25, A
thuirt iz, the COorvernment Brinting Ofice estimuled intormally that awilching L a ong colunu
lormnul warold double the cost of printing the EAR, This change weuld alsn increase signilicanlly
the size and woigh of the Toose [saf BAR, Whethier wsers of e EAR would henelil from 3 ouc
calumm Bamat sufficicntly 1 justily the invreased costand sise is open 1o guestran. BXA gam
cXplote the ssibility of g producing a one calumn elecirome version. | lowsyer, oven thig
wauld Tikely requive additiona! rescurces g an add.ttonal set might feve o be prepuned and
Troedicad,

"Wikth respect to a eombined USMVLATCL indax, XA has u verr compreliensive COT, indes that
may be used ay o gaide. Lndexes cannen, howsver, toplace reviewing the seiual liste. 1t The
e 0f Defenze Trade Controls hes an index, thete Lao could be combiaed, bul piven the
currenn difticulteas with juriwliction issnes deserihed i hiz report, a corhined index may further
compdicale mallers, in partcular i exporlen: sttempt te rely o ao index alone, It additivn, the
timne Teqguired te raincain an addivional st nmst be considere i torms of priomdes and
resorees for 13X A and TITC,

Page 32

Coorndinating the CCIL o the Sehedule B or tHarmonized Schedole would Ie a very time-
consuming wnd difficult. F oot impessible, sk, These Lists serve very diMerent perposes, wse
ditterant technizal linweage snd parzmeters w dewesibe products, and vary in the Tevel of detall
inwluded in the produst desaiption. Somy BCCNs may have oumezrous Schedule B oumbers
aisociated with theim and vive-versn. This 22 sot 2 pew Jdea and BXA has some experionoe
whicl supgest that the cest and complexity ol implementime ic would be exccssive. BXA™S

5
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crdiecerenl unit wses wparigal i shich stempts v correlats same of L EOUK "5 with
Hiumwonized Schedule murahers. e great nuniber of itemas withio o single Harmenized
Behzdule ety that demal el within any BCCN makes (his toed uselul only for sereening
troreuelms onog vory gensral bagia. The wnoont ol addiional work thar is needed ke gy al an
accurate classification lor expor. comtrol purposes (2 so areat dhat 11 would nist be uscfl for the
general public. To provide an exact correlation with e Hurmonized Schedole, e sweope of the
COCKS would Tvave b be cxpanded, resulting i new expor licemse reyeirements for theusands
of transactions. Both comiman sense and XA vspericnes demonstrate that the 10375 suggestion
here i improcticul. TFsueh a sk were feasible, it would roguire preal resoomes 19 continne o
mainlain he accuraey of auch a list. BXA does not have resourees % dovate te sueh a project.
Mo ioapeetactly, thase shiopers, [reignt farwarders and customs Jokees piven responsibility
shi pany Alem ame eot rogponsibls for deterntioing the license reyuitements of the f=n. a:
stipgested i this report. That respomnsibilivy [lls on the cxporter. In the case of 1 rouled
trarsaclion, the shippet may bz aiven power ol allomey Lo acd &5 the cxportsr on bebali ol the
Zorcign party. bur in snchoas Instanee. the LS. principel paty would have w provide the ECCH
1 Leehnicu] specifigation to allow the shipper we make this detennination or seck suilanse Erom
ERE

Fuamie 23

The repant, asserls that “delays in COATS rocession could deluy U5, cxportet shizmenls
unzeceasarily iFilis delermined that no license iz regquired ® BXA helieves here {3 no evidence
Lo snpparrt Thiz elzim, The Expore Admioistration Regulations do not require expurters o sek a
classification fivem BXA hefare shipping their items. The data in the report i ot indicate that
any defays in shipraents actually ocearsed: therelire iL s inappropriate to deaw tus canclusion
iTun the dara coliected.

Fames 20 -27

Hecauze BXA did not have the opporlumity to revicw this data belone il was provided w the OIG
and was tncerlain ol il provenanee, we bave enly sssently hepon 1o eosmine it Unr peeliminary
conclusies is that we ure nisl cimvinesd that the data cited are evidence of o problem. BXA will,
nevarthefess, remind ils cigineers of the need to refer UOATS re cthers wien they ate nol Lhe
priper officar e roview duat ilewn. Thowever, antil we scz evidence of a signilivunt problem in
this arey, we havi: no plans w0 dealt slaborole new procedures.

Pape 27

The State Lkzpartment responsibilily i dharing licanse applicutiong g2 part of the NS dirsclive
should alzo be noled hee.
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Pages 28 . 29

As BXA inlurmed the OT05, when BEA reccives clasaitivation requests for items that are elearly
Limiled Slakes %unitions List {LSRLY, BXA returms dhose roquests 1o the reguester noting that
thoy arc LISMLL items. BX & informmed the O00: on hovember 1, 2000, that 4 sample of
Clagsitieation requasts precessud bolween May and Ausost of M) showed that BXA reiumed
32 such roguests to the requastens,

Tl TG bases its sonclusions taclusival analyvaiz by the Departraen of Defense. We condnue to
disagrez. As it has peeviously, KA conlinues to ohiect to the implicalion in fhe report that &
difference o the comelusives resehed by the Departenents of Toefense and Corun ckse means Lhat
Thelense 1 nght and Commerce is wiong, TXA disagrecd with the Deranse posilion on two of
e oo being conleolled hy Safe, Onthe 0L ftoms, BXA disagreed with the Defense
clagsilication an twe of e diree items, The O1G bus provided no sepport for the conelusion that
Comnmense s elassifications ars ineereree) peyoansl the oplzion of the Bepartiment of Defonse,
which hardly constitules proof. On the one COL item where Commeres pgread that a
mezelussification had accarred, Commerce hud cluzsifios the item ar a higher level, und the
revised classifecmion didl v chiange the Losnse requicemments 1o (e iten 1 questioe.

Tragre 24

e comelusion druwn Iy he OF0 s cot supportable by Taets. To cuncliede that becawse only | 3
ol e 2,044 were referred md-cepes thd there aoe muce thae should have been relomred both
ivpores the 32 cdditimnal 2pplications that BXA cetuened w the applicant with advice il the
ilen: was subjcet to the LEML aud i= specalative. The roport douores e pessibility that most
appliciations are werelly sunl o BRA Given BXA s a very exlongive outraach prommm, i, js
regssnable te conclude that many upplicants con comectly discern which list applics to their
ieons. BENA condugls |-2 scminars a moath, A aigni Beanl pat of the seminar civers defining
thes seope of the Export Adminisiralion Regulations and haw o classily ons®s product, It ia
rcngonabie that the vast magonly ol the clessificarions that wee reeeived by Coamerse B0 within
the suape ol the AR, Tnoaddition, as wied earlier, the OFG had tae information an the mamber
ol the classificarions that were processed in FY 2000 v BXA in Seplamber. Any time after that
a raouest conld have heen mede o & data roo for the TG o cendoet the ovisw

BXA belteves thal (he repot incorrectly ad unlairly implics thae B3A was withholling data
lrewn the QG BXA delivered inlormation containing the cesults of a sumpling of classifications
from Bl 3, 20K, 1oy Avgzyat 1120000 Thiy inlormadier revealed that 32 of @ wwd 1,193

Classi Lentions processed during dhis 17me [rume were retumed oo the exporter withour action
instmcting hem o seek o license or eommeodity jurisdiclion detemminstion feoin the Slale
Lacpartiment. Tn respamass - a request made oo banch 14, BXA has delivered copies of the 52
wlasisi fivaliems,

=-d
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Mage 30
Final CCATS determinclives shaeadd be shared with State

As ncted In the report Sia1z has never requested these from XA, BXA will b glad to provide
coples of the coosed CCAFS I State requests Them,

Page 34

[n the Ind paragreph. 2nd scntcace, the report eoncludex than "R A%z position appears 1 he
given due consideration by TFTC.,, as there was just onc case in fiscal pour 20080 where BXA
disagreed with DTCs finsl deciaion vn a O esques).™ This stateraent is misleading and
thaceurate. Stete und Commerce dissarecd on move e ooe case during FY 2000: hewever, il
unpesan: [rom L LC s analyais that enly ane of these cyzee of dissprecment was actually clussd
aut. Uhwe report slates thal an additiomal 108 C7 dererminarion requesls nifizted during Iy 2000
hed mal been vomplated. BXA believes that thers are o nomber of thess remaining case oo which
the apencies de rol syeree; indeed. rhat I3 ofton why they have nal been pompleted.

PFupe 35

The progosal by wulomate the CJ process may e agood one, Hewover, the Depariment of State
acdrinisters this process. When reguested to do 5o by State, BXA will wark with Y10 and
-Yetenge to improve the proccss, However the recomitnendation Lo autamate the process wonld be
herter placed Lo the State Departmeat {700 eepot.

IMuze 38

Parapgeaph 2, Tine 2, should read "0 10 gateparies ol spuee aalifed itoms..."

Ir ehe pettimal,: sentaee of the szcond patagraph, "Muy" shonld e changed b " April,"
Papes 3940

‘It paarugraph g1 the bottom o page 5% and the wn of page 40 containg infermalion abont a
apectfic export license appteation, Suel mfiormative is subject to the restrictions on dischsure
tound i section 12{e} of the Export Adminisirulion 4ct,  The paeagraph should be deloted or

sevised to read a codrpany inu NATO comatry™ rather thao the speci (e country name and in »
veeont yueiw™ mutber thun Ce soeoific year.

Pame 42
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"May™ needs i be chanped to " Apmil” i the last sendence W the e purwrazmh.

Appendix B

There are now 32 members of the Austealia Groep. The chan shoul] b revized to indicate
Lurkey and Cyprus are neembers.

Tranamiteal meman

XA believes that the statement thal is has tdeen “werions o control nformation provided o (he
DIC" 35 ingorreet, B hes attempred to keep frack of the voluminous requests {ur mformation
il interyiews of 35 A peesonoel Lo ersune s resounees: oo properly manased to continue its
required day-te-duy work on exgorl conirol mattaes, The OIG's insfstence on abaicing
information without BRA revice ellectively suliverted hid provess sl hes made it diffioalt for
XA Lvmake fmely conmnentz on seene of the OTG assertions. B30A attempbed to Jueiliate
Jedicated channals of cotnmuricacion intended w fomestnll the kind of migcommuonieations that
srenrred inthig sludy. BE A conlinues to believae that chese nusecoumuonications cwald have Tagen
mmimized or aveided by Baving poogram manaeses revies e daly Tl the O1G obtained fiom
M A empleyees or confractors, T addition, Uder Secrctary Boinsel’s Peceinber 13, 20040, g-
mail %o all BXA cmployecs on comalying fully and expeditizwsls o all O rogquests should be
agrled b e CHGG i this reporl,
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Commenly vn OTG CCL Report Recomendutinny

Hevwomendation 1: Review Bxa s internal clearance process snd prscedurss for
waplementing agreed-opon mudti kueral chamees % the CCL and werk wich (be elher licensing
ugencivs, meluding Detfense, Bnerzy, and Suate, W <l=lemins whelher the careent process fur
updating the CCL van be adjusted in order to publizh segnlatioss mare expecitionsly, ln
addivion, irmediate’y irplemeat the egulatery chanpes cesulling Froms fhe hay 1999 NS
Plenary sessicn and the {ctober 1999 MTOR plenury scssion.

. Thu regulaory clanpcs resulting from the My 1999 N3G Plenany acd the Qotober 1999
MITCH PRenury are ubready in prosess, BEA conewes hat the intermal regidatory reviews
proeews shald bz streamlined. and suppeets eflirls 1o expedile nterageney review. BXA
has alvcady bepun a weekly regulations prievibe meeting to discuss the sintus of all
pending regulations aed wo work to miake changes inosomore thoely moaeer. AL the same
Lirme, i€ should 5o sophusized vhar many ditficulries in cleameee ssees relate t resoaree
ltmitations (includiog available persoomel ) and varving priorities within BX4 program
adfices and the inleregend v comununity. Estatilishing time [rames would be nseful, bl
unlezz ihe underlying fssue of available reamarees is addnessed, Aaying within such dme
frames wiould e dileo]l, a2 has proven to be the case with commodity clasaificetions
uny furisdictions,

Recnmmendation 2: 1o conjunctian with Defense and State, noview (e natiomal sCCTiny
controlled icemns thiat hwve heen degonitalled by e Wassenaar Armanpement to (a) dewsmine
whether the goad: should continue 1o be contrelled nder the CUL, and i1 50 (BY replace the
nulional sccueity conteol tar lBese paisls witl the aopropriate foreign policy control.

. BX A aprees thas amy ilems thal are not appropeiataly seotmlled fir nationa, aceurily
Teasts shoudd be reviewed and the cenrals revised as necessary, However i1z nod
aesessaTy o repees e potionil s=eurily contrel wath g Zoecign pobicy comural a3 theae
items are aleeady coming|led Lot antilermorist veasons, which means that e reods ae
apprapriately conbrolled under the COT. angl with a fursien policy conmol, BXA his
grtcwpted w ioitae diseussions with the Soe Depariment o undsmake M3 eview ol
revisien umdl teeemimends thar the [G envouraw: the State e parumnent 1o apree to ths
affost.

Recommendation 3: Comvene 3 wocking group ol hosinesz and govertuent tepresensadves,
ureler the quspicss of the Regululions snd Proccdures Tachnical Advisory Committes,
mprove the nser-driendliness of the CCL. Lo additiva, work with Statz to {13 eliminate the
ctererl wverlup o iterms and make sure kal il vory clear on which s an i em falls, and (2

1
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croate a veer-fnendly consohduled nales of the iems on the COT and TTSMTL. To cozue that ¢his
happens, work wit’ the applicahle conpressional commitiees that ate considering new legislation
for dualnse cxports. to ensure ther any new Expont Administration Act or similar legislation
includes o reygueirerent thid e apencies eliinioate the overlap and creare such an index [or kah
tho CLL and the USKL, Fipally, cosure: that she annuoal serabs of he CCL alse ke into accow
umy coreelions of changes et would elp w mies the COL easier [or exporers o wse

' BXA aready works ithringh the RPTAC und alber advisory comimitiess when making
chianpes ta the UL, Gihven e comber of regulatory changes taat are moade oo an anoval
hasis und the warrh-in-progress nature af’ such chanpes. the CCL wdersoes a comlinuons
“werpth,” Maoste that the COT. already conlaims severul indioes. A sald weleome the
avaitabilitr of o USML tem-specitic index or indices which coudd be made avaitables
wilh (he CCL jralices. Tasl discwssions witks Slale on elirningtiog overlap between ilens
om the CCT. wnd dlemes e the DISK have not consistenty been prodhoelivg, B A
suzrests revising this rec citmendation to request the National Scoority Conneil e chair

auch 1 rewiew,

¢ tity Classificnii

[Recommendation 4: Review Expor Administiation priomntics aad scaffing levels and malke
uilpustments v imprve IXAT L Timeliness oo COATS mguests,

. XA agrees with thia recommendation in peineiple Tt believes itis yorealisiic n

Stmlegme Trade and Foreign Policy Controls peocessed 56 pereot of sl commodity
classifications. Excluding the cncryption COALS (as e (L has dore in it repor ), $his
prrosmlnge rised w2 pereent. The same cmployees in the same division proceszed 946
pereent of all commaedity jurisdicicn requests. Unly ot suaffing levals and related lunding
Err specifie rocimical fooclions are increased can IIXA simullaneously improve itz abilitr
L ineel the deadlives Tor the processing of leense appoicalions, commodity
classificarions, and commocity junisdiction requests, BXA canst consider ipleimenting
this recamencndat-an inless i s coppled with 2 cecomunendalion o the reyuisile budget
azhorities in che Coogress o previde the necessany Tesourecs,

Heermmendation S5 Program ECASYS to allow for the "hold wilwol actien’™ feature o lhelp
Export Adainistration manapees keep beder track ol licensing alTieens: per lmmanees on CCATS,

. LA ierends 1o ionplement Lhes recoramendalion as parl ol e LOCARS redesion project.
e are teluciunt G interrupt thed progest o move (his single iem e the op of the list of
mmy 1T adjustients wa wil have to rnake. Dol so wili simply enavee that ather high
[ricority items ae delaved. We helizve thata prenler ene (31 in the Tong run will tnun:

2

practice. bor example. incelondar year 2000 the Stratceic Trade Divigion of the CHTRee of
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[rom: *he many improvements o be included in the redesipned ECASS llwn wha we
veowhl obtain by divarting rescurces to this ong lealuree.

Recoumendation 6: Develop policies wnl procedores Tor the inlea-apency eview ol OCATES.

. Char preiminary conelusion is tha we s ool convinged that the dada cited are evidence
of a problem. BXA will, nevertheless, remind iz enpineses of the voed 0 refer SOATS
e nthers when the cnginesy whit iz receives e OCATS is net the rapser ofticer to
Teview Lhal slem. Thowaever, antil we sez evidones: of ¥ #ignilican! problem in this ares
e liave ne plans o drli elahorule nes proceduras.

Recomuiendation T Brouest thal N8 trmn a work inn peonp (ncluding Defanse and Stare) to
G roview The 1996 DCATS suidanes., (b revise 11 iCneeeery, und (0] develop speci [3C criteria
ard procedutes 1o ensure that the refeerad of rndtions related commeodity classifications to
[Jefense and S@te is handled g fimely, iransparenl, and appropriate manner ¥ all acsncies
iy olved.

. T A omrgted with this sams reccmmandation i il response W e 1G5 1909 reporl,
but we augpest thal hedme the NSO fvrmes o oworking opoup fo peview CCATYN puidance —
u pricesd that is oo beoken -- it should Facus e the commeodily jurisBRclion process,
which i neilher limely nor =Neclive.

. B3 weonli] algo pasinloul, Tesesver, hal ie apparent inbeut ol his recotmendation --
broader referral of CUATS -« s mesnsistent with recommiendadion 4, as implensenting il
weil | resunl i Tonag et proceasing times. vecher than shorter. 1o addition. we co not believe
It will aszist in the timelingas or qualioy o the CCATS provess. TRCA hus privedures in
place te retar those LUATS that shoeld be refemmed. As expained a the exit confirenee
g elaberated vnoin sor comien s on pigee 22 of te O] repeer aboee, the o oumber
af COA TS eformed -- 13 - imvalved imstaness whor 110w not eles whelher e joms)
weerre canballed by Cosnmence of Stae. 3o the requests wore apprepriarcly refemred o the
State Departmoent, I mmny other instaneey, ilems that sre clearly net ander Comrgrge
juriscdiclion are retormed witaout action and the applicant adviscd to contact the Starc
Dcpartinent.

BEA alzo wizhes e note, bowever, [Bal the 0707 s determination W collest
nlormetiom i an aheoosdinated fashion divsctiy from BXXA employees withou
PIOETEM Maripers” raviea contrbutes W the O inabelity w reconeile varioas
dorz elemsnts or use them i enalvsis i tmely Badhion.

Reooommendation 8 Privdide Sicde withacope o the final detarminations foramy OCATS 3t
LT,
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. BXA s wiiling to provide this informeian wher the State e parnnent regquesis 3,

Commuodity Jurimliclions

Recommendation 9 Roeview Fapor Adeidztraion priontey sod staffing levels, as appropriate,
and make adjusonents to improve BXA 3 dmeliness on CF derermninativn reguests.

. BX A agrcos with thas recommendation in prineiple bue beliewes it is unrealistic in
praciice. orexomple, incalendar year 2000 the Slmlegie Trads Division of the Uffice of
Strartogrie Trowde and Fraeipm Pelicy Contals precessed 56 percent of 211 cormonality
classificarions. HExctuding the encieption COATS (a8 the OTC has done inils ropornt), this
perLentyee Ases w92 pereent. The sone cmplevess inthe same division precesssd 96
perecnt of ol comumodity jurisdrenon requeses. Coly U statfing levels and relaie] Tanding
For specific technical functives are increasel can BXA simoallonesusly impreere its abiling
ur et e dendlines for lhe proeessing of licens: applicaticns. commedity
clazsifications. and commodin juisdiction requests. BXA canomal consisler implemanting
this recemmendativn woless it 15 coupled with a recomimendabon we the requizice Bodpet
dulhomilies in The Compress W provide the noecesarss fesources.

Recommendation 100 Worl: with State’s 101 and Defzose, or include ws part of the curmeot
vilerne mdeagn el Toets, ar wulonaled syslen T referming and processing ) cases, similar w the

current aLcemaled heonsing systom.

. Julministzation of the LI process 18 e responsibility ol the Depurlrcnt of State [t
wialld he imappropeiate G B3A to include such 2 process in it LUA3S redesign. This
reeonuncndation is batter directed t the Slate Depar'ment. Tnoaddifion, BA does not
harve nesscces Lo inplerent this repommaenslalion, vven 6 it were direceed o us.

ecommendation 11: Beguest that State’s 1V cansnlt with BXA aod Die(ense on aff O
ey usts and conse its practice of makiog some O delerminaticns without first consulting with
Thse apeneies, s regived ay the 1990 WSO puidance.

- B A conaurs with this reconunendation bul believes il does oot ge far cnovgl, e
chtire peocass of dstermining conimedily joisdiction shoufd be overhauled -- see our
Tespomse o reesmnendation T, abai,

Livensing of Mizht Yisian Technoln
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Becommendation 12: equest cthat the M3 prirvcicde guidanec on bow DL, Detense, und XA
showld prowmss goveniment jurisdictions, similar o the puidance i1 seaed B O,

- B3A dues ool regand “pivernermen| | urislioion” decisions as 1 lepitimare process
validated by Twee vegulacinn or exeeutive order. Wather than providing yuidancs on thelr
[rocessing, we wonld peetar it e coneepl be abundoured.

Booommendation L3 Ting the jurisdictional issnes repandiog oivlil vision eyuipmoent and
tezhnology te the attention af the new hewd of the WO a9 sopon 95 pogsible and pust for
resudulicon,

. RXA hag aiready cenizeiesd the Natonal Scewribr Adviser and aeaft], kath in wriling and
crably. on the night vision marer eo monzooos seeasions. THis TCA's yoderseanding
from comversationg with NS sta [ thal the MSC s well aware of thia isiue and WA
interest In ics rapid rosalurien and is o facl, fahing s eps o bring 11l closure, We co nat
beleve forthes letters oo BXA would be condusive to resolving the matter imome
yuachly.

Wi waolet glse nole that the nighl vision and space qualitied jurisicljonsl

dispuaes have boen public, @o e O s choice ol wonding that it discovered™
these problems 35 mislembing.

Licensin

Kecommendation 14 13riny the jorydielion] issues regarding the 16 space-quedilisd itcms to
the ulbentiom of fhe neswr hoad of the KBC a8 goon s pussible and push for reselution.

" DR A ha ulroudy contzetod the MNerional Secucity Aavisor und staff, both 1o writing amd
orally, on the apace qualified muller an nunierous oceasions. [t & 13XA"% undersianding
e gonversalions with MSC staff that the NS0 is well wwyre of this issuc and BXA'S
intercar iy ts rapid reselulion and is, in Cact, taking steps to bring it to closure. We doput
helieve fimher leiers from BXA warld be conducive 4 reaslving Lhe nmtter more
quickly.

N
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