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Dear Mr. Speaker:

1 am pleased to provide you this final report on the development and implementation of
regulations to improve privacy protections of medical records held by the Department of Defense
(DolY), as required by Section 756 of the Nationat Defense Authorization Act for Fiscal Year
2001.

The Act required the submission to Congress of a comprehensive plan to improve privacy
protections for medical records maintained by DoD. DoD¥'s plan is also consistent with the
regtilations promuigated under section 264(c) issued by the Secretary of the Department of
Health and Human Services (HHS) under the Health Tnsurance Portability and Accountabslity
Act (HIPAA} of 1996. The law further ditccted that, not withstanding any other law, DoD issue
interim regulations pending full implementation of the comprehensive plan, to 1mprove privacy
protections. By statutory specification, the interim regulations are to provide maximum
protections for privacy consistent with actions necessary for purposes of national security, law
enforcement, patient treatment, public health reporting, acereditation and licensure review
activities, external peer review and other guality assurance program activities, fraud and abuse
prevention, and other purposes. The recognition of the need to use medical information for these
purposes is a critically important feature of this statute.

DoD’s interim regulations to improve privacy protections for DoD medical records were
signed on October 30, 2000. Work on the comprehensive plan required by the statute was
delayed by the HHS review to determine the finality of the HIPAA regulations issued Decemnber
28, 2000. An interim report submitted on March 11, 2002 explained that the report was delayed
because the HIPAA Privacy Rule had not been [inalized by HHS. On April 14, 2001, HHS
announced that the Privacy Rule would take cffect with a (ull compliance date of April 14, 2003,

DoD’s comprehensive plan consists of the following:

Duting the spring and summer of 2001, DoD began the work to analyze the components
of the Privacy rule and develop the necessary implementing regulation. At the same
time, resources were identified and assigned within the Army, Navy, Air Force and
Coast Guard to begin the identification of Service specific requirements. Throughout
the course of DoD’s processes to establish these privacy protections, we have included
the unitormed services in each decision evolution. Uniformed service representatives



were inciuded in the selection of web based tools designed Lo train the work force and
implement the policy requircments at treatment facilities. Service involvement has been
crueial to the effectiveness of the program implementation.

DoD has established, under the authority of the Assistant Secretary of Defense (Health
A[Faits), a permanent, full time Privacy Officer position to ensure long term continuity
of privacy protections of DoD and its components. This incumbent will serve as DoD’s
liaison for implementation of subsequent changes between HHS and Dol)'s treatment
Facilities. DoD has begun development of additional Privacy Officer training to meet
the needs presented by our ever mobile workforee.

An aggressive briefing schedule has been in place since spring 2002, We continue to
briet audiences ranging from senior Dol Service leadership to treatment facility staft.

DoD has assembled long term budget estimates from all uniformed services and
included those fignres in the DoD Program Ohjective Memeorandum for fiscal years 04-
09. The financial support of this program in fulure years will be essential in the
maintenaznce of these important privacy protections.

DoD has made a significant commitment 1o protect the medical records and health
information it maintains., The finalized DoD Health Information Privacy Regulation is enclosed.
This regnlation implemented the Department of Health and Human Services Privacy Rule and
wis effective on April 14, 2003, The application of the policies, procedures, and requirements,
along with the completion of cur workforce training, will form the first stage of the program Lo
enhance our protection of health information. Long tetm plans are in development and resources
are available to sustain this program into the future. We are confident we will fully meet the
requirements of the HIPAA Privacy Rule and protect health information entrusted to the DoD
and its compenents.

Thank you for your interest in the Mititary Health System.

Sincerely,

William Winkenwerder, IJr., MD

Enclosure:
As stated
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FOREWORD

This Regulstion is isaued nnder the suthority of DoD Directive 5025, 18, “Privacy of Individually
Identifishle Health Irformation in DeD Health Care Programs,” Decamber 19, 2002 (reference
{a¥). Ilptﬁcribuﬂwmnmddixhsmnfmmmd bewlth information.

Thi:leguh:ionhhuudmﬂnmqﬁmmuufﬂnﬁedﬂihum:hruhﬂitymd
Accountzbility Act, Public Law 104-191 (pefcrones (B)). Although it covers much of the same
grumdnuh:Prinqrﬁ:tnflﬂ‘?#{r:fm{-:}],ﬂﬂahgxﬂlﬁoninmmhnpammenmd for
hmmmnfDMMmlyMmeuu{s]wﬁnhmmmmwiﬂﬁn
DD by DeD 5400.11-R {reference (d)).

Thiz Regulation applies to the Office of the Secretxry of Defensc, the Military Departmcnts, the
Ch:hmmﬂffhlhiﬂﬂhi:ﬁofﬂhﬂ'.ﬂuﬂmhﬂhntﬂnmmﬂﬂnﬂlﬂﬂﬁunfﬂnlw
General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all
other organizationsl entitics within the Deparment of Defente {hereafier referred o collactively
as “the DoD Componeats™).

This Regulation is effective Apri! 14, 2003, and is mandstory for use by all the Do)
Cotmpoments.

$end recommended changes to this Regulation to the follkrwing addreas:

Director; Informetion Management, Techmology and Reengineeting
TRICARE Management Activity

Sicyline Five, Suite 810, 5111 Lecaburg Pike

Falls Church, Virginia 22041-3206

The Do) Components may obtain copien of thiz Regulation throngh theis
own publications chammels. Approved for public releass; distribution wnlimited. Avthorized
registered users may ohtain copies of the publication fram the Defenac Technical Information
Center, §725 Johm J. Kingmean Road, Fort Belvoir, VA 22060-6218. Other Fedoral Agencies and
the public may obiain copies from the U.S. Department of Commerce, National Technical
Information Service, 5285 Pert Roysl Road, Sprngfield, VA 2216]1. Copics are also available

vin the World Wids Web at: ntcp: //www.deic, mil/vwha /direct ivas,

Wilkian Winkenwerder, It., M.D.

Aszintant Secroary of Defence
(Health Affaits)
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DL1.1. DEFINITIONS

DL1.1.1. Business Assoclate

DLI1.1.1.1. Except as provided in subparagraph DL1.1.1.2., business assoclate,
with respect to a covered entity, is a person who:

OL1.1.1.1.1. On behalf of such covered entity or of an organized
healthcare arrangement in which the covered entily participates, but other than in the
capacity of a member of the workioree of such covered enlily or arrangcment,
performs, or assists in the performance of a function or activity mvolving the use or
disclosure of individually identifiable health information or other function or ACHVILY
regulated by this Regulation; or

DL1.1.1.1.2. Provides, other than in the capacity of amermber of the
workforce of such covered entity, legal, actuarial, accounting, consulting, data
aggregation, management, administrative, acereditation, or financial services to or for
such covered entity, or to or for an organized healthcare arrangement in which the
covered entity participales, where the provision of the service nvolves the disclosure of
individually identifiable health information from such covered entity or arrangernent, or
from another business associate of such covered entity or arrangement, to the person.

DL1.1.1.2. Acovered entity participating in an organized healthcare
arrangement that performs a function or activity as described by subparagraph
DL 1.1.1. for or on behalf of such organized healthcare arrangement, or that provides a
service as described in subparagraph DL1.1.1.1.2. to or {or such organized healthcare
arrangemnent, does nat, simply through the performance of such function or activity or
the provision of such service, become a business associate of other covered entities
participating in such crganized healthcare arrangement.

DL1.1.1.3. Acovered entity may be a business associate of another covered
entity. This circumstance occurs only when the covered entity is not acting as either a
health plan or a provider in its dealings with the other covered entity.  An example of
this is CHAMPUS/TRICARE's relutionships with some of its managed care support
contractors. Tt doss not oceur when the covered entity is acting as a health plan or a
provider. For example, the CHAMPUS/ TRICARE network providers are not i1s
business associates.

DL1.1.2. Correctional Institution. Any penal or correctional facility, jail,
reformatory, detention center, work farm, halfway house, or residentlal community
program center operated by, or under contract to, the United Slates, a State, a territory, a

9 DEFTNITIONS
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political subdivision of 4 State or terntory, or an Indian tribe, for the confinement or
rehabilitation of persons charged with or convicted of a criminal offense or other
persons held in lawful custody. Other persons held in lawful cusiody includes juvenile
offenders adjudicated delinquent, aliens detained awailing deportation, persons
committed to mental institetions through the cominal justice system, witnesses, or
others awaiting charges or trial.  The term "correctional institutien" includes military
confinement facilitics, but does not include mternment facilities for cnemy prisoners
of war, retained personnel, ¢ivilian detainees, and other detainees provided under the
provigions of DoD Directive 2310.1 {(reference (e)).

DL1.1.3. Covered Entity. Ahcalth plan or a healtheare provider who transmits any
health information in electronic form in conncction with a transaction (see paragraph
DIL1.1.35)) covered by this Regulation, e.g. ACS X 12N 837 healthcare claims, ASC
K12 270/271 eligibibity mquiries and responses, and the electronic forms of other
transactions identified at DL1.1.35. Inthe case of a health plan administered by the
Department of Defensce, the covered entity is the DoD Component {or subcomponent)
that functions as the administrator of the health plan. (See paragraph DL1.1.17. for
additional information on health plan administrators.) To the extent this Regulation
prescribes duties to be performed by covered entities, the term refers only to Dol
covered entities.  Under subparagraph C3.2.2., all covered entities of the Military
Health Systern (MHS) (including both health plans and healthcare providers) are
designated as a single covered endily. Not all healthcare providers affiliated with the
Armed Forces are covered entitics; among those who are not are providers associated
with Military Entrance Processing Stations {MEPS) and Reserve components practicing
outside the authority of military treatment facilities (MTFs) who do not engage in
eleciromic transactions covered by the Regulation.

DLI1.1.4. Covered I'unctions. Those functions of a covered entity the performance
of which makes the entity a health plan or healthcare provider.

DL1.1.5. Data Aggregation. With respect to protected health urformation created
or received by a business associate in its capacity as the business associate of a covered
enhily, the combiming of such protected health information by the business associate
with the protected health mlommalion received by the business associate in its capacity
as a business associate of another covered entity, to permit data analyses that relatc to
the healthcare operations of the respective covered entities.

DL1.1.6. Designated Record Set

DLL1.6.1. Agroup of records mainlained by or for a covered entity that is:

10 DEFINITIONS
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maintained by or for a covered healthcare provider.

DL1.1.6.1.2. The enrollment, payment, claims adjudication, and case or
medical management record systemns mantained by or for a health plan; or

DL1.1.6.1.3. Used, in whole or in par, by ot for the covered entity 1o
make decisions about individuals.

DL1.1.6.2. For purposes of this puragraph, the term record means any itern,
collection, or grouping of information that includes protected health information and is
maintained, collected, used, or disseminated by or for a covered entity.

DL1.1.7. Direct Treatment Relfationship, A treatment relationship between an
individual and a healthcare provider that involves face-to-face interaction between the
individual and healtheare provider or that otherwise is not an indirect treatment
relationship (as defined in paragraph DL1.1.18.}.

DLI1.1.8. Disclosure. The release, transfer, provision of access to, or divalging in
any other manner of protected health infonmation outside the entity holding the
information.

DL1.1.9. DoD Repulation. As defined in this Regulation, any DoD Directive, DoD
Instruction, or DoD Publication issued according to oD 5025.1-M (reference (f)) or
any Military Department of Military Service regulation or similar issuance. Dol
Regulation also includes the Manual for Courts-Martial or other issuance of the
President applicable to the Armed Forces.

DL1.1.10. Emplovment Records. Records that include health information and:

DL1.1.10.1. Aré maintained by a component of the Department of Defense or
other entity subject to this Regulation;

DL1.1.10.2. Arc about an individual who is (or seeks or sought to become) a
member of the Uniformed Services, employee of the United States Government,
emplovee of a Department of Defense contractor, or person with a comparable
relationship to the Department of Defense; and

DL1.1.10.3. Are not maintained in conmection with carrying out any covered
function under this Regulation.

11 DEFINITIONS
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DL1.1.11. Department of Health and Humian Scrvices (HHSY Regulation. 45 CFR
Parts 160 through 164 (reterence {g)}.

DL1.1.12. Healthcare, Care, services, or supplies related to the health of an
individual. Healtheare includes, but is not limited to, the following:

DL1.1.12.1. Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or
palliative care, and counseling, service, assessment, or procedure with respect to the
physical or mental condition, or functional status, of an individual or that affects the
structure or function of the body; and

DL1.1.12.2. Sale or dispensing of a drug, device, equipment, or other item in
accerdance with a prescription.

DL1.1.13. Healthcare Operations. Any of the [ollowing activities of the covered
enlity to the extent that the activities arc related to covered functons:

DL1.1.13.1. Conducting quality asscssment and improvement activities,
including evaluation and development of clinical guidelines outcome, if obtaining
general knowledge is not the pomary purpose of any studies resulting from such
activities; population-based activities relating to improving health or reducing healthcare
costs, protocol development, casc management and care coordination, contacting of
healtheare providers and patients with information about treatment alternatives; and
related functions that do not Include treatment.

DL1.1.13.2. Reviewing the competence or qualifications of healthcare
professionals, evaluating practitioner and provider performance, health plan
performance, conducting training programs in which students, trainees, or practitioners
in areas of healthcare learn under supervision to practice or improve their skills as
healthcare providers, training of non-healtheare professionals, accreditation,
certification, licensing, or credentialing activities. '

DL1.1.12.3. Underwriting, premiwmn rating, and other activities relating to the
creation, renewal or replacement of a contract of health insurance or health benefits,
and ceding, securing, or placing a contract for reinsurance of nsk relating to claims for
healtheare (inchiding stop-loss insurance and excess of loss insurance).

D1.1.13.4. Conducting or arranging for medical review, legal services, and
auditing functions, including fraud and abuse detection and compliance programs.

12 DEFINITIGONS
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DL1.1.13.5. Busincss planming and developmient, such as conducling cost
management and planning-related analyses related to managmg and operating the entity,
including formulary development and administration, development or improvement of
methods of payment or coverage policies.

DL1.1.13.6. Business management and general administrative activitics of the
entity, including, but not limited to:

DL1.1.13.6.1. Management activitics relating to implementation of and
compliance with the tequirements of this Regulation.

DL1.1.13.6.2. Customer setvice, if protected health information is not
disclosed except as otherwise permitted by this Regulation.

DL1.1.13.6.3. Resolution of internal grievances.

DL1.1.13.6.4. The sale, transfer, merger, or consolidation of all or part
of the covered entity with another covered entity, or an entity that following such activity
shall become a covered entity and due diligence related to such activity.

DL1.1.13.6.5. Consistenl with the applicable requirements of Chapter 8.
creating de-1dentificd health information or a limited data set, and fundraising for the
benefit of the covered entity. '

DL1.1.14. Healthcare Provider. Any medical treatment facility or, dental
treatment facility This includes garrison clinics and such facilities ma military
operational unit, ship, or aircraft, and any other person or orgamization outside of such
facilities' workforce who furnishes, bills, or is paid for healthcare in the normal course
of business. This term inciudes oceupational health clinics for civilian employess or
contractor personnel.

L1.1.15. Health Information. Any information, in any form or medium, that:

DL1.1.15.1. Is created or reccived by a healthcare provider, health plan, public
health authority, cmployer, life insurer, or school or university; and

DL1.1.15.2. Relates to the past, present, or future physical or mental health or

condition of an individual; the provision of healtheare to an individual; or the past,
present, or future payment for the provision of healthcare to an individual.
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DL1.1.16. Health Oversight Agency. Anagency or authority of the United States,
a State, a territory, a political subdivision of a State or territory, or an Indian tribe, or a
person or entity acting under a grant of authority from or contract with such public
agency, including the employees or agents of such public agency or its contractors or
persons or entities to whom it has granted authority, that is authorized by law to oversee
the healthcare system {whether public or private} or Government programs in which
health information 1s necessary to determine eligibility or compliance, or to enforce
civil rights laws for which health information is relevant. The term "health oversight
ageney” includes any Dol> Component authorized under applicable DoD Regulation to
oversee the MHS, including with respect to matters of quality of care, nisk management,
program integrity, financial management, standards of conduct, or the effectiveness of
the MHS in carrying out 1ts mission.

DL1.1.17. Health Plan. Any DoD program that provides or pays the cost of
healtheare, unless exempted under subparagraph DL1.1.17.3.

DL1.1.17.1. The following components of the TRICARE Program are a health
plun under this Regulation:

DLI1.1.17.1.1. The program that provides healthcare under the anthority
of the Department of the Army to members of the Uniformed Services.
(Administrator: Surgeon General of the Army.}

DE1.1.17.1.2. The program that provides healthcare under the anthorty
of the Department of the Navy to members of the Uniformed Services.
( Administrator: Surgeon General of the Navy.)

DL1.1.17.1.3. The program that provides healthcare under the authority
of the Department of the Air Force to members of the Uniformed Services.
( Administrator: Surgeon General of the Air Foree.)

DL1.1.17.1.4 The Supplemental Care Program for members of the Amy,
the Navy, the Marine Corps, and the Air Force who receive healthcare services from
providers other than providers of the Department of Delense.  {Administrators:
Surgeon General of the Army for members of the Army; Surgeon General of the Navy

for members of the Navy and Marine Corps; Surgeon General of the Air Force for
members of the Air Force.)

DL1.1.17.1.5. The TRICARE Prime, TRICARE Extra, and TRICARE

Standard healtheare options offered under 32 CFR 199.17 (reference (h)).
{Administrator: TRICARE Management Activity.)
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DL1.1.17.1.6. The Civilian Healih and Medical Program of the Uniformed
Services. {Administrator: TRICARE Management Activity.)

DL1.1.17.2. The following are also included as health plans:

D1.1.1.17.2.1. The TRICARE Dental Program under 10 U.8.C. 1076a
(reference (7}). (Administrator: TRICARE Management Activity.}

DL1.1.17.2.2. The TRICARE Retiree Dental Program under 10 USC
1076¢ {reference (1)}. (Administrator: TRICARE Management Activity.)

DL!.1.17.2.3. The Continued Health Care Benetit Program under 10
U.S.C. 1678a (referonce {i)). (Administrator: TRICARE Management Activity.)

DL1.1.17.2.4. The Designated Provider Program under 10 U.S.C. 1073
note (reference (i)). (Administrator: TRICARE Management Activity.)

DL1.1.17.2.5. Programs conducted as demonsiration projects under 10
U.5.C. 1092 {reference (i)} to the extent not otherwise included under a health plan.

DL1.1.17.3. Health plan excludes the following DoD programs:

DL1.1.17.3.1. Although part of the TRICARE Program, the programs that
provide healthcare in medical and dental ireatment facilities of the Departments of the
Army, Navy, and Air Force to bencficiaries other than members of the Armed Forces
are excluded by the HHS regulations from the definition of health plan.

DL1.1.17.3.2. The Women, Infants, and Children (WIC) program.

DL1.1.17.3.3. Occupational health clinics for civibian cmployees or
contractor personncl.

DL1.1.17.3.4. Any other policy, plan, or program to the extent that 1t
provides, or pays for the cost of, workers compensation benefits, hability, accident,
automobile, or disability income insurance, or similar insurance coverage.

DLi.1.17.3.5. Any other program whose principal purpose is other than
providing, or paying the cost of, healtheare. '
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DLi.1.17.3.6. Any other program {other than enc listed in subparagraph
DL1.1.17.1. or DL1.1.17.2.3 whose principal activity is the direct provision of
healtheare to persons.

DL1.1.17.3.7. Any other program whose principal activity is the making
of grants to fund the direct provision of healthcare to persons.

DL1.1.18. Indirect Trearment Relationship. Arclationship between an mdividual
and a healtheare provider in which:.

DL1.1.18.1. The healthcare provider delivers healthcare to the mdividual
based on the orders of another healtheare provider; and

DL1.1.18.2. The healthcare provider typically provides services or produets,
or roports the diagnosis or results associated with the Lealthcare, directly to another
healihcare provider, who provides the services or products or reports to the individual

DL1.1.19. Individual. The person who is the subject of protected health
information. (Under certain circumstances, rights of an individual under this Regulation
may be exercised by a personal representative.  See, for examplc, section C8.7.}

DL1.1.20. Individually Identifiable Health Information. Information that 15 a

subset of health information, including demographic information collected from an
incividual, and:

DL1.1.20.1. s created or received by a healtheare provider, health plan, or
employer; and

DL1.1.20.2. Relates to the past, present, or future physical or mental health or
condition of an individual; the provision of healthcare to an individual; or the past,
present, or futare payment for the provision of healthcare to an individual, and

DL1.1.20.2.1. That identifies the individual; or

DL1.1.20.2.2. With respect to which there is areasonable basis to
believe the information can be used to identify the individual.

DL1.121. Immate. Aperson incarcerated in or otherwise confined to a
correctional mstifution.
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DL1.1.22. LawEnforcement Official. An officer or employee of any agency or
authority of the United States, a State, a territory, a political subdivision of a State or
territory, or an Indian tribe, who is empowered by law to:

DL1.1.22.1. Investigate or conduct an official inquiry into a polential violation
of law; or

DLi.1.22.2. Prosceute or otherwise conduct a criminal, civil, ot
adiministrative proceeding arising from an alleged violation of law.

DL1.1.23. Marketing

DL1.1.23.1. To announce a product or service that encourages recipients of
the communication to purchase or use the product or service, unless the communication
15 made:

DL1.1.23.1.1. To inform an individual who iz a member of a Uniformed
Qervice or a covered beneficiary of the MHS of bencfits, services, coverages,
limitations, costs, procedures, rights, obligations, options, and other mf{ormation
concerning the MIIS as established by law and applicable regulations.

DL!1.1.23.1.2. Otherwise to describe a health-related product or service
{or payment for such product or service) that 1s provided by, or included in a plan of
bencfits of, the covered entity making the communication, including commumication
about: the entities participating in a healthcare provider network ot health plan network;
replacement of, or enhancements 1o, a health plan; and health-related products or
services available only to a health plan enrollee that add value to, but are not par of, a
plan of benefits.

DL1.1.23.1.3. For treatment of the individual; or

DL1.1.23.14. For case management or care coordination of the
individual, or to direct or recommend allernative treatments, therapies, healthcare
providers, or settings of care (o the mdividual.

DL1.1.23 2. Anarrangement between a covered entity and any other entity
whereby the covercd entity disclosed protected health information to the other entity, in
exchange for direct or indirect remuneration, for the other entity or its affiliate to
make 1 communication about its own product or service that encourages recipients of
the communication to purchasc or use that product or service. '
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DL1.1.24. Military Health System {MHS).  All DoD health plans and all DoD
healthcare providers that are, in the case of institutional providers, organized under the
management authority of, or in the case of covered ndividual providers, assigned to or
employed by, the TRICARE Management Activity, the Ammy, ihe Navy, or the Air Force,

DL1.125. Military Treatment Facility (MTF).  Amilitary facility established for
the purpose of furnishing medical and/or dental care to eligible mdividuals. '

DL1.1.26. Oreanized Healthcare Arrangement. The MHS is an orgamzed
healthcare arrangement. See Chapter 3 of this Regulation.

DL1.1.27. Payment
DI.1.1.27.1. The activities undertaken by:

DL1.1.27.1.1. Ahealth plan to obtain premiums or to determine or fulfili
its responsibility for coverage and provision of bencfits under the health plan; or

DL1.1.27.12. Ahealthcare provider or heaith plan to obtain or provide
reimbursement for the provision of healthcare; and

DL1.1.27.2. The activities in subparagraph DL1.1.27.1. of this definition

relate to the mdividual to whom healthcare 1s provided and include, but are not limted
to:

DL1.1.27.2.1. Detcrmmations of eligibility or coverage (including
coordination of benefits or the determination of cost sharing amounts), and adjudication
or subrogation of health benefit claims.

DLI.1.27.2.2. Risk adjusting amounts due based on enrollee health status
and demographic characterisiics,

DL1.1.27.2.3. Billing, claims management, collection actlvities, obtaining
payment under a contract for reinsurance (including stop-loss insurance and excess of
loss insurance), and related healthcare data processing.

DL1.1.27.2.4. Review of healthcare services with respect to medical

necessity, coverage under a health plan, appropriateness of care, or justification of
charges.
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preauthorization of services, concurrent and retrospective review of services,
DL1.1.27.2.6. Disclosure to consumer reporting agencies of any of the

following protected health information relating to collection of premiums or
reimbursement:

DL1.1.27.2.6.1. Name and address.
DLI1.1.27.2.6.2. Date of birth.
D1.1.1.27.2.6.3. Social security number.
DL1.1.27.2.6.4. Payment history.
DL1.1.27.2.6.5. Account number; and

DL1.1.27.2.6.6. Name and address of the healthcare provider and/or
health plan.

DL1.1.28. Proiccted Health Information. Individually identifiable health
information:

DL1.1.28.1. Except as provided in subparagraph DL1.1.28.2. of this definition,
that is transmitted or maintained by electronic or any other form or medum.

DL1.1.28.2. Protected health information excludes individually identifiable
healtl information in employment records held by a covered cntity n 1ts role as
employer.

DI.1.1.29. Psychotherapy Notes, Notes recorded (in any mediom} by a heaithcare
provider who is a mental health professional documenting or analyzing the contents of
conversation during a private counseling session or a group, joint, or family counseling
session and that are separated from the rest of the individual's medical record.
Psychotherapy notes excludes medication prescription and moenitoring, counscling
session start and stop times, the modalities and frequencies of treatment furnished,
results of climical tests, and any summary of the following items: Diagnosis, functional
status, the treatment plan, symptoms, prognosis, and progress to date.

DL1.1.30. Public Health Authority. Anagency or authority of the United States, a
State, a territory, a political subdivision of a State or territory, or an Indian tribe, or a
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person or entity acting under a grant of authority from or contract with such public
agency, inciuding the employees or agents of such public agency or its contractors or
persons ot entities to whom it has granted authority, that is responsible for public health
matters as part of 1ts official mandate. The term "public health authority” includes any
DoD Component authorized under applicable Dol Regulation to carty out public health
activities, including medical surveillance activities under DoD Directive 6490.2
{reference (3)).

DL1.1.31. Required By Low, Amandate contained in law that compels an entity to
make a use or disclosure of protected health information and that is cnfmceable 1n a
court of law,

DL1.1.31.1. Required by law includes, but is not limited to, court orders and
court-ordered warranis; subpoenas or summons 1ssued by a court, grand jury, a
govermmental or tribal inspector general, or an administrative body authorized to require
the production of information; a civil or an authorized investigative demand; Medicare
conditions of participation with respect to healthcarc providers participating in the
program; and statutes or regulations that require the production of information,
including statutes or regulations that require such information if payment is sought
under a Governiment program providing public benefits.

DL1.1.31.2. Required by law includes any mandate contained in a DoD
Regulation that requires a covered entity {or other person functioning under the
authority of a covered entity) to make a use ot disclosure and is enforceable in a court
of kaw. The atiributc of being enforceable in a court of law means that in a court or
court-martial proceeding, a person required by the mandute to comply would be held to
have a legal duty to comply or, in the case of non-compliance, to have had a legal duty to
have complied. Required by law also includes any DoD Regulation requiring the
production of information necessary to establish eligibility for rmmbursernﬂnt or
coverage under CHAMPUS/ TRICARE.

DLI1.1.32. Research. Asystematic investigation, including research, development,
testing, and evaluation, designed Lo develop or contribuie to generalizable knowledge.

DLI1.1.33. Secretary of Health and Human Services {HHS). The Secretary of HHS
or any other officer or employee of HHS that has been delegated relevant authority.

DL1.1.34. State. One of the following:

DI.1.1.34.1. For a health plan established or regulated by Federal law, State is
detined in the applicable section of the United States Code for such health plan.
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DL1.1.34.2. For all other purposes, Stale 1s defined as any of the several
States, the District of Columbia, the Commonwealth of Puerto Rico, the Virgm Islands,
and Guoam.

DL1.1.35. Trapsaction. The transmission of informatton between two parties to
carty out financial or adrministrative activities related to healtheare. Tt includes the
following types of information transmissions:

DL1.1.33.1. Healtheare claims or eguivalent encounter information.
DI.1.1.35.2. Heulthcare payment and remittance advice.
DL1.1.35.3. Coordination of benefits.

DL1.1.35.4. Healthcare claim status.

DL1.1.35.5. Enrollment and disenrcliment 1n a heaith plan.
DL1.1.35.6. Eligibility for a health plan,

DL1.1.35.7. Health plan premuum payments.

DL1.1.35.8. Referral certification and authorization.

BL1.1.35.9. First report of Injury.

DL1.1.35.10. Health claims attachments.

DL1.1.35.11. Other transactions that the Secretary of HHS may prescribe by
Regulation,

DL1.1.36. Treatment. The provision, coordination, or management of healthcare
and related services by one or more healthcare providers, including the coordination or
manggement of healthcare by a healthcare provider with a third party: consuliation
between healthcare providers relating to a patient; or the referral of a patient for
healthcare from one healtheare provider to another.

DL1.1.37. TRICARE Management Activity. The DoD Field Activity established by
Dol Directive 5136.12 {reference (k)). TRICARE Management Activity includes the
activilies of TRICARE Regional Offices and TRICARE Lead Agents in accordance with
that Dhrective.
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DL1.1.38. Use. With respect to individually identifiable health information, the
sharing, employment, application, utilization, exarnination, or analysis of such
informalion within an entily that maintains such information.

DL1.1.39. Workforce. Employees, volunteers, trainees, and other persons whose
conduet, in the performance of work for a covered entity, is under the direct control of
such entity. whether or not they are paid by the covered cntity.
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Ci. CHAPTER]
AUTHORITIES IN GENERAL

Cl.1. GENERAL PROVISTONS

C1.1.1. Statutory Basis and Purpose. The requirements of this Regulation
implement sections 1171 through 1179 of the Social Sccurity Act (reference (1)), with
which covered entities. of the Department of Defense are required to comply, and the -
ymplementing TTHS Privacy Regulation (reference {2)).

C1.1.2. Applicability. This Regulation applies to the Qffice of the Secretary of
Defense, the Military Depariments, the Chairman of the Joint Chiefs of Suaff, the
Cornbatant Commands, the Office of the Inspector General of the Department of
Defense, the Defense Agencies, the Dol Field Activities, and all other orgamzational
entities in the Department of Defense (hereafter referred to collectively as "the DoD
Components™).  Sec also sections C2.1. and C2.2. of this Regulation which reference
the entities to which the standards, requirements and implementation specifications ure
and arc not applicable.

C1.1.3. Penaltics tor Non-Compliance. As specified in section C2.5., the
Secretary of HHS has authority over matters of compliance with the HHS Privacy
Regulation (reference (g)) and the initiauon of penalties for non-compliance.

Violations of the HHS Privacy Regulation by any person are punishable by civil money
penalties of up to $100 for each violation. In addition, a wrongful use or disclosure of
protected health information is subject to eriminal penalties of up to a $50,000 fine and
{-year imprisonment. Offenses committed under false pretenses or for commercial -
purpuses carry more severe penalties.

C1.i.4. Pre-emption of Statc Law. Subject to the exceptions specified in sc.ctinn
C2.4., this Regulation generally applies to the acivities of the MHS, without regard to
any contrary provisions of State law.

C1.1.5. Relationghip with the Privacy Act. Tn general, protected heaith tnformation
covered by this Regulation 15 also covered by the Privacy Act and the Department of
Defense's implementing regulation (references (c) and {)) when the information
pertains to a living U.S. citizen or alien admitted for permanent residence.  As provided
in section C'2.6., covered entities under this Regulation shall also comply with the
Privacy Act Regulation.
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Cl.1.6. Other Matters of General Authority. Other matters of general authority
under this Regulation are addressed mm Chapter 2.

C1.2. USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION

C1.2.1. General Prohibition. In general, personally identitiable health information
of individuals, both living and deceased, shall not be used or disciosed except for

specifically permitted purposes. Uses and disclosures of protected health information
are discussed in Chapters 4 through 8.

{1.2.2. Uses and Disclosures of Protected Health [nformation for Treatment.
Payment, and Healthcare Operations.  Subject to the specific provisions of Chapter 4,
covered entities may usc and disclose protected health information for treatment,
payment, or healthcare operations. These are essential, every day activities of health
plans and heaithcare providers. These activitics are generally permitted, consistent with
Chapter 4, to be conducted without the need for authorization from the subject of the
protected health information being used or disclosed.

C1.2.3. General Prohibition en Other Uses and Disclosures of Protected Health
Information Without Written Authorizalion. Except for purposes of treatment,
payment, and healtheare operaiions (discussed in paragraph C1.2.2.} and other exceptions
{discussed in paragraphs C1.2.4. and C1.2.5.), other uses and disciosures of protected
health information are generally prohibited without the written authonzation of the
patient. Specific provisions pertaining to this general rule are addressed im Chapter 3,
including specifications for valid authonzatons.

C1.2.4. Special Rules for Psychotherapy Notes. Paragraph C5.1.2. establishes
special rules that protect the privacy of psychotherapy notes even more than other
health information.  Psyvchotherapy notes are subject to fewer exceptions to the general
rulc requiring written authorization from the individual for uses and disclosures.

C1.2.5. Other Uses and Disclosures That Mav Be Made, Unless Objected To,
There are several other uses and disclosures that may generally be made, but the patient
must be given an opportunity to object. These uses and disclosures involve patient
directories providing limited information about patients receiving treatment, information
provided Lo others involved in the healthcare of the patient, and information used in for

disaster relief purposes. The specific provisions applicable to these uses and
disclosures are in Chapter 6.
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C1.2.6. Other Permitted and Required Uses and Disclosures That May Be Made
Without Authorization or Opportunity to Ohject.  The MHS may, subject to specific
terims and conditions addressed in Chapter 7, use or disclose protected health
information in the following sitnations without the individual’s avthorization or
opportunity to object,

C1.2.6.1. When required by law or Govemment regulation. {See section C7.1.)
{°1.2.6 2. For public health purposes. (See section C7.2))

'1.2.6.3. About victims of abuse or neglect. {See section C7.3.}

C1.2.6.4. For health oversight activities authorized by law. (Sce section C7.4.)
C1.2.6.5. For judicial ot administralive proceedings. (See section C7.5.)
C1.2.6.6. For lawenforcement purposes. {See section C7.60.)

C1.2.6.7. Concemning deccdents in limited circumstances. (See section C7.7.)

C1.2.6.8. For cadaveric organ, cve, or tissue donation purposes. (See section
CT.8)

C1.2.6.9. For research involving minimal risk. See section C7.9.

1.2.6.10. To avert a seTious threat to health or safety. (See section C7.10.}

C1.2.6.11. For specialized Government functions, including certain activities
relating to Armed Forces personnel. {See section C7.11.)

("1.2.6.12. For workers' compensation programs. {Sece section C7.12.)

1.3, SPECIAL RULES AND OTHER REQUIREMENTS RELATING TO USES AND
DISCLOSURES OF PROTECTED HEALTH INFORMATION

There are a number of special rules and other requirements relating to uses and

disclosures of personally identifiuble health information. As provided in Chapter 8,
these include:

_ C1.3.1. Standards for de-identification of personally identifiable health
information. {Secc section C8.1.)
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C1.3.2. Requirements for using and disclosing the minimum amount necessary to
accomplish a valid use or disclosure purpose. (See section C§.2.)

C1.3.3. Clarification regarding incidental nses and disclosures. (See section C8.4.)
C1.3.4. Disclosures 1o business assoclates. (Sec section C8.5.)

C1.3.5. Disclosures by whistleblowers and workforce member crime victims.
{See section C8.6.) '

C1.3.6. Rules for dealing with personal representatives on behalf of individuals,
{See section C8.7.)

Cl4. OBLIGATIONS OF THE MHS TO FULFILL RIGHTS OF INDIVIDUALS
CONCERNING PROTECTED HEALTH INFORMATION

C1.4.1. In general, as provided in Chapter 9, an individual has a right to notice of
uses and disclosures of protected health mformation that may be made by the MHS, and

of the individual's rights and the MHS" legal duties with respect to protected health
information.

Cl.4.2. Individuals generally have the right to request additional privacy
prolections, as provided in Chapter 10, This includes aright to tequest restrictions on
certain uses and disclosures, to which the MHS is not required to agree (see section
€10.1.}, and a nght to receive confidential communications by alternative means or at
alternative locations when reasonable {see scetion C10.2.).

C1.4.3. Individuals generally have aright of access to inspect and obtain a copy of

protected health information about them, subject to some limitations, as provided in
Chapter [1.

Cl.4.4. Individuals generally have a right to amend protected health information
about them if 1t is inaccurate or incomplete, under procedwres outlined in Chapter 12.

C1.4.5. The MHS shall provide patients the ability to receive an accounting of

certain disclosures that bave been made of their protected health information, as
provided in Chapter 13,
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C1.5. ADDITIONAL ADMINISTRATTVE REQUIREMENTS FOR THE MHS TO
IMPLEMENT HEALTH INFORMATION PRIVACY PROTECTIONS

To the extent provided in Chapter 14, the MHS is Tequired to implement a serics of
administrative requirements (o protect health information privacy. These include:

C1.5.1. Designation of a privacy official. (See scetion C14.1.)

C1.5.2. Training of the workforce involved m functions covered by this
Regulation. (See section C14.2.}

C1.53. Establishment of administrative, technical, and physical safeguards to
protect the privacy of protected health information. (See section C14.3.}

C'1.5.4. Creation of a complaint process. (See section C14.4.)

C1.5.5. Maintenance of a system of sanctions against members of the workforce
who fail to comply with requirements of this Regulation. (See section C14.5.)

C1.5.6. Duty of mitigation of harmful effects of improper uses and disclosures of
protected health information. (See section Cl4.6.)

C1.5.7. Restraint from mtimidating or retaliatory acts relating to the exercise of
rights under this Regulation. {See section C14.7.)

C1.5.8 Restraint from requiring individoals to waive rights under this Regulation.
(See section C14.8.)

€1.5.9. Implementation of policies and procedures to implement privacy
protections. (Sec section C14.9.)

C1.5.10. Documentation of compliance with this Regulation. (See gection
C14.10.)

C1.5.11. Transition provisions regarding patient authorizations and business

associate relationships priot to the compliance date of this Regulation. (See sections
Cl14.11, and C14.12))
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C1.6. COMPLIANCE DATE

As provided in section C14.13., the compliance date of this Regulation is April 14,
2003.
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C2. CHAPTER 2
APPLICABILITY. SCQPE, ENFORCEMENT, AND RELATIONSHIP TO OTHER TAWS

C2.1. APPLICABILITY

Except as otherwise provided, the standards, requirements, and implementation
specifications adopted under this Regulation apply to the following entities:

C2.1.1. Ahealth plan.

(212, Ahealtheare provider who transmits any health mformation in electronic
form in copnection with a transaction covered by this Regulation.

2.2. NON-APPLICABILITY

This Regulation does not apply to:

C2.2.1. Adrug testing program of the Department of Defense carried out under the
authority of DoD Directive 1010.1 (reference (m)) or DeD Directive 1010.9
(reference (n}).

(2.2.2. The provision of healthcare to foreign national beneficiaries of the MHS
when such care is provided in a country other than the United States.

€2.9.3. The Armed Forces Repository of Specimen Samples for the identification
of Remains, established and operated under the anthority of DoD Directive 5154.24
(reference ().

(2.2 4. The provision of healthcarc to encmy prisoners of war, retained personnel,
civilian internees and other detainees under the provisions of Dol Directive 2310.1
{reference ().

C7.2.5. Bducation records maintained by domestic or overseas schools operated by
the Department of Detfense.

C2.2.6. Records maintained by day care centers operated by the Department of
Defense.

C2.2.7. Reserve component medical activities that are not practicing in an MTF.
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C2.2.8. Military Entrance Processing Stations.

C2.2.9. Reserve component practicing outside the authonity of MTFs who do not
engage in electronic transactions covered by this Regulation.

C2.3. INSPECTOR GENERAL

As required under the Social Security Act, 42 US.C. 1320a-Te(a)(5) (reference (1)),
nothing in this Regulation shall be construed to diminish the authority of any statutory
Inspector General, including such authority as provided in the Inspector General Act of
1978, as amended (5 U.S.C. App.) (reference {p}).

C2.4. PREEMPTION OF STATELAW

£2.4.1. Genera! Rule Upder HFIS Regulation. In general, the HHS Regulation
{reference (2)) establishes Tules, exceptions, and procedures governing the
determination of the preemption of state Jaw by reference {g). As agencral rule, a
standard, requirement, or implementation specification adopled under reference () that
is contrary to a provision of State law preempts the provision of State law. Exceptions
to this general rule include the ¢ircumstance in which the provision of State law relates
to the privacy of health information and is more stringent than a standard, requirement,
or implementation specification adopted under the HHS Regulation.  Exceptions also
include circumstances in which the provision of State law, including State procedures
established under such law, as appiicable, provide for the reporting of disease or mjury,
child or domestic abuse or neglect, birth, or death, or for the conduct of public health
surveillance, Investigation, or intervention.

C2.4.2. General Rule Under This Regulation. As a general rule, State laws
pertaining to healthcare arc not applicable to healthcare programs and activities of the
Department of Defense, However, there arc some matters concerning which DoD rules
and procedures call for the DoD Components to follow State law.

(2.4.2.1. For example, in cases involving disclosure of protected health

information about a minor to 4 parent, guardian, or person acting in loce parentis of such
minor, the State law of the State where the treatment is provided shall be apphed.
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2.4.2.2. Inany other case in which there 15 a conflicl between this Regulation
and State law, this Regulation shall apply, unless DoD rules, procedures, or other

applicable policy call for the DoD Components to follow State law with respect to the
matter at 1ssue.

C2.5. COMPTIANCE AND ENFORCEMENT BY THE SECRETARY OF HHS

C2.5.1. Rules and procedures established by the Secretary of HHS pursuant to the
HHS regulations arc applicable to covered cntities of the Department of Defense.

C2.5.2. Complaints to the Department of HHS.

£2.5.2.1. Aperson who believes the MHS is not complying with the applicable
requirements of the HHS Regulation (reference (g)) may file a complaint with the
Depatrtment of HHS. Such complaints shall meet the following requirements:

C2.5.2.1.1. Acomplaint shall be filed in wnting, either on paper or
electromcally.

C2.5.2.1.2. Acomplaint shall name the entity that is the subject of the
complaint and describe the acts or omissions believed to be i violation of the
applicable requirements of the HHS regulations.

C2.5.2.1.3. Acomplaint shall be filed within 180 davs of when the
complamant knew or should have kmown that the act or omissicn complained of
occurred, unless the Secretary of HHS waives this time limit for good cause shown.

{2.3.2.14. The Scerctary of HHS may preseribe addifonal procedures
for the filing of complaints, as well as the place and manner of filing, by notice in the
Federal Register.

C2.5.2.2. The Secretary of HHS may investigate complaints referred to in
subparagraph C2.5.2.1. Such investigation may include a review of the pertinent
policies, procedures, or practices of the MHS and of the circumstances regarding any
alleged acts or omissions concerning compliance,

(2.5.3. Comphance Reviews, The Secretary of HHS may conduct compliance
reviews to determine if covered entities are complying with the applicable requirements
of the HHS regulations,
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C2.5.4. Responsibilities of Covered Entities in Relation to HHS Compliance and
Enforcement

C2.5.4.1. Records and Compliance Reports.  Acovered entity shall keep such
records and submit such complianee reports, in such time and manner and containing
such information, as the Secretary of HHS detcrmines necessary to ascertain whether

the covered entity has complied or is complymg with the applicable requirements of the
HHS regulations.

C2.5.4.2. Cooperate With Complaint Tnvestigations and Compliance Reviews.
A covered entity shall cooperate with the Secretary of HHS, 1f the Secretary of HHS
undertakes an investigation or compliance review of the policies, procedures, or

practices of a covered entity to determine whether it is complying with the HHS
regulations.

C2.543 Permit Access to Information

C2.5.4.3.1. Acovered entity shall permit access by the Secretary of HHS
dunng normal busimess hours to its facilities, books, records, accounts, and other
sourees of information, including protected health information, that are pertinent to
ascertaining compliance with the applicable requirernents of the ITHS regulations. 1f
the Secretary determines that exigent circumsiances exist, such as when documents may

be hidden or destroyed, a covered entity must permit access by the Secretary of HHS at
any ume and without notice.

C2.5.4.3.2_ If any information required ol a covered entity under this
subparagraph is in the exclusive possession of any other agency, institution, or person
ard the other agency, institution, or persen fails or refuses o furnish the information,

the covered entity shall so certify and set forth what efforts it has made to obtain the
information.

(C2.3.4.3.3. Protected health information obtained by the Secretary of
HHS in connection with an investigation or comphance review shall not be disclosed by
the Secretary of HHS, except if necessary for ascertamming or enforcing compliance with
the applicable requircments of the HHS regulations, or if otherwise required by law.

C2.54.3.4. Tnthe event any information sought by the Secretary of HHS
under subparagraph C2.5.4.3_ is classified in the interest of national security or defense,

the covered entity shall make appropriate arrangements for access by the Secretary of
FIHS consistent with applicable requirements for handling classified information.
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{£2.5.5. Penalties for Non-compliance. Sections 1176 and 1177 of the Social
Security Act (42 U.5.C. 1320d4-5, 1320d-6) (reference (1)) provide penalties for
non-compliance with the HHS regulations.

C2.5.5.1. There are civil penaltics of not more than $ 100 for each violation

tor a failure by any person to comply with requitements of the law and implementing
HHS regulations.

C2.5.5.2. There arc eriminal penalties, including fines of up to $50,000 and

mprisonment for up to 1 year, for the wrongful disclosure by any person of individually
identifiable health information.

C2.6. RELATIONSHIP TO PRIVACY ACT

In adclition to responsibilities to comply with this Regulation, covered entities are also
responsible for compliance with the DoD Povacy Act Program Repulation (reference

G2

C2.6.1. Although nothing in this Regulation violates reference (d), compliance with
this Regulation does not necessarily satisty all requirements of reference (d). For
example, an authonzed disclosure under Chapler 7 of this Regulation may require
additional actions under reference (d), such as the establishment of a "routine use”in the
systern notice for the pertinent medical record system, which specifically identifies 1o
whom the disclosure i1s made and for what purpose.

C2.6.2. Compliance with {teference {d}) in conncction with protected healih
mmformation docs not pecessarily satisfy requirements of this Regulation. For example,
an authorized routine use of medical records under reference (d) 18 not necessarily a
disclosure that can be made under thiz Regulation.

C2.6.3. Nothing in this Regulation creates any right or obligation under reference

(d).

£2.7. NO PRIVATE CALUSE OF ACTION

(C2.7.1. There is no private cause of action under the statute referred to in section
C2.1., the HHS regulations, or this Regulation. Potential remedies for alleged
violations of that statute and the FTHS regulations are those referred to in section C2.5.
Poiential remedies for alleged violations of this Regulation are addressed in sections
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C14.4.and C14.5. Nothing in this Regulation gives an individual a right to initiate a
legal action in court for any alleged violations.

(C2.7.2. Although, as stated in seclion C2.7, there is overlap between this
Regulation and reference (d), alleged or actual violations of this Regulation do not
constitute a violation of reference (d) or give rise to acause of action under reference

{c).

C2.8. RELATIONSHIP TO FREEDOM OF INFORMATION ACT

In general, the Freedom of Information Act (reference (q)} requires Government
Apencies to provide access to records in the possession of the agencies to members of
the public whe request it.  This Act, however, is subject 1o exception, among which 18
when aceess would cause an unwarranted invasion of personal privacy. Access to
protected health information, other than that specifically provided for in this Regulation,
would generally cause an unwarranted invasion of personal privacy of the individual to
whom the protected health information pertains.  Thus, the reference {q) would
generally not affect matters governed by this Regulation.  Requests under reference (q)
are handled under DoD 5400.7-R (reference (1)).
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C3. CHAPTER 3

ORGANIZATIONAL RESPONSIBILITIES WITHIN THE MILTTARY HEALTH SYSTEM
UNDER THIS REGUT ATION

C3.1. PURPGSE
This Chapter establishes organizational responsibilitics for covered entities that are part

of the MHS and for business associates that are Components of the Department of
Defense to comply with this Regulation.

C3 2. COVERED ENTITIES IN THE MHS

C3.2.1. The MHS includes all DoD> health plans and all DoD healthcare providers
that are, in the case of institutional providers, organized under the management authority
of, ot in the case of covered individual providers, assigned to or employed by, the
TRICARE Management Activity, the Army, the Navy, or the Air Foree.

C3.2.2. All such covered entities are under the common control of the Assistant
Secretary of Defense for Health Affairs (ASD(HA)). These affiliated covered entities
arc hereby desigmated as a single covercd entity.  Unless otherwise specifically stated in
this Regulation, responsibilities of MHS covered entities under this Regulation shall be
construed as responsibilities of the MHS, under the management control of the
ASD(HA}, and, for purposes of activities subject to this Regulation, under the
management control of the Director, TRICARE Management Activity.

C3.2.3. All covered entities that are components of the MHS shall carry out

responsibililies in this Regulation consistent with the direction of the Director,
TRICARE Management Activity.
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C3.2.3.1. Each military treatment facility and dental treatment facility
(sometimes collectively referred to as MTFs) 1s the desighated covered entity for all
institutional healthcare provided by the facility and for all other healtheare provided by
providers assigned to, employed by, or otherwise providing services in or on behalf of
the facility. Inthe case of contracted healthcare providers providing personal services
or non-personal services in an MTF or dental treatment facility, the designated covercd
entity shall be the designated military treatment facility or dental treatment facility,
unless otherwise specifically provided in the applicable contract. Unless so otherwise
specifically provided in the applicable contract, each contract provider shall be required
to comply with all requirements of or arising from this Regulation to the same extent as
healthcare providers who are employces of the facility.

C3.2.3.2, All healthcare providers that are covered entities under this
Regulation and are not providing services in or on behalf of a medical or dental
treatment facility (for example, shipbourd or field deployed medical personnel) are
included in a covered entity, as follows:

(3.2.3.2.1. Providers under the control of the Department of the Army
are 1nchuded in a covered enlity under the Surgeon General of the Army.

(C3.2.3.2.2. Providers under the control of the Department of the Navy
are included in a covered entity under the Surgeon General of the Navy.

C3.2.3.2.3. Providers under the contro! of the Department of the Air
Foree are included in a covered entity under the Surgeon General of the Air Force.

(3.3. THE MHS AND ORGANIZED HEALTHCARE ARRANGEMENTS

C3.3.1. For certain purposes under this Regulation, such as the establishment of a
covered entity's rules and procedures for uses and disclosures of protected health
information for treatment, payment, or healtheare operations, such rules and procedures
established by an organized healthcare arrangement of which the covered entity is a part
are recognized as the tules and procedures of the covered entity. For this purpose, this
section identifies the MHS, the MHS and certain elements of the Coast Guard, and
elements of the MHS as organized healthcare artangements.

C3.3.2. The following are organized healthcare arrangements of the MHS:
C3.5.2.1. The MHS is an organized healthcare arrangement consisting of all of

the covered entities identified in section C3.2. Policies and procedures for the MUS
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are established principatly by the ASD{HA}, but may also be established by the Under
Sceretary of Defense for Personnel and Readincss, or the Secretary of Defense. Such
policies and procedures may also be established by the Director of the TRICARE
Management Activity to the extent of the Director's authorities under DoD Directive
5136.12 (reforence (k)), or as otherwise delegated by the ASD{HA).

C3.3.2.2. Healthcare personnel and related assets of the Department of the
Army are under the Surgeon General of the Amy and are part of an organized healthcare
arrangement that inchudes the U.S. Army Medical Command and the covered ontities
identified in subparagraph C3.2.3.2.1. Policies and procedures for this organized
healthcare arrangement are established principally by the Surgeon General of the Army,
hut may also be established by or on behalf of the Chief of Staff of the Amy, the

Assistant Secretary of the Army for Manpower and Reserve Affairs, or the Secretary of
the Army.

C3.3.2.3. Healthcare personnel and related assets of the Department of the
Navy are under the Surgeon General of the Navy and are part of an organized healthcare
arrangement that includes the Bureau of Medicine and Surgery and the covered entities
identified in subparagraph C3.2.3.2.2. Policies and procedures for this organized
healtheare arrangement are established principally by the Surgeon Cieneral of the Navy,
but may also be established by or on behalf of the Chief of Naval Operations, the

Assistant Sccretary of the Navy for Manpowet and Reserve Affairs, or the Secretary of
the MNavy.

("3.3.2.4. Healthcare persomed and related assets of the Department of the
Air Foree are under the Surgeon General of the Air Force and are part of an organized
healtheare arrangement that includes the Alr Force Medical Operations Agency and the
covered entities identified in subparagraph €3.2.3.2.3. Policies and procedures for this
organized healthcare arrangement arc established principally by the Surgeon General of
the Air Force, but may also be established by or on behalf of the Chief of Staff of the
Air Foree, the Assistant Secretary of the Awr Force for Manpower and Reserve Affairs,
or the Secretary of the Air Fores.

C3.1.3. The MHS is also part of an organized healthcare arrangement with the
C'oast Guard. The following elements of the Coast Guard are part of that organized

healtheare arrangement:

C%.3.3 1. Providers under the control of the Coast Guard and under the
Director, Health and Safety Dircctorate of the Coast Guard.

C3.332. The Coast Guard Health Care Program.
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C3.4. BUSINESS ASSOCIATE ARRANGEMENTS AMONG AND FOR THE DoD
COMPONENTS

3.4.1. The DoD Components (including some that are themselves covered
entities) sometimes perform functions for covered entities that are covered functions
under this Regulation. Inother cases business assoclate functions for DoD covered
entities may be carried oul by other Government Agencies or by non-governmental

entitics under contract. This section cstablishes requirements applicablie to all busimness
associates that are:

C3.4.1.1. The DoD Components, for which the requitements are cgtablished
by this Regulation, thus not regairing a written Business Associate agreement.

C3.4.1.2. Other Government Agencies, for which the requirements shall be
incorporated (or incorporated by reference} into the memorandum of agreement {or

other applicable documentation of the arrangement} between the DoD Component and
the other Government Agency.

C3.4.1.3. Other entities, for which the requirements shall be incorporated (or
incorporated by reference) into the contract or agreement with the other entity.

C3.4.2. The following requirements are applicable to uses and disclosures of
protected health information by business associates.  Additional requirements may be
added to contracts and agreements at the discretion of the Dol Component,

C31.4.2.1. Abusiness associate may not uge or further disclose such

information in a mannce that would vielate the requirements of this Regulation, except
that:

C342.1.1. Abusiness associate may use and disclose such information
for the proper management and administration of the business associate; and

C3.42.1.2. Abusiness associate ay provide data aggregation services
telating to the healthcare operations of the covered entity.

C3.4.2.2. Abusiness assoclate shall:

C3.4.2.2.1. Not use or further disclose the information other than a3
permitted or required by Do} Regulation or as required by law.
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the information other than as allowed by this Regulation.

(C3.4.2.2.3. Report to the covered entity any use or disclosure of the
information not allowed by this Regulation of which it becomes aware.

C3.42.2.4, Ensure that any person or contractor to whom it provides
protected health information received from, or created or recerved by the business
associate on behalf of, the covered entity is subjcct to or agrees to the same

restrictions and conditions that apply to the business associate with respect to such
nformation.

: C3.4.2.2.5 Make available protected health information in accordance
with Chapter 11.

C3.4.2.2.6. Make available protected health information for amendment
and incorporate any amendments to protected health information in accordance with
Chapter 12.

C3.4.2.2.7. Make available the information required to provide an
accounting of disclosures in accordance with Chapter 13. '

C3.472.3.%. Make its internal practices, books, and records relating to the
use and disclosure of protected health information received from, or created or received
by the business associate on behalf of, the covered entily available to the Secretary of

HHS for purposes of determining the covered entity's compliance with the HS3
regulations; and

C3.4.2.29. Al termimation of the performance by the business associate
functions, if {easible, retumn or desiroy all protected health information received from,
or created or received by the business associate on behalf of, the covered entity that the
business associate still maintains in any form and retain no copies of such mformation
or, if such return or destruction is not feasible, maintain compliance with this
Regulation and limit further uses and disclosures to those purposcs that make the return

or destruction of the information infeasible. Any action taken should be approprately
documented.

£3.4.53 Other Agangements

C3.4.3.1. If a business associate is reguired by law Lo perform a function ot
activity on behalf of a covered entity or to provide a service described in the definition
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of business associate in this Regulation to a covered entity, such covered entity may
disclose protected health mformation to the husiness assoclate necessary to comply
with the legal mandate. This may be done without mecting the requirements of section
C3 4., if that the covered enlity attempts in good faith to obtain satisfactory assurances
that the business associate shall honor the provisions of subparagraph C3.4.2.2. 1f such

atternpt fails, the attempt and the reasons that such assurances cannot be obtained shall
be documenied.

(3.4.3.3. The business associate may use the information received by the

husiness associate in its capacity as a business assoclate to the covered entity, if
NECESSUTY:

(c3.4.3.2.1. Tor the proper management and adminisiration of the
business associate; or

C3.4.3.2.2. To carry out the legal responsibilities of the business
assoclate.

3.4.33. The business associate may disclose the mformation reccived by the
business associate in its capacity as a business associate for the purposes described in
subparagraph C3.4.3.2, 1f: '

C3.4.3.3.1. The disclosure 1s required by law; or

C3.4.3.3.2. The business associate obtains reasonable assurances from
the person to whom the information is disclosed that it shall be held confidentially and
used or further disclosed only as required by law or for the purpose it was disclosed to
the person; and the person notifies the business associate of any instances of which 1t s
aware in which the confidentiality of the information has been breached.

C3.5. REQUIREMENTS FOR A COVERED ENTITY WITH MULTIPLE COVERED
FUNCTICNS

C3.5.1. Acovered entity that performs multiple covered fanctions that wouid make
the entity a combination of a health plan and a covered heaithcare provider shall comply
with the standards, requirements, and implementation specifications of this Regulation,
as applicable to the health plan or healthcare provider covered functions performed.
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£3.5.2. Acovered entity that performs multiple covered functions may usc or
disclose the protected health information of individuals who receive the covered entity’s
health plan or healtheare provider services, but not both, only for purposes related to the

appropriate function being performed.
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C4. CHAPTER 4

USES OR DISCTOSURES TO CARRY OUT TREATMENT, PAYMENT AND
BEAI THCARE OPERATIONS

4.1, STANDARD: PLRMITTED USES AND DISCLOSURES

Except uses or disclosures that require an authorization under sections €5.1.2. and
C5.13,, a covered entity may use or disclose protected health information for treatment,
payment, ot healthcare operations as set forth in section C4.2., if that such use or
disclosure is consistent with other applicable requirements of this Regulation.

C4.2, IMPLEMENTATION SPECIFICATIONS: TREATMENT, PAYMENT, AND
HEALTHCARE QPERATIONS

C4.2.1. Acovered entity may use or disclose protected health information for its
OWr treatment, payment, ot healthcare operations.

C4.2.2. Acovered entity may disclose protected health information for treatment
activities of a healthcare provider.

C4.2.3. Acovered entity may disclose protected health information to another

covered entity or a healthcare provider for the payment activities of the entity that
recelves the information.

- C4.2.4. Acovered entity may disclose protected health information to another
covered entity for healthcare operations activities of the entity that receives the
information, 1t each entity either has or had a relationship with the individual who is the
subject of the protected health information being requested, the protected hcalth
information pertains to such relationship, and the disclosure is:

C4.2.4.1. For a purpose listed in subparagraphs D1.1.13.1. and DL1.1.13.2.;
or

C4.2.4.2. For the purpose of healthcare fraud and abuse detection or
compliance.
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C4.2.5. Acovered entity that parlicipates in an orgamzed healthcare arrangement
{including under section C3.3.} may disclose protected health information about an
individual to another covered entity that participates in the organized healthcare
arrangement for any healthcare operations activities of the organized healthcare
arrangement.
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C5. CHAPTER 5
LUSES AND DISCLOSURES FOR WHICT AN AUTHORIZATION IS REQUTIRED

C5.1. STANDARD: AUTHORIZATION FOR USES AND DISCLOSURES

Each MTF shall estahlish standard operating procedures for uses and disclosures of
authonization as covered in this Chapter.

C5.1.1. Authonization Required: General Rule. Except as otherwise permitted or
required by this Regulation, a covered entity may not use or disclose protected healih
information without an authorization that is valid under this section. When a covered
entity obtains ot receives a valid authorization for use or disclosure of protected health
information, such use or disclosure shall be consistent with such authorization.

C3.1.2. Authorization Required: Psvehotherapy Notes. Notwithstanding any other
provision of this Regulation, other than transition provisions provided for in Chapter 14,
a covered entity shall obtain an authorization for any use or disclosure of psychotherapy
notes, except:

C3.1.2.1. To carry out the following treatment, payment, or healtheare
operations:

€5.1.2.1.1. Use by the originator of the psychotherapy notes for
trealment.

C5.1.2.1.2. Use or disclosure by the covered entity for its own training
programs that students, trainees, or practitioners in mental health learn under
supervision to practice or improve their skills in group, joint, family, er individual
counseling: or

C5.1.2.1.3. Use or disclosure by the covered entity to defend itself (or to
defend the United States 1n a claim or aclion brought under the Federal Tort Claims Act
(reference (s)} or Military Claims Act, 10 US.C. chapter 163 (reference (1)) arising
from any alleged act or omission of the covered entity) in a legal action or other
proceeding brought by the individual.

5.1.2.2. Ause or disclosure that 1s:
C5.1.2.2.1. Reguired by the Secretary of HHS in relation to compliance

activities of the Secretary of HHS referred to in section C2.5.; or
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€5.1.2.2.2. Permitied by section C7.1., pertaining 10 uses and disclosures
requircd by law; ot

€5.1.2.2.3. Permitted by section C7 4., pertaming to uses and disclosures
for health oversight activities, with respect to the oversight of the originater of the
psychotherapy notes, or

C5 1.2.2.4. Permitied by section C7.7., pertaining to uses and disclosures
about decedents o coroners and medical examiners; or

C5.1.2.2.5. Permitted by subparagraph C7.10.1.1., pertaining to uses and
disclosures to avert a serious and imminent threat 10 health or safety of a person or the
public, which may include a serious and imminent threat to military personnel or
members of the public or a serious or imminent threat to a specific military mission or
national security under circemstances which in turn create a serious and imminent threat
to a persen or the public.

C5.1.3. Authorization Required: Marketimg

€5.1.3.1. Notwithstanding any provision of this Chaptcr, other than the
transition provisions in Chapter 14, 4 covered enlity must obtain an authorization for any
use or disclosure of protected health intormation for marketing, except if the
communication is in the form of:

C5.1.3.1.1. Aface-to-face communication made by a covered entity to an
individual; or

C5.1.3.1.2. Apromotional gifi of nominal value provided by the covered
entity. '

C5.1.3.2. If ihe marketing involves direct or mdirect remuneration to the

covered entity from a third party, the authorization must state that such remuneration 13
involved.

C5.2. IMPLEMENTATION SPECTFICATIONS: GENERAL REQUIREMENTS

5.7 1. Valid Anthornizations

C5.2.1.1. Avalid authorization 15 a document that contains the clements listed
in subparagraph C5.1.3.2., paragraphs C5.3.1. and C5.3.2., as applicable.

435 CHAPTER 32



Dol 6025 18-R, fen. 24, 2003

C5.2.1.2. Avalid authorization may contain elernents or information in addition
to the elements required by this section, if such additional elements or information are
not inconsistent with the elements required by this section.

C5.2.2. Defective Authorfizations. An authorization is not vald, if the.dm:ument
submitted has any of the following defects:

5.2.2.1. The expiration date has passed or the expiration event is known by
the covered entity to have occcurred.

(C5.2.2.2. The authorization has not been filled out completely, with respect to
an element described by section C5.3.,1F applicable.

(5.2.2.3. The authorization 13 known by the covered entity to have been
revoked.

(05.2 2 4. The authorization violates paragraphs C5.2.3. or C5.2.4.,1f
applicable.

C5.2.2.5. Any material information in the authonization 18 known by the
covered entity to be false. '

(5.2.3. Compound Authorizations. An authorization for use or disclosure of
protected health information may not be combined with any other document to create a
compound authorization, except as follows:

C5.2.3.1. Anauthorization for the use or disclosure of protected health
information for a research study may be combined with any other type of written
permission for the same research study, including another authonzation for the use or
disclosure of protected health information for such research or a consent to participate
in such research.

C5.2.3.2. Anauthorization for a use or disclosure of psychotherapy notes may
only be combined with another authorization for a use or disclosure of psychotherapy
notes.

(C5.2.3.3. Anauthorization under this section, other than an authonzation for a
nse or disclosure ot psychothcrapy notes, may be combined with any other such
anthorization under this section, except when a covered entity has conditioned the
provision of treatment, payment, enrollment in the health plan, or eligibility for benefits
under paragraph C5.2.4. on the provision of one of the anthorizations.
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€5.2.4. Prohibition on Conditioning of Authorizations. Acovered entity may not
condition the provision to an individual of treatment, payment, enrcllment m the health
plan, or eligibility for benefits on the provision of an authorization, £xcept:

C5.24.1. Acovered healthcare provider may condition the provision of
research-related treatment on provision of an authorization for the use or disclosure of
protected health information under this Chapter.

C5.2.4.2. Acovered entity may condition the provision of healthcare that is
solely for the purpose of creating protected health information for disciositre to a third
party on provision of an authorization for the disclosure of the protected health
information to such third party. Examples of this include physical exams performed m
order for a family member to participate in a school's extracurricular activities.

('5.2.5. Revocation of Authorizations. An individual may revoke an authorization
provided under this section at any time, if the revocation is in writing, except 1f:

5.7 5.1. The covered entity has taken action inreliance thercon; or

C5.2.5.2. The authotization was obtained as a condition of obtaining mmsurance
coverage, other law provides the msurer with the right o contest a claim under the
policy or the policy itself, '

€52 6. Docunentation. Acovered entity shall document and retain any signed
authorization andior revocation under this section as required by section C14.10.

C52.7. Review of Authorizations. Acovered cntity shall review on a periodic basis
any authorization provided under this section. If the review discloses any question over
the authorization's continuing validity, the covered entity shall contact the individual
who provided the authorization to clanify/verify contents of the authorization.

C3.2.8. Processing of Authorizations. Autherizations involving use or disclosure
of protected health information in the possession of an MTE, should be directed to the
Privacy Officer of the MIF involved. Authorizations involving the use or disclosure of
protected health information in the possession of the health plan should be directed to
the TRICARE Management Activity Privacy Officer.
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C3.3. IMPLEMENTATION SPECTFICATIONS: CORE ELEMENTS AND
REQUIREMENTS

C5.3.1. Core Flements. A valid authorization under this section shall contain at
least the following elements:

C5.3.1.1. Adescription of the information to be used or disclosed that
identifies the information in a specific and meaningful fashion.

5.3.1.2. The name or other specific identification of the person(s), or ¢lass
of persons, authorized to make the requested use or disclosure.

C5.3.1.3. The name or other specific identification of the person{s), or cluss
of persons, to whom the covered entity may make the requested use or disclosure.

C5.3.14, Adeseription of each purpose of the requested use or disclosure.
The statement "at the request of the individual"is a sufficient description of the purpose
when an individual initiates the authorization and does not, o1 elects not to, provide a
gtatement of the purpose.

C5.3.1.5. Ancxpiration date or an ¢xpiration event that relates to the
individnal or the purpose of the use or disclosure. The statement "end of the research
study," "none," or similar language is sufficient if the authorization is for ause or
disclosure of protected health information for rescarch, including for the creation and
maintenance of aresearch databage or research repository.

(5.3.1.6. Signature of the individual and date. If a personal representative of
the individual signs the authorization, a description of such representative's authority to
act for the individual shall also be provided.

C3.3.2. Required Statements.  In addition to the core elements, the authorization

shall contain statements adequate to place the individual on notice of all of the
following:

C5.3.2.1. The individual's right to revoke the authorization in writing, and
either:

5.3.2.1.1. The exceptions to the right to revoke and a description of how
the individual may revoke the authorization; or

€5.3.2.1.2. The information in subparagraph C3.3.2.1.1. is included mn the
notice required by Chapter 9, areference to the covered entity’s notice.
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C5.3.2.2. The ability or inability to condition treatment, payment, enrollment
or eligibility for benefits on the authorization, by stating either:

(5.3.2.2.1. The covered entity may not condition ireatment, payment,
enrollment ot eligibility for benefits on whether the individual signs the authonzation
when the prohibition on conditioning of authorizations in paragraph C3.2.4. applies; or

(!5.3.2.2.2. The consequences to the mdividual of a refusal to sign the
aulhorization when, in accordance with paragraph C5.2.4., the covered entity can
condition treatment, enrollment in the health plan, or eligibility for benefits on failure
te obtain such authorizahon.

C5.3.2.3. The potential for information disclosed pursuant to the authorization
to be subject to redisclosure by the recipient and no longer be protected by this rule.

C5.3.3. Plain Languace Requirement. The authorization shall be written in plain
language.

C5.3.4. Copvto the Individual. If a covered entity seeks an authorization from an
individual for ause or disclosure of protected health information, the covered entity
must provide the individual with a copy of the signed authorization.

C5.4. AUTHORIZATION REQUIRED TNDER SPECIAL RULES FOR ALCOHOL AND
DRUG ABUSE PROGRAM PATIENTRECORDS

An anthorization is generally required for uses and disclosures of aleohol and drug abuse
program patient records under special rules discussed m section C8.9,
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C6. CHAPTER &

USES_AND DISCLOSURES REQUIRING AN OPFORTUNIT FOR THE INDIVIDUAL
TO AGREE QR TO QBJECT

Acovered enfity may use or disclose protected health information when the mndividual is
informed in advance of the use or disclosure and has the opportunity to agree to or
prohibit or restrict the disclosure in accordance with the applicable requirernents of
this Chapler. The covered cntity may orally inform the individual of and obtain the
individual's oral agreement or objection to a use or disclosure permitted by this
section, If an individual objects, thut objection shall be documented by the covered
entity and shall remain valid for the duration of that episode of care.

C6.]1. STANDARD: USE AND DISCLOSURE FOR FACILITY DIRECTORIES

C6.1.1. Permitted Uses and Disclosure. Except when an objection 15 expressed in
accordance with paragrapls €6.1.2. or €6.1.3., a covered healthcare provider may:

C6.1.1.1. Use the following protected health information to maintain a
directory of individuals in its facility:

C6.1.1.1.1. The individua!l's name.

C6.1.1.1.2. The individual's location in the covered healthcare provider's
facility.

C6.1.1.1.3. The individual's condition described in general terms that
does Tot communicate specific medical information about the individual (using
descriptions such as "stable," "good,” "fair," "serious,” "eritical," "conscious,”

"semiconscious,” and "unconscious'); and

C6.1.1.1.4. The individual's religious affiliation for use only by members
of the clergy. T

£6.1.1.2. Disclose for directory purposes such mformation:

6.1.1.2.1. Tomembers of the clergy; or
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C6.1.1.2.2. Except for religious affiliation, to other persons who ask for
the individual by name.

C6.1.2. Opportunity to Object. A covered healtheare provider shall inform an
tndividual of the protected health information that it may include in a directory and the
persons to whom it may disclose such information (ncluding disclosures to clergy of
information regarding religious affiliation) and provide the mdividual with the
opportunity to restrict or prohibit some or all of the uses or disclosures permitted by
paragraph C6.1.1. Tf an individual objects, that objection should be docurnented by the
covered entity and shall remain valid for the duration of that episode of care.

C6.1.3. Emergency Clrcumstances

C6.1.3.1. 1f the opportunity to object to uses or disclosures required by
paragraph C6.1.2. cannot practicably be provided becaunse of the individual's incapacity
or an emergency treatrnent circumstance, a covered healtheare provider may use or
disclose some or al) of the protected health information permitted by paragraph €6.1.1.
for the facility's directory, if such disclosure 1s:

(C'6.1.3.1.1. Consistent with a prior expressed preference of the individual,
if any, that is known to the covered healthcare provider; and

C6.1.3.1.2. In ihe mdividual's best interest as determined by the covered
healthcare provider, in the exercise of professional judgtment.

(C6.1.32. The covered healthcare provider shall inform the individual and
provide an opportunity to object Lo uses or disclosures for directory purposes as
required by paragraph C6.1.2. when it becomes practicable to do so.

C6.2. STANDARD: USES AND IMSCLOSURES FOR INVOLVEMENT IN THE
INDIVIDUAL'S CARE AND NOTIFICATION PURPOSES

C6.2.1. Permitted Uses and Disclosures

C6.2.1.1. Acovered emity may, in accordance with paragraphs €6.2.2. or
C6.2.3., disclose to a Fanily member, other telative, or a close personal friend of the
individual, or any other person identified by the individual, the protected health
information directly relevant to such person's mvolvement with the individual's care or
payment related to the individual's healthcare.

5 CHAFTER &



Dol GR35 T8-R, Jun. 24, 2003

C6.2.1.2. Acovered entity may use ot disclose protected health information to
notify, or assist in the notification of (including identifymyg or locating), a family
member, a personal representative of the individual, or another person responsible for
the care of the individual of the individual's location, general condition, or death. Any
such use or disclosure of protected health information for such notification purposes
shall be in accordance with paragraphs C6.2.2., C6.2.3., or C6.2.4., as applicable.

C6.2.2. Uses and Disclosures With the Individual Present.  If the individual is
present for, or otherwise available prior 1o, a use or disclosure permitted by paragraph
C6.2.1. and has the capacity to make healthcare decisions, the covered entity may use or
disclose the protected health mformation 1f it: '

C6.2.2.1. Obtains the individual’s agreement.

C6.2.2.2. Provides the individual with the opportunity to obiect to the
disclosure, and the individual does not express an objection; or

C6.2.2.3. Reasonably infers from the circumstances, based on the exercise of
professional judgment that the individual does not objcet to the disclosure.

£6.2.3. Limited Uses and Disclosures When the Individual Is Not Present. I the
individual is not present, or the opportunity to agree o1 object to the use or disclosure
cannot practicably be provided because of the individual's incapacity or an emcrgency
circumstance, the covered entity may, in the exercise of professional jodgment,
determine whether the disclosure is in the best interests of the mdividual and, 1f so,
disclose only the protected health information that is directly relevant to the person's
involverment with the individual's healthcare. Acovered entity may use professional
judgment and its experience with common practice and gudance from respecfive
Service regulations to make reasonable inferences of the individual's best interest in
allowing a person to act on behalf of the individual to pick up filled preseriptions,
medical supplies, X-rays, or other similar forms of protected health information.
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C6.2.4. Use and Disclosurgs for Disaster Relief Purposes. Acovered entity may
use or disclose protected health information to a public or private entity authorized by
law or by its charter to assist in disaster relief efforts, for the purpose of coordinaling
with such entitics the uses or disclosures permitted by subparagraph C6.2.1.2. The
requirctnents n paragraphs C6.2.2. and C6.2.3. apply to such uses and disclosure to the
extent that the covered cntity, tn the exercise of professional judgment, determines that

the requirements do not intcrfere with the ability to respond to the emergency
circumstances.
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C7. CHAPTERY

USES AND DISCLOSURES FOR WHICH AN AUTHORIZATION OR OPPORTUNITY
TO AGREE OR OBIECT IS NOT RECUIRED

A covered entity may use or disclose protected health information without the writien
authorization of the individual as deseribed in Chapter 5 or the opportunity for the
individual to agree or object as described in Chapter 6 in the situations covered by this
Chapter, subject to the applicable requiremients of this Chapter. When the covered
entity is required by this Chapter to inform the individuat of, or when the individual may
agree 10, a use or disclosure permitted by this Chapter, the covered entity's information
and the individual's agreement may be given crally (in which case the coverced entity
shall establish appropriate documentation of such oral communication). (NOTE: as
required by section C2.6., a disclosure perm ittedd by this Chapter must also be
considered under the standards of the Privacy Act Program Regulation, DoD 5400.11-R
(reference {d)). to determme whether it is also covered by that Regulation and whetber
disclosure is permitted under that Regulation.)

C7.1. STANDARD: USES AND DISCLOSURES REQUIRED BY LAW

C7.1.1. Acovered entity may use or disclosc protected health information to the
extent that such use or disclosure {8 required by law and the use or disclosure complies
with and is Limited to the relevant requirements of such law.

C7.5., or C7.6. for uses or disclosures required by law,

C7.2. STANDARD: USES AND DISCLOSURE FOR PUBLIC HEALTH ACTIVITIES

C7.2.1. Permitted Disclosures. A covered entity may disclose protected health
information for public health activities to:

€7.2.1.1. Apublic health authority that is authorized by law to collect or
receive such information for the purpose of preventing or controlling disease, injury, or
disability, including, but not limited to, the reporting of diseuse, tjury, vital events such
as birth or death, and the conduct of public health surveillance, public health
investigations, and public health interventions; or, at the direction of a public health
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authority, to an official of a foreign government agency that is acting in ¢collaboration
with a public health authonity.

C7.2.1.2. Apublic health authority or other Government authonty authorized
by law to receive reports of child abuse or neglect.

(7.2.1.3. Aperson subject to the jurisdiction of the Food and Drug
Administration (FDA) addressing an FDA-regulated product or activity for which that
person has responsibility, for the purpose of activities related to the quality, safety or
effectivencss of such FDA-regulated product or activity. Such purposes include:

¢7.2.1.3.1. Collecting or reporting adverse events {or similar reports,
food or dietary supplemenis), product defects ot problems (including problems with the
use or labeling of a product), or biclogical product deviations,

C7.2.1.3.2. Tracking FDA-regulated products.

7.2.1.3.3. Enabling product recalls, repairs, or replacement, or lookback
(including locating and notifying individuals who have received products that have been
recalled, withdrawn, or are the subject of lookback}; or

C7.2.1.3.4. Conducting post-marketing surveillance.

C7.2.1.4. Aperson who may have been exposed to a communicable disease or
may otherwise be at risk of contracting or spreading a disease or condition, if the
covered entity or public health authority 18 authorized or required by law to notify such
person as necessary in the conduct of a public health intervention or investigation; or

C7.2.1.5. Anemployer, about an individual who is a member of the workforce
of the emplover, i '

€7.2.1.5.1. The covercd entity is a healthcare provider who is a member
of the workforce of such employer or who provides healthcare to the individual at the
request of the employer to conduct an evaluation relating to medical surveillance of the
workplace or to evajuate whether the individual has a work related illness or injury.

C7.2.1.5.2. The protecled health information that 1s disclosed consists of
findings concerning a work-related illness or injury or a workplace-related medical

survelllance;

C7.2.1.5.3. The employer needs such findings in ordet to comply with its
obligations, under Regulations of the Occupational Safety and Health Administration at
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29 CFR parts 1904 through 1928 (reference (1)), the Mine Safety and Health
Administration at 30 CFR parts 50 through 90 {reference (u)), or under State law having
a similar purpose, to record such illness or injury or to carry out responsibilities for
workplace medical surveillance; and

C7.2.1.5.4. The covered healthcare provider provides written notiee to
the individual that protected health information relating to the medical surveillance of
the workplace and work-related iilnesses and injuries is disclosed to the employer by
giving a copy of the notice to the individual at the time the healthcare 15 provided, or i1f
the healthcare is provided on the wark site of the employer, by posting the notice ina
prominent place at the location where the healthcare 1s provided.

C7.22. Permitted Uses. If the covered entity also is a public health authority, the
covered entity is permitted to use protected health information in all cases for which it

is permitted to disclose such information for public heaith activities under paragraph
C7.2.1. '

C7.2.3. DoD Administered Public Health Activities. Activities of the Department
of Defense authorized by applicable DoD Regulation to carry out functions identificd in
paragraph C7.2.1. are included as public health activities for purposes of that paragraph.

7.3, STANDARD: DISCLOSURES ABOUT VICTIMS OF ARUSE, NEGLECT, OR
DOMUSTIC VIOLENCE

C7.3.1. Permitted Disclosures. Except for reports of child abuse or neglect
permitted by subparagraph C7.2.1.2., a covered eniity may disclose protected health
information about an individual whom the covered entity reasenably believes to be a
victim of abuse, neglect, or domestic violence to a Government authority, including a
social service or protective services agency, authorized by luw to receive reports of
such abuse, neglect, or domestic violence:

C7.3.1.]. When the disclosure is required by Jaw and the disclosure complics
with and 1s limited to the relevant requirements of such law.

(7.3.1.2. Tf the ndividual agrees Lo the disclosure; or

7.3.1.3. When the disclosure is expressly authonized by statute or regulation
and:
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C7.3.1.3.1. The covered entity, in the exercise of professional judgment,
helieves the disclosure is necessary to prevent serious harm to the individual or other
potential vietums; or

C7.3.1.3.2. 1f the individual is unabie to agree because of incapactty, a
law enforcement or other public official authorized to receive the report represents that
the protected health information for which disclosure is sought is not intended to be
used against the individual and that an immediate enforcement activity that depends upon
the disclosure would be materially and adversely affecied by waiting until the individual
is able to agree to the disclosure.

C7.1.2. Informing the Individual. Acovered entity that makes a disclosure

permitted by paragraph C7.3.1. shall promptly inform the individual that such a report
has been or shall be made, excopt if:

£7.3.2.1, The covered entity, in the exercise of professional judgment,
believes informing the individual would place the individual at risk of serious harm; or

07.3.2.2. The covercd entity imforms a personal representative, and the
covered entity reasonably believes the personal representative is responsible for the
abuse, neglect, or other injury, and that informing such person would not be in the best
integests of the individual as determined by the covered entity, in the exercise of
professional judgment.

C71.3. DoD Donestic_Abuse Prevention Activities. Activities of the Department
of Defense authorized by applicable DoD Regulation to Teceive reports of abuse,
neglect, ot domestic vielence consistent with the purpese of paragraph €7.3.1. are
included as authorized Government authorities for purposes of that paragraph.

C7.4. STANDARD: UJSES AND DISCLOSURES FOR HEALTH OVERSIGHT
ACTIVITIES

€7.4.1. Permitted Disclosures. Acovered entity may disclose protected health
information to a health oversight agency for oversight activities authorized by lavw,
in¢luding audits; civil, administrative, or criminal imvestigations; inspections; licensure
ot disciplinary actions; civil, administrative, or criminal proccedings or uctions; or other
activities necessary for appropriate oversight of:

{7.4.1.1. The healthcare system.
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C7.4.12. Govermnment benelit programs for which health information 15
relevant to beneficiary eligibility.

(7.4.1.3. Entities subject to Government regulatory programs for which
health information is necessary for determining compliance with program standards; or

C7.4.1.4. Entities subject to ¢ivil rights laws for which health information 1s
necessary for determining compliance.

C7.42. Exception to Health Oversight Activities. For the purpose of the
disclosures permitted by paragraph C7.4.1., a health oversight activity does not include
an investigation or other activity in which the individual is the subject of the

investigation or activity and such investigation or other activity does not arise out of and
1s not directly related to:

C7.4.2.1. The receipt of healthcare.
C7.4.2.2. Aclaim for public benefits related to health; or

C7.4.2.3. Qualification for, or receipt of, public benefits or services when a
patient's health is integral to the claim for public bencfits or services.

C7.4.3. Joint Activities or Investigations. Notwithstunding paragraph C7.4.2.,1f a
health oversight activity or investigation is conducted in conjunction with an oversight
activity or investigation relating to a claim for public benefits not related to health, the

joint activity or investigation is considered a health oversight activity for purposes of
section C7.4.

C7.4.4. Permitted Uses. 1f a covered entity also 1s a heallh oversight agency, the
covered entity may use protected health information for health oversight activities as
permitted by section C7.4.

C7.4.5. DoD Health Oversight Activities. Any activity of the Department of
Defense authorized by applicable DoD Regulation to carry out health oversight
functions is included as a health oversight agency for purposes of section C7.4.
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C7.5. STANDARD: DISCLOSURES FOR M DICIAL AND ADMINISTRATIVE
PROCEEDINGS

C7.5.1. Permitted Disclosures. A covered entity may disclose protected health
information in the course of any judicial or administrative proceeding:

C7.5.1.1. Inresponse to anorder of a court or administrative tribunal,
provided that the covered entity discloses only the protected health information
cxpressly authorized by such order; or

C7.5.1.2. Inresponse to a subpoena, discovery request, ot other lawful
process, that is not accompanied by an order of acourt or administrative tribunal, 11.

C7.5.1.2.1. The covered entity receives satisfactory assurance, as
described in subparagraph C7.5.1.3., from the party secking the information that
reasonable offorts have been made by such party to ensure that the individual who is the
subject of the protected health information that has been requested has been given
notice of the request; or

C'7.5.1.2.2. The covered entity receives satisfactory assurance, as
described in subparagraph C7.3.1.4., from the party seeking the infermation that
reasonable efforts have been made by such party to secure a qualified protective order
that mects the requirements of subparagraph C7.3.1 .5. of this section.

C7.5.1.3. For the purposes of subparagraph C7.5.1.2.1., a covered entity
receives satisfactory assurances from a party sceking protecting health information if
the covered entity receives from such party a writicn statement and accompanying
documentation demonstrating that:

C7.5.1.3.1. The party requesting such information has made a good faith
atiempt to provide written notice to the individual {or, it the individual's location is
unknown, to mail a notice to the individual's last known address);

©7.5.1.3.2. The notice included sulficient information about the litigation
or proceeding for which the protecied health information is requested to permit the
individual to raise an objection to the court or administrative tribunal; and

administrative tribunal has elapsed, and:

C7.5.1.3.3.1. No objections were filed; or
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7.5.1.3.3.2. All objections filed by the individual huve been
resolved by the court or the administrative tribunal and the disclosures being sought are
consistent with such resolution.

(7.5.1.4. For the purposes of subparagraph C7.5.1.2.2., a covered enitity
receives satisfactory assurances from a party secking protected health information, 1f the
covered entity receives from such party a written statement and accompanying
documentation demonstrating that:

C7.5.1.4.1. The parties to the dispute concemning the request for
information have agreed to a qualified protective order and have presented it to the ¢ourt
or administrative tribunal with jurisdiction over the dispute: or

C7.5.1.4.2. The party secking the protected health information has
requested a qualified protective order from such court or administrarive trbunal.

C7.5.1.5. For purposes of paragraph C7.3.1., & quaiified protective order
concerning the protected health information requested under paragraph C7.3.2., 18 an
orcler of a court or of an administrative tribunal or a stipulation by the parties 1o the
litigation or administrative proceeding that: '

C7.5.1.5.1. Prohibits the parties from using or disclosing the protected
health information for any purpose other than the litigation or procecding for which such
information was requested; and

C7.5.1.5.2. Requires the retum o the covered entity o1 destruction of the
protected health information (including all copies made) at the end of the litigation or
proceeding.

C7.5.1.6. Notwithstanding subparagraph C7.5.1.2., a covered entity may
disclose protected health information in response 1o lawful process described 1n
subparagraph C7.5.1.2. without receiving satisfactory assurance under subparagraphs
C7.5.1.2.1. or C7.5.1.2.2., if the covered cntity makes reasonable efforts to provide
notice to the individual sufficient to meet the requirements of subparagraph C7.5.1.3.
ot to seck a qualified proteciive order sufficient to meet the requirements of
subparagraph C7.5.1.4.

C7.5.2. Other Uses and Disclosures Under This Chapter.  The provisions of this
section do not supersede other provisions of this Chapter that otherwise perntit or
restrict uses or disclosures of protected health information.
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C7.5.3. Relationship to Privacy Act Disclosures Pursuant to the Order of a Court
of Competent Jurisdiction. Under 5 US.C. 552a(b){11) {reference (<), a Federal
Agency may disclose Privacy Act-protected information pursuant to the order of a court
(i.e., an ordor that has been reviewed and approved by a judge) of competent
jurisdiction. In certain cases, the authority to disclose protected health information in
response to anorder of a coart of administrative tibunal may be broader than the
related authority under the Privacy Act {reference (¢)). Insuch cases, other Privacy Act
rules and procedures, such as the establishment of a routine use permitting disclosure,
and where compulisory legal process 18 concerned, notification of the individual when
the process becomes a matter of public record, may also apply. As stated in section
C2.6., a disclosure of protected health information must be in accord with both this
Regulation and the Privacy Act and its implementing Regulation (references (¢} and (d)).

C7.5.4. Administrative or Judicial Procecdimgs in Relation to Couris-Martial
Procedures. Any order from amilitary judge in connection with uny process under the

Uniform Code of Military fustice (reference {v}) is an order covercd by subparugraph
C7.5.1.1.

C7.6. STANDARD: DISCLOSURES FOR LAW ENFORCEMENT PURPOSES

A covered entity may disclose protected health information for a law enforcement
purpose to a law enforcement official if the conditions in paragraphs C7.6.1. through
C7.6.6. are met, as applicable.

C7.6.1. Permitted Disclogures: Pursugnt to Process and as Otherwise Reguired By
Law. Acovered entity may disclose protected health information:

C7.6.1.1. As required by law including laws that require the reporting of
certain types of wounds or other physical injuries, except for laws subject to
subparagraph C7.2.1.2. (reports of child abuse and neglect) or C7.3.1.1. (reports
required by law of abuse, neglect or domestic violence); or

C7.6.12. Incompliance with and as limited by the relevant requircments of:

C7.6.1.2.1. Acourt order or court-ordered warrant, ot a subpoena or
summons issued by a judicial officer;

C7.6.1.2.2. Agrand jury subpoena; oT
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C7.6.1.2.3. Anadministrative request, including an admimistrative
subpoena or summens, a civil or an authorized investigative demand, or similar process
authonzed under law, if:

C7.6.12.3.1. The information sought is relevant and material to a
legitimate law enforcement inguiry;

C7.6.1.23.2. The request is in writing, specific and mited in scope
to the extent reasomably practicable inlight of the purpose for which the information is
sought; and

C1.6.1.23.3. De-identified information could not reasonably be used.

C7.6.7. Permitted Disclosures: Limited Information for Identification and
Location Purposes. Except for disclosurcs required by law as permitted by paragraph
C7.6.1., acovered entity may disclose protected health information in response to a law
enforcement official's request for such information for the purpose of identifying or
locating a suspect, fugitive, material witness, or missing person, if:

C7.6.2.1. The coverad entity may disclose only the following information:
C7.6.2.1.1. Name and address.
(7.6.2.1.2. Date and place of birth.
C7.6.2.1.3. Social security number.
C7.6.2.1.4, ABO blood type and th factor.
C7.6.2.1.5. Type of injury.
C7.6.2.1.6. Date and time of treatment.
C7.6.2.1.7. Date and time of death, 1f applicable; and
€7.6.2.1.8. Adescription of distinguishing physical characteristics,

including height, weight, gender, race, hair and eye color, presence or absence of facial
hair (beard or moustache), scars, and tattoos.
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C7.6.2.2. Excepl as permitted by subparagraph C7.6.2.1., the covered enlity
may not disclose for the purposes of identification or location under paragraph C7.6.2.
any protected health information related to the individual's DNA or DNA analysis, dental
records, or typing, samples or analysis of body fluids or f1s5ue.

C7.6.3. Permitied Disclosure: Victims of a Crime. Except for disclosures
required by law as permitted by paragraph C7.6.1., a covered entity may disclose
protected health information in response to a law enforcement official's request for sach
‘nformation about an individual who is or is suspected to be a victim of a crime, other
than disclosures that are subject lo section C7 2. (disclosures for public health
activities) or C7.3. (disclosures about victims of abuse, neglect, or domestic violence),

if:

C7.63.1. The individual agrees to the disclosure; or

C7.6.3.2. The covered entity is unable Lo obtain the individual's agresment
because of incapacity or other emergency cireumstance, If:

C76.32.1. The law enforcement official represents that such information
‘s needed to determine whether a violation of law by a person other than the victim has
occurred, and such information is not intended to be uscd against the vichm.

C7.6.32.2. The law enforcement official represents that immediate faw
enforcement activity that depends upon the disclosure would be materially and adversely
affected by waiting until the individual 1s able to agree to the disclosure; and

€7.6.3.2.3. The disclosure is in the best imerests of the individual as
determined by the covered entity, in the exercise of professional judgment.

C7.6.4. Permitted Disclosurc; Decedents. Acovered entity may disclose
protecled health information about an individual who has died to a law enforcement
official for the purpose of alerting law enforcement of the death of the individual if the
covered entity has a suspicion that such death may have resulted from criminal conduct.

(7.6.5. Permitied Disclosure: Crime on Premises. A covered entity may disclose
1o a law enforcement official protected heaith information that the covered entity
believes in good faith constitutes evidence of criminal conduct that occurred on the
premises of the covered entity.

C7.6.6. Permitted Disclosure: Reporting Crime in Emergencies |
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C7.6.6.1. Acovered healthcare provider providing emergency healthcare in
response to a medical emergency, other than such emergency on the premises of the
covered healthcare provider, may disclose protected health information to a law
enforcement official if such disclosure appears necessary to alert law enforcement to:

and

C7.6.6.1.3. The identity, description, and location of the perpetrator of
such crime.

C7.6.6.2. 1f a covered healthcare provider believes that the medical cmergency
described in subparagraph C7.6.6.1. 1s the result of abuse, negleet, or domestic violence
of the individuai in need of emergency healthcare, subparagraph C7.6.6.1. does not apply
and any disclosure to a law enforcement official for law enforcement purposes 18
subject to section C7.3.

C7.7. STANDARD: USES AND DISCLOSURES ARQUT DECEDENTS

C7.7.1. Coroners and Medical Examiners. Acovered entity may disclose
protected health information to a coroner or medical examinet for the purpose of
idenufying a deceased person, determining a cause of death, or other duties as
authorized by law. Acovered entity that also performs the duties of a coroner or
medical examiner may use prolected health information for the purposes described m
this paragraph.

C7.7.2. Armed Force Medical Examiner. Any otficial of the Department of
Defense authorized to perform functions under the authority of the Armed Forces
Medical Examiner system under DoD Directive 5154.24 (reference (o)), is a medical
examiner under paragraph C7.7.1.

C77.3. Funeral Dircetors. A covered entity nuty disclose protected health
information to funeral dircctors, consistent with applicable law, as necessary to carry
out their duties concerning the decedent.
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C7.8. STANDARD: USES AND DISCLOSURES FOR CADAVERIC ORGAN, EYE OR
TISSLE DONATION PURPOSES

A covered entity may use or disclose protected health information to organ procurement
organizations or other entities engaged in the procurement, banking, or transplantation
of cadaver organs, cyes, or tissue for the purpose of facilitaung crgan, ey ot tissue
donation and transplantation.

7.9, STANDARD: USES AND DISCLOSLURES FOR RESEARCH INVOLVING
MINIMAL RISK

C7.9.1. Permitted Uses and Disclosures. A coversd entity may use oOf disclose
protected health information for research, regardless of the source of funding of the
research, if the requirements of subparagraph C7.9.1.1,, C7.8.1.2,, or (7.9.1.3. are met.

C79.1.1. Board Approval of a Waiver of Authotization. The covered entity
obtains documentation that an alteration to or waiver, in whole or in part, of the
individual authorization required by Chapter 6 for use or disclosure of protected health
information has, in the case of research conducted or suppotted by a DoD Component,
been approved by an Institutional Review Board (TRB) established in accordance with 32
CFR 219.107 (reference (h)).

C7.9.1.1.1. Inthe case of rescarch not conducted or supported by a DoD
Component but conducted or supported by another Federal Agency, the required
approval would be by an IRB, established in accordance with the Agency's regulation
comparable to reference (h).

C7.9.1.1.2. Inthe case of research not conducted or supporied by a
Federal Agency, the required approval would be by a privacy board that:

7.9.1.1.2.1. Has members with varying backgrounds and appropriate
professional compelency as necessary o review the effect of the research protocol on
the individual's privacy rights and rclated intcrests.

¢7.9.1.1.2.2. Includes at least one member who is not affiliated with
the covered entity, not affiliated with any entity conducting or sponsoring the research,

and not related to any person who is affiliated with any of such entities; and

€7.9.1.1.2.3. Does not have any member participating in a review of
any project for which the member has a conflict of interest.
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£7.9.1.2. Reviews Preparatory to Research. The covered entity obtains from
the researcher representations that:

C7.9.12.1. Use or disclosure is sought solely to review protected health
information as necessary to prepare aresearch protocol or for similar purposes
preparatory to research;

C7.9.1.2.2. No protected health information is to be removed from the
covered entity by the researcher in the course of the review; and

C7.9.1.2.3. The protected health information for which use or access 18
sought is necessary for the research purposes, '

€70 1.3, Rescarch on Decedent's Information. The covered entity obtains
from the researcher:

C7.9.1.3.1. Represeniation that the use or disclosurc sought is solely for
research on the protected health information of decedents;

C7.9.1.3.2. Documentation, at the request of the covered entity, of the
death of such mdividuals; and

€7.9.1.3.3. Representation that the protected health information for which
use or disclosure is sought is necessary for the rescarch purposes.

C7.9.2. Documentation of Waiver Approval. For ause or disclosure fo be
permitied based on documentation of approval of an alteration or waiver, under
subparagraph C7.9.1.1., the documentation must include all of the following: -

€7.9.2.1. ldentification and Date of Action. Astlatement identifying the IRE
ot privacy board and the date on which the alteration or waiver of authorization was
approved:

C7.97% Waiver Critenia. A statement that the IRB or privacy board has
determined that the alteration or waiver, in whole of in part, of anthorization satisfies
the following criteria:

€7.92.2.1. The use or disclosure of protected health information
involves no more than minimal risk to the privacy of the individuals, based on, at least,
the presence of the following elements:
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£7.9.2.2.1.1. Anadequate planto protect the identifiers from
improper use and disclosure;

C7.9.2.2.1.2. Anadequate plan to destroy the 1dentifiers at the
eatliest opportunity consistent with the content of the research, uniess there is a health
ot research justification for retaining the identifiers or such retention is otherwise
recuired by law.

C7.9.2.2.1.3. Adequate written assurances that the prolected health
information shall not be reused or disclosed to any other person o entity, except as
required by law, for authorized oversight of the research study, or for other research for
which the use or disclosure of protected health information would be permitted by this
Regulation.

C7.92.2.2. The research could not practicably be conducted without the
waiver or alieration; and

7.9.2.2.3. The research could not practicably be conducted without
access Lo and use of the protected health information.

¢1.9.2.3. Protected Health Information Negded. Abrief description of the
protected health information for which use or access has been determined necessary by
the IRB or privacy board, pursuant to subparagraph C7.9.2.2 4.

C7.9.24. Review and Approval Procedures. A statement that the alteration or
waiver of authorization hus been reviewed and approved under cither normal or
expedited review procedures, as follows:

C792.4.1. AnTRB must follow the requirements of the Common Rule,
including the normal review procedures or the expedited review procedures (32 CFR

219.108(b), 219.110 {reference (h}) or comparable regulation of another Executive
Agency).

C7.9.2.42. Aprivacy board must review the proposed research at
convened meetings at which amajority of the privacy board members are present,
including at least one member who satisfies the criterion stated in subparagraph
C7.9.1.1.2.2., and the alteration or waiver of authorization must be approved by the
majority of the privacy board members present at the meeting, unless the privacy board
elects to use an expedited review procedure in accordance with subparagraph C7.9.2.4.3.
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C7.9.2.4.3. Aprivacy board may us¢ an expedited review procedurc if the
research imvolves no more than minumal risk to the privacy of the individuals who are.
the subject of the protected health information for which use or disclosure 1s bemng
sought. 1f the privacy board elects to use an expedited review procedure, the review and
approval of the alteration or waiver of authorization may be carried out by the chair of

the privacy board, or by one or more members of the privacy board as designated by the
chair; and )

€7.972.5. Required Sienature, The documentation of the alteration or waiver
of authorization shall be signed by the chair or other member, as designated by the chair,
of the TRB or the privacy board, as applicable.

C7.10. STANDARD: USES AND DISCLOSURES TO AVERT A SERIOUS THREAT TO
HEALTH OR SAFETY

C7.10.1. Permitted Disclosurgs. Acoversd enlity may, consistent with applicabie
law and standards of ethieal conduct, use or disclose protected health information, if the
covered entity, in good faith, believes the use or disclosure:

C7.10.1.1. Ts necessary to prevent or lessen aserious and mminent threat to
the health or safety of a person or the public and is to a person or persons reasonably
able to prevent or lessen the threat, including the target of the threat; or

C7.10.1.2. Is necessary for law enforcement authorities to identify or
apprehend an mdividual because of a statement by an individual admitting participation in
a violent crime that the covered entity reasonably belicves may have caused serious
physical harm to the victim. However, such 4 use or disclosure may not be made 1f
such statement is made in the course of treatment to affect the propensity to commit
the criminal conduct that is the basis for the disclosure, ot in the course of counseling
or therapy, or through a request by the individual {o initiate or to be referred for such
treatment, counseling, or therapy. In addition, any such disclosure shall reveal only the
statement by the individual and the protected health information described in
subpatagraph C7.6.2.1.

C7.10.1.3. Ts necessary for law enforcement authorities Lo identify or
apprehend an individual where 1t appears From all the circumstances that the individual
has escaped from a correctional institution or from lawful custody.

C7.10.2. Presumption of Good Faith Belief. A covered entity that uses or
discloses protected health information pursuant to paragraph C7.10.1. is presumed to
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have acted in good faith with regard to 2 belief described in paragraph C7.10.1. 1f the
belief is based upon the covered entity’s actual knowledge or inreliance ona credible
representation by a person with apparent knowledge or authority.

C7.10.3. Notification Reguirement.  1f the covered entity acting under the
authority of subparagraph C7.16.1.1. makes a disclosure to aperson or entity cutside
the Department of Defense, the coverad entity shall seek to notify the person who is the
subject of the protected health information disclosed. Notification sent io the last
known address of the individual as reflected in the records of the covered entity is
sufficient for this purpose. '

C7.11. STANDARD: USES AND DISCLOSURES FOR SPECIALIZED GOVERNMENT
FUNCTIONS

C7.11.1. Armmed Forces Personne!

C7.11.1.1. General Rule. Acovered entity {including a covered entity not part
of or affiliated with the Department of Defense) may use and disclose the protected
health information of individuals who are Armed Forces personnel for activities deemed

necessary by appropriate milutary conmmand authorilies to assure the proper execution
of the military mission.

C7.11.1.2. Appropriate Military Command Authorities. For purposes of
subparagraph C7.11.1.1., appropriate Military Command authorities are the following:

C7.11.1.2.1. All Commanders who exercise authornity over an individual
who is 2 member of the Armed Forees, or other person designated by such a commander
to teccive protected health information in order to carry out an activity under the
authority of the Commander.

C7.11.1.2.2. The Secretary of Defense, the Secretary of the Military
Department responsible for the Armed Force for which the individual 1s a member, or
the Secrctary of Transportation whern a member of the Coast Guard when it 1s not
operating as a service in the Department of the Navy.

C7.11.1.2.3. Any official delegated authority by a Secretary listed m

subparagraph C7.11.1.2.2. to take an action designed to ensure the proper execution of
the military mission.

C7.11.1.3. Purposes for Which the Protecied Health Information May Be
Used or Disclosed. For purposes of subparagraph C7.1 1.1.1., the purposes for which
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any and all of the protected health information of an individual who is a member of the
Armed Forces may be used or disclosed are the following:

C7.11.1.3.1. To determine the member's fitness for duty, including but
ot limited to the member's compliance with standards and all other activities carried
out under the authority of DoD Directive 1308.1 (reference {w)), DoD Directive

1332.38% (reference {x}), DoD Directive 5210.42 (reference {y)), and similar
requirements.

€7.11.1.3.2. To determine the member's fitness to perform any particular
mission, assignment, order, or duty, including compliance with any actions required as a
precondition to performance of such mission, assignment, order, or duty.

C7.11.1.3.3. To carry out activities under the authority of DeD Directive
6490.2 {reference (3)).

C7.11.1.3.4, To report on casualtics in any military operation or activity
in accordance with applicable military regulations or procedures.

7.11.1.3.5. To carry out any other activity necessary to the proper
execution of the mission of the Armed Forces,

C7.11.1.4. Federal Register Notice. The operation of subparagraph
C7.11.1.1. requires the publication of a notice In the Federal Register containing the
provisions of subparagraphs C7.11.1.2. and C7.11.1.3.

C7.11.2. Separation or Discharge From Military Setvice. Acovered entity that is a
component of the Departments of Defense or Transportation may disclose to the
Department of Veterans Affairs (DVA) the protected health information of an individual
who is a member of the Armed Forces upon the separation or discharge of the
individual from military service for the purpose of @ determination by DV A of the
individual's eligibility for or enutiement to benefits under laws administered by the
Secretary of Veterans Affars.

C7.11.7. Foreien Military Personnel. Acovered entity may use and disclose the
protected health information of inclividuals whe are foreign military personnel to their
appropriate foreign military authority for the same purposes for which uses and
disclosures are permitted for Armed Forces personnel under paragraph C7.11.1.

€7 11.4. National Security and Intelligence Activitics. Acovered entity may
disciose protected health information to authorized Department of Defense and other
Federal officials for the conduct of lawful intelligence, counter-intelligence, and other
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national security activities authonzed by the National Sceurity Act (50 US.C. 401, ct

seq.) (reference (z)) and implementing authority {¢.g., Executive Order 12333)
(reference {aa)}.

C7.11.5. Protective Services for the President and Others. Acovered entity may
disclose protected health information to authorized Federal officials for the provision
of protective services to the President or other persons authorized by 18 US.C. 3056
(reference (ab}), or to foreign heads of state or other persons authorized by 22 U.S.C.

27092} 3} (reference (ac)), or to for the conduct of investigations authonzed by 18
U.S.C. 871 and 879 (reference (ab)).

C7 11.6. Correctional Instilutions and Cther Law Gnforcement Custodial Sitnations

C7.11.6.1. Permitted Disclosures. Acovered entity may disclose to a
correctional institution or a law enforcement official having lawfal custody of an inmate
or other individual protected health information about such inmate or individual, if the
correctional institution or such law enforcement official represents that such protected
health information is necessary for:

C7.11.6.1.1. The provision of healthcare to such individuais.
C7.11.6.1.2. The health and safcty of such individual or other intnates.

C7.11.6.1.3. The health and safety of the officers or employees of or
others at the correctional institution,

C7.11.6.1.4, The health and safety of such individuals and officers or
other persons responsible for the transporting of inmates or their transfer from one
institution, facility, or selting to another.

(7.11.6.1.5. Lawenforcement on the premises of the correctional
institution; and

C7.11.6.1.6. The administration and maintenance of the safety, security,
and good order of the correctional institution.

C7.11.62. Permitted Uses. A covered entity that 15 a correctional institution
may use protected health information of individuals who are ininates for any purpose
that protected health information may be disciosed.
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C7.11.6.3. No Application After Release. For the purposes of this provision,
an individual is no longer an inmate when released on parole, probation, supervised
release, or otherwise 15 no longer in lawful custody.

C7.11.7. Covered Entities That Are Government Programs Providing Public
Benefits.

C7.11.7.1. Ahealth plan that is a Government program providing public
benefits may disclose protected health information relating to eligibility for or
enrollment in the health plan to another ageney administering a Government program
providing public benefits if the shaning of eligiblity or enrollment mformation among
such Government Agencies or the maintenance of such information 1n a single or
combincd data system accessible to all such Government Agencies is required or
expressly authorized by statute or regulation.

C7.11.7.2. Acovered entity that is a Government Agency administering a
Government program providing public benefits may disclose protected health
information relating to the program to another covered entity that is a Government
Ageney administering a Government program providing public benefits if the programs
serve the same or similar populations and the disclosure of protected health information
is necessary to coordinate the covered functions of such programs or to improve
administration and management relating (o the covered functions of such programs.

C7.12. STANDARD: DIiSCLOSURES FOR WORKERS COMPENSATION

Acovered entity mav disclose protected health information as authorized by and to the
extent necessary to comply with laws relating lo workers' compensation or other similar

programs, established by law, that provide benefits for work-related injuries or illness
without regard to fault.

T2 CHAMTER 7



20> 6iX25 18R, Jan, 24, 2003

C8 CHAPTER 2

SPECTAL RULES AND OTHER REGUIREMENTS RELATING TO USES AND
DISCLOSURES OF PROTECTED HEALTH INFORMA TION

C8.1. DE-IDENTIFICATION OF PROTECTED HEALTH INFORMATION

%.1.1. Standard; Uses and Disclosures of De-Identified Protected Health
Information. Acovered entity nity use protected health information to create
information that is not individually identifiable health information, or disclose protected
health information only to a business associate for such purpose, whether or not the
de-identified information is to be used by the covered entity.

C% 1.2, Standard: De-ldentification of Proteeted Health Information. Health
information that does not identify an individual and there is no reasonable basis 1o
believe that the information can be used to identify an mdividual is not ndividually
wdentifiable health information.

C% 1.3, Implementation Specifications; Requirements for De-ldentification of
Protected Health Information. A covered entity may determine that health information
is not individually identifiable health information only if:

C8.1.3.1. Aperson with adequate knowledge ol and expericnece with generally
accepted statistical and scientific principles and methods for rendering information not
individually identifiable, applying such principles and methods, determines that the risk
is very small that the information could be used, alone or n combination with other
reasonably available information, by an anticipated reciplent to identify an individual who
is a subject of the information, and documents the methods and results of the analysis
that justify such determination; or

C8.1.3.2. The identifiers listed in subparagraph C8.1.3.3. of the mdividual or
of relatives, employers, or household members of the individual, are removed and the
covered entity does not have actual knowledge that the information could be used alone
or in combination with other information to identify an individual who is a subject of the
information.

C8.1.3.3. The identifiers referred to in subparagraph C8.1.3.2. are the
following:

C%.1.3.3.1. MNames.
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€8.1.3.3.2. All geographic subdivisions smaller than a State, including
street address, city, county, precingt, zip code, and their equivalent geocodes, except for

the initial three digits of a zip code if, according to the current publicly available data
from the Bureau of the Census:

C%.1.33.2.1. The geographic unil formed by combining all zip codes
with the same three initial digits contains more than 20,000 people; and

(%.1.3.3.2.2. The initial three digits of a zip code for all such
geographic units containing 20,000 or fewer people 1s changed to 000,

€%.1.3.3.3. Al elements of dates {except year) for dates directly related
to an individual, including birth date, admission date, discharge date, date of death; and all
ages over 89 and all elements of dates {including year) indicative of such age, except
that such ages and elemenis may be aggregated into a single category of age 90 or older.

CR.1.3.3.4. Telephone numbers,

(C%.1.3.3.5. Fax numbers.

€% 1.3.3.8. Maedical record numbers.

C%.1.3.3.9. Health plan beneticiary numbers.

C8&.1.3.3.10.
C8.1.3.3.11.

C8.1.3.5.12.
plate mumbers.

C8.13.3.15.
C8.1.3.3.14.
C8.1.3.3.15.

C8.1.3.3.16.

Account rumbers.
Cerntificate or license numbers.

Vehicle identifiers and serial numbers, including license

Device identifiers and serial nombers.
Web Universal Resource Locators (URLs).
internet Protocol (1P) address numbers,

Biometric identifiers, including finger and voice prints.
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CR.1.3.3.17. Full-face photographic images and any comparable 1mages.
and

C%.1.3.3.18. Any other unique identifymg number, characteristic, or code,
except as perntitted by paragraph C8.1 4.

C8.1.4. Tmplementation Specifications: Re-ldentifigation. Acovered entity may
assign a code or other means of record identification to allow information de-identified
under this section to be re-identified by the covered entity, if:

C2.1.4.1. Derivation. The code or other means of record identification 1s not
derived from of related to information aboul the individual and is not otherwise capable
of being translated so as to identify the individual; and

CR.1.4.2. Security. The covered entity does not use or disclose the code or

other means of record identification for any other purpose, and does not disclose the
mechanism for re-identification.

C8.2, MINIMUM NECESSARY RULE

C82.1. Standard: Minimum Necgssary, When using or disclosing protected health
information in any form or when requesting protected heaith information from ancther
covered entity, a covered entity shall make reasonable efforts to limit the use,
disclosare, or request of protecicd health information to the minimum necessary to
accomplish the inlended purpose of the use, disclosure, or tequest. The "reascnable
efforts" standard applies to the implemeniation specifications in sections C8.3., C8.4,
C8.5., C8.6., and CB.7.

2.2, Minimum Necessary Does Not Apply. The mimmum necessary rule dees
not apply to:

£8.2.2.1. Disclosures to or requests by a healthcare provider for treatment.
C8.2.2.2. Uscs and disclosures for purposes of a medical traiming program.
C%.2 2 3. Uses or disclosures made to the individual.

C8.2.2.4. Uses and disclosures made pursuant 1o an authorization under
Chapter 5.
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CR.2.2.5. Disclosures made to the Secretary of HHS referred to in section
C2.5.

C8.2.2.6. Uses or disclosures that are required by law, as described by section
C7.1.

C8.2.2.7. Uses or disclosures that are required for cornpliance with this
Regulation.

£8.2.3. Implementation Specifications: Minimum Necessarv Uses of Protected
Health Information.

C8.2.3.1. Acovered entily shall identify:

C8.2.3.1.1. Those persons ot classes of persons, as appropriate, in its
workforce who need access to protected health information to carry out their duties; and

C%.2.3.1.2. For each such person or class of persons, the category or
categories of pratecied health information to which access is needed and any conditions
appropriate to such access.

CR% 2 3.2, Acovered entity shall make reasonable efforts to linut the access of
such persons or classes identified in subparagraph C8.2.3.1.1. to protected health
information consistent with subparagraph €8.2.3.1.2.

CR 2.4, Implementation Specificaion: Minimum Neccessary Disclosures of
Protected Health Information

C8.2.4.1. For any type of disclosure that it makes on a routine and recurring
basis, a covered entity shall implement policies and procedures {may be standard
protocols) that limit the protected health information disclosed to the amount
reasonably necessary to achieve the purpose of the disclosure.

2.9 4.2, For all other disclosures, a covered entity shall:
C8.2.4.2.1. Develop criteria designed to limit the protected health
information disclosed 1o the information reasonably necessary to accomplish the

purpase for which disclosure is sought; and

C%.2.4.2.2. Reviewrequests for disclosure on an individual basis 1n
accordance with such criteria.
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C8.2.4.3. Acovered entity may rely, if such reliance is reasonable under the
circumstances, on a requested disclosure as the minimum necessary for the stated
purpose when:

(8.2 4.3.1. Making disclosures to public officials that are permitted
under Chapter 7, if the public official represents that the information requested 18 the
minimum necessary for the stated purposc(s).

€%.7.4.3.3. The information is requested by a professional who is a
member of its workforce or is a business associate of the covered entity for the
purpose of providing professional scrvices to the covered entity, if the professional
represents that the information requested is the minimum necessary for the stated
purpose(s}; or

C%.2.4.3.4. Documentation or represcntations that comply with the
applicable requirements of scction C7.9. have been provided by a person requesting the
information for resegarch purposes.

C8.72.5. Imnlementation Specifications: Mimimum Necessary Reguests for
Protected Health Information

C'82.5.1. Acovered entity shall limit any request for protected heaitl:
information to that reasonably necessary to accomplish the purposc for which the
request is made, when requesting such information from other covered entities,

CR.2.5.2. For a request that i made on a routine and recurning basis, a covered
entity shall implement policies and procedures (may be standard protocols) that limit
the protected health information requested to the amount reasonably necessary to
accomplish the purpose for which the request is made.

C%.2 5.3. For all other requests, a covercd entity shall:
C8.2.5.3.1. Develop criteria designed to Yimit the request for protected
health information to the information reasonably necessary 10 accomplish the purpose

for which the request is made; and

C8.2.5.3.2. Revicw requests for disclosure on an individual basis m
accordance with such criteria.
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2.2 6. Imnlementation Specification: Other Content Reguirement. For all uses,
disclosures, or requests to which the requirements in section C8.2. apply, a covered
entity may not use, disclose or request an entire medical record, except when the entire
medical record is specificaily justified as the amount that is reasonably necessary to
accomplish the purpose of the use, disclosure, o1 request.

8.3 LIMITED DATA SET

€%.3.1. Standard: Limited Data Set.  Acovered entity may use or disclose a
limited data sct that meets the requirements of paragraphs C8.3.2. and C8.3.3., if the
covered entity enters into a data use agreement with the limited data set recipient, in
accordance with paragraph C8.3.4,

£2.3.2. Implementaiion $pecification: Limited Data Set. A limited data set is
protected health information that excludes the following direct identifiers of the
individual or of relaiives, emplovers, or household members of the individual:

C%.3.2.1. Names.

£2.32 2. Postal address information, other than town or city, State and zip
code.

£%.3.2.3. Telephone numbers.

C8%.3.2.4. Fax pumber.

(C%.3.2.5. Electronic mail addresses.
CR.3.2.6. Social security numbers.
C%.3.2.7. Medical record numbers.
(8.3.2.8. Health plan beneficiary numbers.
(8.3.2.9. Account numbers.

C8.3.2.10. Certificate/license numbets.

C8.32.11. Vehicle identifiers and serial numbers, including hicense plate
numbers.
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C8&.3.2.12. Device identifiers and serial numbers.

C8.3.2.13. Web Universal Resource Locators (URLs).

C8.3.2.14. Internet Protocol (TP) address numbers.

C%.3.2.15. Biometric idenlifiers, including finger and voice prints; and
C&.3.2.16. Full-face phi.al.(}graphic images and any comparable images.

CR 3.3, Implementation Specifications: Permitted Purposes for Uses and
Disclogures

C%3.3.1. Acovered entity may use or disclose a limited data set under
paragraph C8.3.1. for the purposes of research, public health, or healthcare operations.

(8.3.3.2. Acovered cntity may use protected health information to create a
Limited data st that meets the requirements of paragraph C8.3.2., ot disclose protected
health information omiy to a business associate for such purpose, whether or not the
limited data set is to be used by the covered entity.

C8.3.4. Implementation Specifications: Data Use Agreement

C8.3.4.1. Asteement Required.  Acovered entity may use or disclose a
limited data set under paragraph C8.3.1. if the covered entity obiains satisfactory
assurance, in the form of a data use agreement that meets the requirements of this
section, that the limited data set recipient shali only use or disclose the prolected health
infermation for limited pumposes.

CR.3472 Contents. A datausc agreement between the covered entity and the
limited data set recipient must:

C8.3.4.2.1. Establish the permitted uscs and disclosures of such
information by the limited data set recipient consistent with paragraph C8.3.3. The data
use agreemcnt may not authorize the limited data set recipient to use or further
disclose the information in 2 manner that would violate this requircment, if done by the
covered entity.

CR.3.4.2.2. Establish who is permitied to use or receive the limited data
set; and
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C8.3.4.2.3. Provide that the hinuted data set recipient shall;

C8.3.4.2.3.1. Not use or [urther disclose the information other than
as permitted by the data use agreement or as otherwise required by law.

(C8.3.4232 Useappropriate saleguards to prevent use or
disclosure of the information other than as provided by the data use agreement.

C8.3.42.3.3. Report to the covered entity any use or disclosure of
the information not provided for by its data use agreement of which it becomes aware,

(CR.3.4.2.3.4. Fnsure that any agents, including a subcontractor, to
whom it provides the limited data set agrees to the same restrictions and conditions that
apply to the limited data set recipient with respect to such information; and

C8.3.4.2.3.5. Not identify the information or contact the individuals.
{8.3.4.3. Comphance

C8.3.4.3.1. Acovered entity 1s nof in compliance with the standards of
paragraph C8.3.1. if the covered entity knew of a pattern of activity or practice of the
limited data set recipient that constituted a material breach or vielation of the data use
agreement, unless the covered entity took reasonable steps Lo cure the breach or end the
violation, as applicable, and, if such steps were unsuccessful:

C8.3.4.3.1.1. Discontinued disclosure of protected health
information to the recipient; and '

C8.3.43.1.2. Reported the problem to the Secrctary,

(C8.3.4.3.2. Acovered entity that is a limited data set recipient and
violates a data use agreement will be in non-compliance with the standards,
implementation specifications and requireruents of paragraph C8.3.1.

C8.4. INCIDENTAL USES AND IISCLOSURES RULE
CR.4.1. Subject to the conditions stated in paragraph C8.4.2., a covered entity is

permitted to usc or disclose protected heaith information as incident to a use or
disclosure otherwise permilled or required by this Regulation.
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C8.4.2. The incidental uses and disclosures rule applies only when the covered
cntity has complied with the tollowing:

€%.4 2.1. The minimum necessary tule under section C8.2. by making
rcasonable efforts to limil the use or disclosare of protected health information to the
minimum necessary to accomplish the intended purpose of the use or disclosure,
consistent with that section; and

C8.4.2.2. The requirement of section C14.3. by having in place appropriate
administrative, technical, and physical safegnards to protect the privacy of protected
health information, consisient with that section.

C84.3. Examples of Application of Incidental Uses and Disclosures Rule,
Subject to compliance by a covered entity of the conditions established m paragraph
CR.42.. the following are several examples of incidenta! uses and disclosures that are
permitted under paragraph CRA4.1.:

€% 4.1.1. Confidential conversations among healtheare providers or with
patients when there is & possibihty they may be overheard.

C8%.4.3.2. Using sign-m sheets in wating rooms or calling patients in waiting
rooms by name.

('8.4.3.3. Posting the paticnt's name on the wall outside the patient’s room;
C%.4.3.4. Mainwining patient charts at the patient's bedside.
C8.4.3.5 Using X-ray lightboards; and

C8.4.3.6. Discussing a patient's condition during training rounds in connection
with a healthcare professional training program.

€8 4.4 Nonapplicability of the Incidental Uses and Disclosures Rule. The
incidental uses and disclosure rule of paragraph C8.4.1. does not excuse
non-compliance with this Regulation due to mistakes, neglect, a failure to have in place
appropriate safeguards, or a failure to make reasonable efforts to limit the use or
disclosure of protected health information to the mimimum necessary to accomplish the
intended purpose of the use or disclosure.
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CR8.5. STANDARD: DISCLOSURE TO BUSINESS ASSOCIATES

€8.5.1. Acovered entity may disclose protected health information to a business
associate and may allow a business assoclate to create of receive protected health
information on its behalf, if the covered entity obtains satisfactory assurance that the
husiness associate shall appropriately safeguard the information.

C8.5.2. This standard does not apply with respect to disclosures by.a covered entity
to a healthcare provider concerning the treatment of the individual.

£8.5.3. Acovered entity that violates the satisfactory assurances it provided as a
business associale of another covered entity shall be in non-compliance with the

standards, implernentation specifications, and requirements of this section and section
C3.4.

C8.5.4. Implementation $pecification: Documentation. A covered entity shall
document the satisfactory assurances reguired by paragraph C3.4.1. through a writien
contract or other written agreement or arrangement with the business associate that
meets the applicable Tequirements of section C3.4. As stated in section C3.4., in the
case of a business associate that is a DoD Component and is covered by this Regulation,
section C3 4. provides the documentation required by {his seclion.

C8.6. STANDARD; DISCLOSURES BY WHISTLEBLOWERS AND WORKFORCE
MEMBER CRIME VICTIMS

C%.6.1. Disclosures By Whistleblowers. Acovered entity is not considered i
have violated the requirements of this Regulation if a member of its workforce or a
musiness associate discloses protected health information, 1f:

C%.6.1.1. The workforce member or business associate believes in good faith
that the covered entity has engaged in conduct that 1s unlawful or otherwise violates
professional or clinical standards, or that the care, services, or conditions provided by
the covered entity poientially endangers one or more patients, workers, or the public; and

C&.6.1.2. The disclosure 1s to:

C%.6.1.2.1. Ahealth oversight agency or public health authority authorized
by law 1o investigate or otherwise oversee the relevant conduct or conditions of the
covered entity or to an appropriate healthcare accreditation organizaiion for the purpose

of reporting the allegation of [ailure Lo meet professional standards or misconduct by
the covered entity; or
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C8.6.1.2.2. Anattomey retained by or on behalf of the workforee
member or business associate for the purpose of determining the legal options of the
workforce member or business associate with regard to the conduct described m
subparagraph C8.6.1.1.

CR.6.2. Disclosures By Workforce Members Who Are Victims of a Crime. A
covered entity is not considered 1o have violated the requirements of this Regulation if a
member of its workforce who is the victim of a criminal act discloses protected health
information to a law enforcement official, if:

C8.6.2.1. The protccted health information disclosed 1s about the suspected
perpetrator of the criminal act; and

C&.6.2.2. The protected health information disclosed 1s limited to the
identification information listed in subparagraph C7.6.2.1.

C8.7. PERSONAL REPRESENTATIVES

C8.7.1. Standard: Personal Representatives. As specified in this section C8.7..a
covered entily shall, except as provided in paragraphs C8.7.3. and C8.7.5., treat &
personal representative as the individual for purposes of this Regulation.

C8.72. Implementation Specification: Adults and Emancipated Mmots. If under
applicable law a person has authonty to act on behalf of an individual who is an aduit or
an emancipated minor in making decisions related to healthcare, a covered entity shall
treat such person as a personal representative under this Regulation, regarding protected
health information relevant to such personal representation.

C8.7.3. Implementation Specification: Unemancipated Minors

C%.7.3.1. If under applicable law a parent, guardian, or other person acting in
loco parentis has authority to act on behalf of an individual who is an unemancipated
minor in making decisions related to healthcare, 2 covered entity shall treat such person
as a personal representative under this Regulation, regarding protected health
information relevant to such personal representation, except that such person may not be
a personal representative of an unemancipated minor, and the minor has the authority to

act as an individual, regarding protected health information pertaining to a healthcare
service, if:
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C%.7.2.1.1. The minor provides informed consent 1o such healtheare
service; no other informed consent to such healtheare service is required by law,
regardiess of whether the informed consent of another person has also been obtained;
and the minor has not requested that such person be treated as the personal
representative;

C8.7.3.1.2. The minor may lawfully obtain such healthcare service
without the consent of a parent, gnardian, or othier person acting in loco parentis, and the

minor, a court, or another person authorized by law conscnts to such healthcare SETViCE;
or

C8.7.3.1.3. Aparent, guardian, or other person acting in loco parentis
assents to an agreement of confidentiality between a covered healthcare provider and the
minor with respect to such healthcare service.

€%.7.3.2. Notwithstanding the provisions of subparagraph C8.7.3.1.:

C8.7.3.2.1. To the extent permitted or required by an applicable provision
of State or other law, including applicable case law, a covered entity may disclose, or
provide access in accordance with Chapter 11 to, protected health information about an
uncmancipated numor 1o a parent, guardian, or other person acting in loco parentis.;

C8.7.3.2.2. To the cxtent, prohibited by an applicable provision of State
or other law, including applicable case law, a covered entity may not disclose, or provide
access in accordance with Chapter 11 to, protecied health information about an
nnemancipated minor to a parent, guardian, or other person acting in loco parentis,

£8.7.3.2.3. Where the parent, guardian, or other person acting in loco
parentis is not the personal represeniative under subparagraphs C8.7.3.1.1,, CR7.31.2,
or C8.7.3.1.3., and where there is no applicable access provision under State or other
law, including case law, a covered entity may provide or deny access under Chapter 11 to
a parent, guardian, or other person acting in loco parentis if such action is consistent
with State or other applicable law, if such decision must be made by a licensed

healtheare professional in the exercise of professional judgment.

€8.7.3.3. Notwithstanding the provisions of subparagraph C8.7.3.1., acovered
entity shall, consistent with State or other applicable law, provide aright of access, as
get Torth in Chapter 11 to either a parent, guardian, or other person acting in loco

parentis, as the personal representative of the unemancipated minor, the unemancipated
minor, or both.
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C8.7.4. Implemensation Specification: Deceased Individuals. 1f under applicable
law an executor, administrator, or other person has authority to act on behalf of 2
deceased individual or of the individual's estate, a covered entity shall treat such person
as a personal representative under this Regulation, regarding protected health
information relevant to such personal representation.

C8.7.5. implementation Specification; Abuse, Neulect, Endangerment Situations.
Notwithstanding a State law or any requirement of this section to the contrary, a covered
entity may elcct not to treat a person as the personal representative of an individual if:

C8.7.5.1. The covered entity has a reasonable beligf that:

C8.7.5.1.1. The individua! has been or may be subjected 1o domestic
violence, abuse, or neglect by such person; of

C8.7.5.1.2. Treating such person as the personal representative could
endanger the individual; and

8.7 .5.1.3. The covered entity, in the exercise of professional judgment,

decides that it is not in the best interest of the individual to ircat the person as the
individual's personal representative.

C8.8. STANDARD: DGCEASED INDIVIDUALS

Acovered entity shall comply with the requirements of this Chapter regarding the
protected health information of a deceased individual.

C2.9. SPECIAL RULES FOR ALCOHOL AND DRUG ABUSE PROGRAM PATIENT
RECORDS

Covered entities shall comply with the special rules protecting the confidentiality of
alcohol and drug abuse patient records in federally assisted alcoho] and drug abuse
programs. Those rules are under the authority of The Alcohol, Drug Abuse, and Mental
Health Administration Reorganization Act (ADAMHA), 42 US.C. 290dd-2 (reference
(ad)) and appear at 42 CFR Part 2 {reference (ae)). To the extent those rules apply to
protected health information of the covered entity, the covered entity shall comply with
hoth those rules and this Regulation. Te the extent any use of disclosure is authorized
by this Regulation but prohibited by reference (ae), the prohibition shall control.  Any
use or disclosure is authorized by reference (ae) but prohibited by this Regulation, the
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prohibition shall control, Covered alcohol and drug abuse patient records may only be
used or disclosed if the requirements of both this Regulation and 42 CFR Part 2

{reference {ae)) are satisfied.
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C9. CHAPTER®
NOTICE OF PRIVACY PRACTICES FOR PROTECTED HEALTH INFORMATION

C6.1. STANDARD: NOTICE OF PRIVACY PRACTICE

C9.1.1. Rirht to Notice. Except as provided by paragraph C9.1 2., an indnaduai has
aright to adequate notice of the uses and disclosures of protected health information
that may be made by the covered entity, and of the individual's nghts and the covered
entity's legal dulics with respect to protected health information.

C9.1.2. Exception for Inmates. Aninmate does not have a right to notice under
this section, and the requirements of this section do not apply to a correctional
institution that is a covered entity.

CY 1 3. Uses and Disclospres Consistent With Notice. Acovered entity that 1s

required to have anotice under paragraph C9.1.1. may not use or disclose protected
heulth information in a manner inconsistent with the notice.

C9.2. IMPLEMENTATION SPECITICATIONS: CONTENT OF NOTICE

€92 1. Required Elements. The Department of Defense shall provide one notice
for its health plans and providers. The MHS Notice of Privacy Practices is issued
through the TRICARE Management Activity {TMA}.

€972 2. Revisions 1o the Notice. The covered entity, Le., TMA, shall promptly
revise and distribute its notice whenever there 1s a material change to the uses or
disclosures, the individual's rights, the covered entity's legal duties, or other privacy
practices stated in the notice. Except when required by law, a material change to any
term of the notice may not be implemented prier to the effective date of the notice that
reflects the matenal change.

C9.3. IMPLEMENTATION SPECIFICATIONS: PROVISTONS OF NOTICE

A covercd entity shall make the notice required by this section available on request to

any person and to individuals as specified in paragraphs C9.3.1. through C9.3.3.4., as
applicable.

C9.3.1. Specific Reguirements for Health Plans
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9.3.1.1. Ahbealth plan shall provide notice:

9.3.1.1.1. No later than the compliance date for the health plan, to
individuals then covered by the plan.

plan at the time or prior to the time they become covered; and

(9.3.1.1.3. Within 60 days of a material revision to the notice, to
individuals then covered by the plan.

(9.3.1.2. No less frequently than once every 3 years, the health plan shall

notify individuals then covered by the plan of the availability of the notice and how to
obtain the notice.

C9.,3.1.3. The health plan satisfies the requirements of paragraph C9.3.1. if
notice is provided to the sponsor under coverage

C9.3.2. Specific Requirements for Cerntain Covered Healthcare Providers. A

covered healtheare provider that has a direct treatment relationship with an individual
shall:

C%.3.2.1. Provide the notice:

€9.3.7.1.1. No later than the date of the first service delivery, including
scrvice delivered electronically, to such individual after the compliance date for the
covered healthcure provider; or

€9.3.2.1.2. Tnan emergency treatment situation, as soon as reasonably
practicable afier the emergency treatment situation,

C9.3.2.2. Except in an emergency treatment situation, make a good faith effort
to obtain a written acknowledgment of receipt of the notice provided in accordance with
subparagraph €9.3.2.1,, and if not obtained, document 1ts good faith efforts to obtain
such acknowledgment and the reason why the acknowledgment was not obiained:

£9.3.2.3. If the covered healthcare provider maintains a physical service
delivery site:

individuals to request to take with them; and
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C9 3.2.3.2. Post the notice in a clear and prominent location where it 18
reasonable to expect individuals seeking service from the covered healthcare provider
to be able to read the notice; and

€9 3.2.4. Whenever the notice is revised, make the notice avatlable upon
request on ot after the effective date of the revision and promplly comply with the
requirements of subparagraph €9.3.2.3., if applicable.

(9.3 3. Specific Requircmenis for Electronic Notice

G 3.1.1. Acovered entity that maintains a web site that provides mformation
about the covered entity's customer services or benefits shall prominently post 1ts
notice on the web site and make the notice available electronically through the web site.

9.3.3.2. Acovered entity may provide the notice required by this sectionto
an individual by e-mail, if the individual agrees 10 electronic notice and such agreement
has not been withdrawn. [f the covered entity knows that the e-mail transmission has
failed, a paper copy of the notice shall be provided to the individual. Provision of
clectronic potice by the covered entity shall satisfy the provision requirements of
section C9.3, when timely made in accordance with paragraph 9.3.1. or C9.3.2.

C9.3.3.3. For purposes of subparagraph C9.3.2.1., if the first service delivery
to an individual is delivered electronically, the covered healtheare provider shall provide
electronic notice automatically and contemporaneously in IESponse to the individual's
first request for service. The requirements in subparagraph C9.3.2.2. apply to
glecironic notice.

C9.3.3.4. The individual who is the recipient of electronic notice relains the
right to obtain a paper copy of the notice from a covered entity upon request.

C9.4. IMPLEMENTATION SPECIFICATIONS: JOINTNOTICE BY SEPARATE
COVERED ENTITIES

All covered entities that are components of the MI1S {and thus participate m that
organized healthcare arrangement) shall comply with this section by a joint notice.

9.4 1. The covered entities of the MHS shall abide by the terms of the notice
with respect to protected heaith information created ot received by the covered entity as
part of its participation in the organized healthcarce arrangement.
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('9.4.2. The covered entities included in the joint notice shall provide the notice to
individuals in accordance with the apphicable implementation specifications of section
C9.3. Provision of the joint notice to an individual by any one of the covered entities
included in the joint notice satisties the provision requirement of section C9.3.
regarding all others covered by the joint notice.

9.5, IMPLEMENTATION SPECIFICATIONS: DOCUMENTATION

Acovered entity shall document compliance with the notice reguirements, as required
by paragraph C9.3.2., by retaining copies of the notices issued by the covered entity and,
if applicable, any written acknowledgments of receipt of the notice or documentation of

good faith cfforts to obtain such written acknowledziment, in accordance with paragraph
C9.3.2.
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C10. CHAPTER i0

RIGHTS.TQ REQUEST PRIVACY PROTECTION FOR PROTECTED HEALTH
INFORMATION

C10.]1. RIGHT TO REQUEST RESTRICTION

C10.1.1. Standard:_Right of an Individual to Request Restriction of Jses and

C10.1.1.1. Acovered entity shall permit an individual to request that the
covered entity restrict:

C10.1.1.1.1. Uses or disclosures of protected health information about
the individual to carry out treatment, payment, of healthcare operations; and

C10.1.1.1.2. Disclosures permitted under section €6.2. (concerning uses
and disclosures for involvement in the individual's care).

C10.1.1.2. Acovered entity is not required to agree to a restriction.

C10.1.1.3. Acovered entity that agrees to a restriction under subparagraph
C10.1.1.1. may not use or disclose protected health information in violation of such
restriction, except that, if the indrvidual who requested the restriction 1s in need of
emergency treatment and the restricted protected health information 15 needed to
provide the emergency treatment, the covered entity may use the restricted protected
health information, or may disclose such information 1o a healthcare provider, to
provide such treatment to the individual.

C10.1.1.4. If restricted protected health imformation is disclosed to a
healtheare provider for emergency ireaiment under subparagraph C10.1.1.3., the covered

cntity shall request that such healtheare provider not further use or disclose the
information.

C10.1.1.5. Arestriction agreed to by a covered entity under section C10.1. 15
not effective nnder this Chapier to prevent uses or disclosures permitted or required
under section C6.1. (concerning facility directories) or Chapters 8 (concemning uses and
disclosures for which authorization or opportunity 1o agree or object is not requiredy,
Chapter 12 {conceming access of individuals to proiected health information), or
Chapter 14 {concemning accounting of disclosures).
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C10.1.1.6. Requests for restrictions under this paragraph C10.1.1. shall be
made either orally or in writing to the person or-office that would be obliged to comply
with the restiction. No restriction shall be effective above the management authority
level that agreed to the restriction. No restriction shall be effective unless the person
agreeing to the restriction is actually aathorized to agree to 1t and establishes a written
record of the restriction.  For example, if compliance would only be required by an
MTF, the request should be made to the Privacy Officer of the MTF and not be
iransferred to another MTF. If compliance would be required of the entire MHS, the
request would be made to the Privacy Officer, TMA. The deciding official for the most
senior managemenl authority that would be required to comply with the restriction shall
determine whether the request shall be agreed to, notify the person making the request
of the decision in writing, and take any appropriate implementation action.

C10.1.1.7. The decision whether Lo agree to arestriction requesied by an
individual is subject to the discretion of the covered entity. The restriction should be
denied if the covered entity cannot reasonably accommaodate the request, if it conflicis
with this Regulation, or for other appropriate reasons,

C10.1.1.8. Aresponse to arequest for restriction should be provided to the
individual requesting it as soon as practicable, and should mclude the rationale for
denying it, if the request 1s denied in whole or part.

C10.1.2. Implementation Specifications: Terminating a Restriction. Acovered
entity mayv terminate its agreement to a restriction, if; '

C10.1.2.1. The individual agrees to or requests the termination in writing.

C10.1.2.2. The individual orally agrees to the termination and the oral
agreement i$ documnented; or

C10.1.2.3. The covered entity informs the individaal m writing that it 1s
terminating its agreement 1o a restriction and documents that the individual has been so
informed, except that such termination is only effective with respect to protected health
information created ot reecived after it has so informed the individual.

{10.1.3. lmplementation Specification: Documentation. A covered entity that
agrees to arestriction shall document the restriction in accordance with section C14.10.
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€102, RIGHT TO REQUEST CONFIDENTIAL COMMUNIC ATIONS

C10.2.1. Siandard: Confidennal Communications Reguircments

C10.2.1.1. Acovered healthcare provider shall permit individuals to request
and shall accommodate reasonable requests by individuals to receive commmications
of protected health information from the covercd healthcare provider by alternative
means or at alternative locations.

C10.2.1.2. Ahealth plan shall permit individuals to request and shall
sceommodate reasonable requests by individuals to receive communications of
protected health information from the health plan by alternative means or at alternative
locations, if the individual ciearly states that the disclosure of all or part of that
information could endanger the individual.

C10.2.2. Implemeniation Specifications: Conditions o1 Providing Confidential
Communications

C10.22.1. Acovered entity may require the individual to make a written
request for a confidential cormmumnication deseribed in paragraph C10.2.1.

C10.2.22. Acovered entity may condition the provision of a reasonable
accommodation on:

C10.2.2.2.1. When appropriate, information as to how payment, i1 any,
shall be handled; and

C10.2.2.2.2. Specification of an alternative address or other method of

C10.22.3. Acovered healthcare provider may not require an explanation from
the individual as to the basis for tie request as a condition of providing communications
on a confidential basis.

C10.2.2.4. Ahealth plan may require that a request contain a statement that

disclosure of all.or part of the information to which the request pertains conld endanger
the individual.
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C11. CHAPTER 11

ACCESS OF INDIVIDUALS TO PROTECTED HEALTH INFORMATION

Cil.l. STANDARD: ACCESS TO PROTECTED HEALTH INFORMATION

C11.1.1. Right of Access. Except as otherwise provided in paragraphs C11.1.2. or
C11.1.3., an individual has aright of access 10 inspect and obtain a copy of protected
health information about the individual ina designated record set, for as long as the
protected health information 1s maintzined in the designated record set. Tnaddition,
when an individual requests access to his or her record and the tecord is contained in a
Privacy Act system of records, access may be denied only when denial is authorized
both under this Regulation (puragraphs C11.1.2. or C11.1.3.) and the Privacy Act
Regulations (as described in paragraph C11.1.4.).

C11.1.2. Unreviewable Grounds for Denial. Subject to paragraph Ci1.1.4.. 8
covered entity may deny an individual aceess without providing the mdividual an
opportunity for review, under the following circumstances.

C11.1.2.1. Psychotherapy notes.

C11.1.2.2. Information compiled in reasonable anticipation of, or for use in, a
civil, eriminal, or adminisirative action or proceeding.

C11.1.2.3. Protected health information maintained by a covered entity that is
subject to the Clinical Laboratory Improvements Amendments of 1988 (42 US.C.
263a) (reference (ad}) to the extent the provision of access to the individial would be
prohibited by faw, or exempt from the Clinical Laberatory Improvements Amendments
of 1988, pursuant to 42 CFR 493 .3(a)(2) (reference (ae)).

C11.1.2.4. Quality assarance information that may not be disclosed under 10
U.S.C. 1102 (reference (1))

C11.1.2.5. Acovered entity that is a cotrectiona! institution or a covered
healthcare provider acting under the direction of the correctional institution may deny,
in whole or in part, an immate's request o obtain a copy of protected health information,
if obtaiming such copy would jeopardize the health, safety, security, custody, or
rehabilitation of the individual or of other inmates, or the safety of any officer,
employee, or other person at the correctional institution or responsible for the
transporting of the mmate.
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C11.1.2.6. Anindividual's access to protected heaith information created or
obtained by a covered healthcare provider in the course of research that includes
treatment may be temporarily suspended for as long as the research is in progress, if the
individual has agreed to the denial of access when consenting to participate in the
research that includes treatment, and the covered healthcare provider has informed the
individual that the right of access shall be reinstated upon completion of the research.

C11.1.2.7. Anindividual's access to protected health mformation that 13
contained in records that are subject Lo the Privacy Act (reference (c)) may be denied,
if the denial of access under reference (¢) would meet the requirements of that Jaw.
Examples of records for wlnch access may be denied under certain terms of reference
(¢} inchide records classified in the interest of nationa! defense or foreign policy and
certain investigatory material.

C11.1.2.8. Anindividual's access may be denied if the protected health
information was obtained from someone other than a healthcure provider under a

promise of confidentiality and the access requested would be reasonably likely to reveal
the source of the information.

C11.1.3. Reviewable Grounds for Denial. A covered entily may deny an individual
access, if the individual is given aright to have such denials reviewed, as required by
paragraph C11.1.5., under the foliowing circumsiances:

C11.1.3.1. Alicensed healthcare professional has determined, in the exercise
of professional judgment, that the access requested is reasonably likely to endanper the
life or physical safety of the individual or another petson;

C11.1.3.2. The protected health information makss refercnce to another
petson (unless such other person is a healtheare provider) and a licensed healthcare
professional has determined, in the cxercise of professional judgment, that the access
requested is Teasonably likely to cause substantial harm to such other person; or

C11.1.3.3. The request for access is made by the individual's personal
representative and a licensed healthcare profcssional has determined, in the exercise of
professional judgment, that the provision of access to such personal representative 1s
reasonably likely to cause substantial barm to the ndividual or another person.

C1i.1.4. Relationship to the Povacy Act. The Pnvacy Act (reference {c})
generally gives individuals ungualified access to information in systems of records
maintained by Federal Agencies. Insome cases, protected health information that 15 the
subject to arequest for access covered by this Chapter is also subject to the access
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rules of the Privacy Act. In such cases, access must be granted unless the proiected
health information may be withheld purswant to both the provisions of this Regulation
(paragraphs C11.1.2. or C11.1.3.) and the Privacy Act Regulation (reference (d)). In
the event of a disagreement between a DoD-afliliated covered entity and a Commander
concerning the disclosure of protected health information, the covered entity shall seek
the advice of the cognizant Judge Advocate General or commmand counsel,

C11.1.5. Review of a Denial of Access. If access 1s denied on a ground permitted
under paragraph C11.1.3., the individua! has the right to have the denial roviewed by a
licensed healtheare professional who 15 designated by the covered entity to actas a
reviewing official and who did not participate in the origmal decision to.deny. The
covered eniity shall provide or deny access in accordance with the determination of the
reviewing official under paragraph C11.4.4.

C11.2. IMPLEMENTATION SPECIFICATIONS: REQUESTS FOR ACCESS AND
TIMELY ACTION

C11.2.1. Individual's Request for Access. The covered entity shall permit an
individual to request access 1o mspect o1 1o obtain a copy of the protected health
information about the individual that is maimtamed in a designated record set. The
covered entity may require individuals to make requests for aceess m writing, if 1t
informs individuals of such a requirement.

C11.2.2. Timely Action by the Covered Entity

C11.2.2.1. Except as provided in subparagraph C11.2.2.2.. the covered entity
shall act on a request for access no later than 30 days afier veceipt of the request as
follows. '

C11.2.2.1.1. If the covered entity grants the request, in whole or in part, it
shall inform the individual of the acceptance of the request and provide the access
requested, in accordance with section C11.3.

C11.2.2.1.2. If the covered entity denies the request, in whole or in part,
it shall provide the individual with a written denial. in accordance with section C11.4.

C11.2.2.2. If the request for access 15 for protected health information that is
not maintained.or accessible 1o the covered entity on-site, the covered entity shall take

an action required by subparagraph C11.2.2. 1. by no later than 60 days from the receipt
of such a request.
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C112.23. If the covered entity is unable to take an action required by
subparagraph C11.2.2.1.1. or C11 29 .1.2. within the time required by subparagraph
Cl1.2.2.1. or C11.2.2.2.. as applicable, the covered entity may extend the time for such
actions by no more than 30 days, if:

C11.2.2.3.1. The covered entity, within the time limit set by subparagraph

C11.22.0. or C11.2.2.2., as applicable, provides the individual with a written
statement of the reasons for the delay and the date that the covered entity shall
complete its action on the request; and

for action on arequest for access.

C11.3. DAPLEMENTATION SPECIFICATIONS: PROVISION OF ACCESS

If the covered entity provides an mdividual with access, in whole or in part, to protected
health information, the covered entity shall comply with the following requirements:

C11.3.1. Providing the Access Requested. The covered entity shall provide the
access requested by individuals, including inspection or obtaining a copy, of both, of the
protected health information about thern in designated record sets.  If the same
protected health information that is the subject of a request for access is maintained in
more than one designaied record set or at more than one location, the covered entity

need only produce the protected health information once in response to a request for
ACCESS.

C11.3.2. Form of Access Requested

(11.3.2.1. The covered entity shall provide the individual with access to the
protected health information in the form or format requesied by the individual, it 1t 18
readily producibie in such form or format; or, if not, in a readable hard copy form or
such other form ot format as agreed to by the covered entity and the individual.

C11.3.2.2. The covered entity may provide the individual with a summary of
the protected health information requested, instead of providing access to the protected
health information or may provide an explanation of the protected heaith information to
which access has been provided, ift
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C11.3.2.2.1. The individual agrees in advance to such a summary or
explanation; and

C11.3.2.2.2. The individual agrees in advance to the fees imposed, if any,
by the covered entity {or such summary or ¢xplanation.

C11.3.2.2.3. Time and Manmer of Access. The covered entity shall
provide the access as requested by the individual in a timely manner as required by
paragraph C11.2.2., including arranging with the individual for a convenient time and
place to inspect or obtain a copy of the protected health information, or mailing the
copy of the protected health information at the individual's request. The covered entity
may discuss the scope, format, and other aspects of the request for access with the
individual as necessary to facilitate the timely provision of access.

C11.3.2.2.4. Fees. lf the individual requests acopy of the protected
health information or agrees to a summary or explanation of such information, the
covered entity may impose a reasonable, cost-based fec in accordance with the Service
regulation, 1f the fee includes only the cost of:

C11.3.2.2.4.1. Copying, including the cost of supplies for and labor
of copying, the protected health information requested by the individual.

C11.3.2.2.4.2. Preparing an explanation or Summary of the protected
health information, if agreed Lo by the individual as required by subparagraph C11.3.2.2.

Cil1.4. IMPLEMENTATION SPECTFICATIONS: DENIAL OF ACCESS

If the covered entity denies access, in whole or ip par, to protected health information,
the covered entity shall comply with the following requirements. [n addition, if the
protected health information is also covered by the Privacy Act, the covered entity shall
also comply with the requirements of reference {d} (or the other Privacy Act
implementing regulations of that DoD Component).

C11.4.1. Making Other_Information Aceessible. The covered entity shall, to the
extent possible, give the individual access 1o any other protected health information

requested, after excluding the protected health information that the covered entity has a
ground 1o deny

B CHAPTER 11



Dol 6025 18-R, Jun. 24, 2003

C11.42. Denjal. The coverad entity shall provide a timely, written denial to the
individual, in accordance with paragraph C1 1.2.2. The denial shall be in plan language
and contain:

C11.4.2.1. The basis for the denial.

C11.4.2.2. If applicable, a statement of the individual's review rights under

paragraph C11.1.4., includmg a description of how ihe individual may exercise such
teview rights; and

C11.4.2.3. Adescription of how the individual may complain to the covered
entity pursuant to the complaint procedures in section C14.4. or to the Secretary of
HHS pursuant to the procedures in45 CFR 160.306 {(reference (g)). The description
shall include the name, or titie, and telephone mmmber of the contact person or office
designated in subparagraph C14.1 1.2

C11.4.3. Other Responsibility. If the covered entity does not maintain the
protected health information that s the subject of the individual's request for access,
and the covered entity knows where the requested information is matntained, the covered
entity shall inform the individual where to direct the request for access.

C11.4.4. Review of Denial Requested. Ifthe individual has requested a review of a
denial under paragraph C11.1.5., the covered cntity shall designale a licensed healtheare
professional, who was not directly involved in the demial to review the decision to deny
access. The covered entity shall prompily refer a request for review to such designated
reviewing official. The designated reviewing official shall determine, within a
reasonable period of time, whether or not to deny the access requested based on the
standards in paragraph C11.1.3. The covered entity shall promptly provide wrtten
notice to the individual of the detcrmination of the designated reviewing official and
take other action as required by this Chapter to carry out the designated reviewing
official's determination.

C11.5. IMPLEMENTATION SPECTFICATION: DOCUMENTATION

A covered entity shall document the following and retain the documentation as required
by section C14.10.:

C11.5.1. The designated record sets that are subject to access by individuals; and
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C11.5.2. The titles of the persons or offices responsible for receiving and
processing requests for access by individuals.

100 CHAPTER 1



Dy 623, T8-R, Jun. 24, 2003

C12. CHAPTER 12

AMENDMENT OF PROTECTED HEALTH INFORMATION

12.1. STANDARD; RIGHT TO AMEND

C12.1.1. Right to Amend. Anindividual has the right io have a covered entily
amend protected health information or arecerd about the individual in a designated

record set for as long as the protected health information is maintained in the designated
record set.

C1i2.1.2. Denial of Amendment. A covered entity may deny an individual's reguest

for amendment, if it determincs that the protected health information or record that 1
the subject of the request:

C12.1.2.1. Was not created by the covered entity, unless the individual
provides a reasonable basis to believe that the originator of protected health information
is no longer available to act on the requested amendment.

C12.1.2.2. TIs not part of the designated record set.

C12.1.2.3. Would not be available for inspection under Chapter 11; or

(12.1.2.4. Is accurate and complete.

C12.2. IMPLEMENTATION SPECIFICATIONS: REQUESTS FOR_AMENDMENT
AND TIMELY ACTION

C12.2.1. Individual's Request for Amendment. The covered entity shall permit an
individual to request that the covered entity amend the proiected health information
maintained in the designated record set. The covered entity may require individuals to
make requests for amendment in writing and to provide a reason to support a requesied
amendment, if it informs individuals in advance of such requirements.

C12.2.2. Timely Action by the Covered Entity

C12.2.2.1. The covered entity shall act on the mdividual's request for an
amendment no later than 60 days after receipt of such a request, as follows:
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(12.2.2.1.1. If the covered entity grants the requested amendment, in
whole or in part, it shal! take the actions required by paragraphs C12.3.1. and C12.3 2.

C12.2.2.1.2. Tf the covered entity denies the requested amendment, in
whole or in part, it shall provide the individual with a writien denial, in accordance with
paragraph C12.4.1.

12.2.2.2. If the covered entity is unable to act on the amendment within the

time required by paragraph C12.2.1,, the covered enlity may extend the time for such
action by no more than 30 days, 1if:

C12.2.2.2.1. The covered entily, within the time limit set by subparagraph
C12.2.2.1., provides the individuat with a written statement of the reasons for the delay
and the datc that the covered entity shall complete its action on the request; and

C12.2.2.2.2. The covered entity may have only one such extension of time
for action on a request for an amendment.

C12.3. IMPLEMENTATION SPECIFICATIONS: ACCEPTING THE AMENDMENT

If the covered entity accepts the requested amendment, in whole or in part, the covered
entity shall comply with the following requirements:

C12.3.1. Making the Amendment  The covered entity shall make the appropriate
amendment to the protecied health information or record that 1s the subject of the
request for amendment by, at a minimum, identifying the records in the designated
record sct that are affected by the amendrnent and appending or otherwise providing a
link Lo the location of the amendment.

C12.3.2. [nforming the Individual. Inaccordance with section C12.2., the covered
entity shall with a timely, written acceptance and obtain the individual's identification of
and agreement to have the covered entity notify the relevant persons to be informed
under paragraph C12.3.3.

C12.3.3. Informing Cthers. The covered entity shall make reasonable efforts to
inform and provide the amendment within a reasonable time to:

C12.3.3.1. Persons identified by the individual as having received protected
health information about the individual and necding the amendment; and
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C12.33.2. Persons, including business associates, that the covered cntity
knows have the protecied health information that is the subject of the amendment and

that may have relied, or could foresecably rely, on such information to the detriment of
the individual.

C12.4. IMPLEMENTATION SPECTFICATIONS: DENYING THE AMENDMENT

If the govered entity denies the requested amendment, in whole ot in part, the covered
entity shall comply with the following requirements:

€12.4 1. Denial. The covered cntity shall provide the individual with a timely,
written denial, in accordance with paragraph C12.2.2. The denial shall use plain
language and conlain:

C'12.4.1.1. The basis for the denial, in accordance with paragraph C12.1 2.

C12.4.1.2. The individual's right to submit a written statement disagreeing with
the demial and how the individual may file such a statement.

C12.4.13. Astatement that, if the ndividual does not submit a statement of
disagreement, the individual may request that the covered entity provide the individual's
request for amendment and the denial with any future disclosures of the protecied health
information that is the subject of the amendment; and

C12.4.1.4, Adescription of how the individual may complain to the covered
entity pursuant to the complaint procedures established in section C14.4. or 1o the
Secretary of HHS pursuant to Lhe procedures established in 45 CFR 160.306 (reference
(g)). The description shall mclude the name, or title, and telephone number of the
contact person or office designated subparagraph C14.1.1.2,

C12.4.2. Statement of Disasrecment. The covered entity shall permit the
individual to submit to the covered entity a written statement disagreemg with the denial
of all or part of arequested amendment and the basis of such disagreement. The
covered entity may rcasonably liniit the length of a statement of disagreement.

C12 4.3, Rebuttal Statement. The covered entity may prepare a written rebuttal to
the individual's statement of disagreement. Whenever such a rebuttal is preparcd, the

covered entity shall provide a copy to the individual who submilied the statement of
disagreement.
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C12.4.4. Recordkeeping. The covered entity shall, as appropriate, identify the
record or protected health information in the designated record set that is the subject of
the disputed amendment and append ot otherwise link the individual's request for an
amendment, the covered cniity's denial of the request, the mdividual's siaternent of

disagreement, if any, and the covered entity's rebuital, if any, to the designated record
sel.

C12.4.5. Fuiure Disclosures

C12.4.5.1. If a statement of disagreement has been submitted by the individual,
the covered entity shall meinde the material appended in accordance with paragraph
C12.4.4., or, at the slection of the covered entity, an accurate summary of any such

information, with any subsequent disclosure of the protected health information relating
to the disagreement.

C12.4.52. If the individual has not submitied a written statement of
disagrcement, the covered entity shall include the individual's request for amendment
and its demnial, or an accurate summary of such information, with any subsequent
disclosure of the protected health information only 1f the individual has requested such
action in accordance with subparagraph C12.4.1.3,

C12.4.5.3. When a subsequent disclosure described m subparagraph C12.4.5.1.
or C12.4.52. is made using a standard transaction under 45 CFR 162 (reference (g))
that does not perrait the additional material to be inchuded with the disclosure, the
covered entity may separately transmit the material required by subparagraph C12.4.5.1.
or C12.4.5.2., as applicable, to the recipient of the standard transaction.

C12.5. IMPLEMENTATION SPECIFICATION: ACTIONS ONNGOTICES OF
AMENDMENT

A covered entity that is informed by another covered entity of an amendment to an
individual's protected health information, In accordance with paragraph C12.3.3., shall
amend the protected health information in designated record sets as provided by
paragraph C12.3.1.
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C12.6. IMPLEMENTATION SPECIFICATION: DOCUMENT ATION

Acovered entity shall document the titles of the persons or offices responsible for
receiving and processing requests for amendments by individuals and retain the
documentation as required by section C14. 10.

C12.7. RELATIONSHIP TO PRIVACY ACT

The Privacy Act (reference (<)) also has provisions (5 U.B.C. 5572a(d)X2)) regarding
amendment of reference (c) protected information. In any case that protected health
information is subject to both this Chapter and reference (¢) Tequirements, the

reference (¢} requirements shall continue to apply to matters of amendment according
to such requircmenis.
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Ci3. CHAPTER 13

ACCOUNTING OF DISCLOSURES OF PROTECTED HEALTH INFORMATION

C13.1 STANDARD: RIGHT TO AN ACCOUNTING OF DISCLOSURES OF
PROTFECTED HEALTH INFORMATION

C13.1.1. Anindividual has a right to receive an accounting of disclosures of
protected health information made by a covered entity in the 6 years prior to the date
that the accounting is requested, except for disclosures:

C13.1.1.1. To carry out treatment, payment and healthcare operations as
provided in Chapter 4.

C13.1.1.2. To individuals of protecied health information about them.
C13.1.1.3. Pursuant to an authorization under Chapter 3.

C13.1.1.4. For ihe facility's directory or 0 persons ipvolved in the individual's
care or other notification purposes as provided in Chapler 6.

Ci3.1.1.5. For national security ot intelligence purposes as provided in
paragraph C7.11.4.

C13.1.1.6. To correctional instilutions or law enforcement officials as
provided in paragraph C7.1 i.6.

€13.1.1.7. As part of a limited data set in accordance with section C8.3.

C13.1.1.8. Incident to ause or disclosure otherwise permitted or required by
this Regulation, as provided in section C8.4.

C13.1.1.9. That occurred prior to the compliance date for the covered entity.

C13.1.2. The covered entity shall take the following actions under the
circumstances stated:

€'13.1.2.1. The covered entity shall temporanly suspend an individual's right to
receive an accounting of disclosures to ahealth oversight agency or law enforcement
official, as provided in sections C7.4. o1 C7.6., respectively, for the time specified by
such agency or official, if such agency ot official provides the covered entity with a
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written statement that such an accounting to the individual would be reasonably likely to
impede the ageney's activities and specifying the time that sucha suspension is required.

C13.1.2.2. 1f the agency or official staternent I subparagraph C13.1.2.1,,
above is made orally, the covered entity shall:

C13.1.2.2.1. Document the statement, including the identity of the agency
or official makang the statement;

_ C13.1.2.2.2. Temporanly suspend the individual's right to an accounting
of disclosures subject to the statement; and

C13.1.2.2.3. Limit the temporary suspension to no longer than 30 days
from the date of the oral statement, unless a written statement pursuant to subparagraph
C13.1.2.1. is submitted during that time.

C73.1.3. Anindividual may request an accouitting of disclosures for a period of
time less than 6 years from the date of the request.

€132, TMPLEMENTATIGN SPECIFICATIONS: CONTENT OF ACCOUNTING

The covered entity shall provide the individual with a writien accounting that mects the
following requirements:

C13.2.1. Except as othcrwise provided by section C13.1., the accounting shall
include disclosares of protected health information that occurred during the 6 vears (or
such shorter time period at the request of the individual as provided i paragraph
C13.1.3. of this section) prior to the date of the request for an accounting, inchuding
disclosures to or by business associates of the covered enfity.

C13.2.2. Except as otherwise provided by paragraphs C13.2.3. or C13.2.4., the
accounting shall include for each disclosure:

C13.2.2.1. The date of the disclosure.

C13.2.2.2. The name of the entity or person who received the protected health
information and, if known, the address of such cntity Or person.

C13.2.2.3. Abrief description of the protected health information disclosed.

C13.2.2.4. Abrief statement of the purpose of the disclosure that reasonably
informs the individual of the basis for the disclosure; or, in liey of such statement, a
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copy of awritten request for disclosure under section C2.5. (disclosures to the
Secretary of HHS) or Chapter 8, 1f any.

C13.2.3. If, during the peried covered by the accounting, the covered entity has
made multiple disclosures of protected health information to the same person or entity
for a single purpose under subparagraph C2.5.4.3. or Chapter 7, or pursuant to 4 single
authorization under Chapter 3, the accounting may, with respect to such multiple
disclosures, provide the following:

C13.2.3.1. The information required by paragraph C13.2.2,, above for the first
disclosure during the accounting peried.

C13.2.3.2. The frequency, periodicity, or number of the disclosures made
during the accounting period; and

C13.2.3.3. The date of the last such disclosure during the accounting period.

C13.2.4. If, during the period covered by the accounting, the covered entity has
made disclosures of protected health information for a particular research purpose in
sccordance with Chapter 7 for 50 or more individuals, the accounting may, with respect

to such disclasures for which the protected health information about the individual may
have been included, provide:

C13.2.4.1. The name of the protocol or other research activity;

C13.2.4.2. Adescription, in plain langnage, of the research protocol or other
research activity, including the purpose of the research and the criteria for selection
particular records;

C13.2.4.3. The date or period of time during which such disclosures oecurred,
or may have occurred, including the date of the last such disclosure during the
accounting period;

C13.2.4.4. The name, address, and telephone number of the entity that

sponsored the research and of ihe researcher to whom the information was disclosed;
and

€13.2.4.5. Astaicment that the protected health information of the mdividual
may or may not have been disclosed for a particular protocol ot other research activity.

C13.2.5. Tf the covered entity provides an accounting for research disclosures in
aceordance with €13.2.4. and if it is reasonably likely that the protected health
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information of the individual was disclosed for such research protoco! or activity, the
covered entity shall, ai the request of the individual, assisl in contacting the entity that
sponsored the research and the researcher.

C13.3. IMPLEMENTATION SPECIFICATIONS: PROVISION OF ACCOUNT ING

C13.3.1. The covered entity shall act on the individual's request for an accounting,
no later than 60 days after receipt of such arequest, as follows:

C13.3.1.1. The covered entity shall provide the individual with the accounting
requested; or

©13.3.1.2. If the covered entity is unable to provide the accounting within the

time required by paragraph C13.3.1., the covered entity may extend the time to provide
the accounting by no more than 30 days, if:

C13.3.1.2.1. The covered entity, within the tirne limit set by paragraph
C13.3.1., provides the indrvidual with a written statement of the reasons for the delay
and the date by which the covered entily shall provide the accounting; and

C13.3.1.2.2. The covered entity may have only one such sxtension of time
for action on a request for an accounting.

C13.3:2. The covered cntity shall provide the first accounting to an individual in
any 12-month period without charge. The covered entity may impose a reasonable,
cost-based fee in accordance with Service regulations for ¢ach sabsequent request for
an accounting by the sume individual within the 12 month period, if the covered entity
informs the individual in advance of the fee and provides the individnal with an

opportunity to withdraw or modify the request for a subsequent accounting m order to
avoid or reduce the fec.

C13.4. IMPLEMENTATION SPECIFICATION: DOCUMENTATION

Acovered entity shall document the following and retain the documentation 2s tequired
by Chapter 14:

C'13.4.1. The information required being included in an accounting under section
C13.2. for disclosures of protected health information that are subject 1o an accounting
under section C13.1.
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C13.4.2. The written accounting that is provided to the individual under this
Chapter; and

C13.4.3. The titles of the persons or offices responsible for receiving and
processing requests for an accounting by individuals.

C13.5. RELATIONSHIP TO PRIVACY ACT

The Privacy Act {reference (¢)) also has provisions (3 U.8.C. 552a(¢)) TEQUIFng an
accounting of certain disclosures of reference (c) protected information. Inany case
that protected health information disciosures are subject te both this Chapter and

reference (c) requirements, reference {c) requiremnents shall continue to apply to the
disclosures according to such requirements.
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C14. CHAPTER 14

ADMINISTRATIVE REQUIREMENTS, TRANSITION PROVISIONS, AND
COMPLIANCE DATES

C14.1. PERSONNEL DESIGNATIONS

C14.1.1. Standard: Personpel Designations

C14.1.1.1. Acovered entity shall designate a privacy official who 1s

responsible for the development and implementation of the policies and procedures of
the cntity.

C14.1.1.2. Acovered entity shall designate a contaci person or office that 1s
responsible for receiving complaints ander this section and able to provide further
information about matters covered by the notice required by Chapter 9.

C14.1.2. Implementation Speeification: Personnel Designations. Acovered entity

shall document the persomnel designations in paragraph C14.1.1. as required by section
Cl4.10.

C14.2. TRAINING

1472 1. Standard: Truining. Acovered entity shall train all members of 13
workforee on the policies and procedures regarding protected health informauon
required by this Chapter, as necessary and appropriate for the members of the
workforce Lo carry out their function within the covered gntity.

C14.2.2. lmplementation Specifications: Training

C14.2.2.1. Acovered entity shall provide training that meets the requirements
of paragraph C14.2.1., as follows:

: €14.2.2.1.1. To each member of the covered entity's workforce by no
laier than the compliance date for the covercd entity.

Ci4.2.2.1.2. Thereafter, to sach new member of the workforce withina
reagonable period of time afier the person joins the covered entity's workforce; and

111 CHAFTER 14



Del g025 18-R, Jan. 24, 2M3

C14.2.2.1.3. To each member of the covered entity's workforce whose
fanctions are affected by a material change in the pelicies or procedures required by
this Chapter, within areasonable period of time after the material change becomes
effective in accordance with section C14.9.

C14.2.2.2. Contracted heaithcare providers and other contracted personnel
providing services ina military treatment facility or dental treatment facility as
described in subparagraph €3.2.2.2.1. shall be included in the training described in
paragraph C14.2.2.

C14.2.2.3. Acovered entity shall document that the training as deseribed in
subparagraph C14.2.2.1, has been provided, as required by section C14.10.

C14.3. SAFEGUARDS

C14.3.1. Standard: Safeguards. A covered cntity shall have n place appropriate
administrative, technical, and physical safeguards to protect the privacy of protected
health information.

£14.3 2. Implementauon Snecification:Safepuards

C14.3.2.1. Acovered eatity shall reasonably safeguard protected healih
information from any intentional or umintentional use or disclosure that 1s in violaiion
of the standards, implementation specifications or ather requirements of this
Regulation.

C14.3.2.2. Acovered entity shall reasonably safeguard protected health
information to limit incidental uses or disclosures made pursuant to an otherwise
permitted or required use or disclosure.

Ci4.4. COMPLAINTS

C14.4.1. Standard: Complainis to the Covered Entity. A covered entity shall
provide a process for individuals to make complaints concerning the covered entity's
policies and procedures required by this Chapter or its compliance with such policies
and procedures ot the requirements of this Chapter.
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C14.4.2. Implementation Specification:Dogumentation of Complaints. AS

required by seciion C14.10., a coverad entity shall document all complaints received,
and their disposition, if any.

C14.5. SANCTIONS

€14.5.1. Standard: Sanctions. Acovered entity shall have and apply appropnate
sanctions against members of its workforce who fail to comply with the privacy
policies and procedures of the covered entity or the reguirements of this Regulation.
For members of the militury this may include action under the Uniform Code of
Military Justice (reference (v)), administrative, or other appropriate sanctions. For
civilian employees sanctions should be applied consistent with the provisions of
Chapter 75 of title 5, United States Code (reference (af)). For contractor personnel
subject to this section sanctions may include actions permissible under applicable
procurement regulations. This standard does not apply to a member of the covered
entity's workforee with respect 10 actions that are covered by and that meet the
conditions of scction C8.6. (disclosures by whistleblowers and workforce member
crime victims) or paragraph C14.7.2.

C14.5.2. Implementation Specification: Documeniation. As required by section
C14.10., a covered entity shall document the sanctions that arc applied, if any.

C14.6. STANDARD: MITIGATION

Acovered entity shall mitigate, when practicable, any harmful effect that 1s known to the
covered entity of a use or disclosure of protected health information in violation of its

policies and procedures or the requirements of this Chapter by the covered entity or its
business associate.

C14.7. STANDARD; REFRAINING FROM INTIMIDATING OR RETALIATORY ACTS

A covered entity may net mijmidaie, threaten, coerce, discriminate against, or take other
retaliatory action against:

€14.7.1. Individuals. Any individual for the exercise by the individual of any nght

under, or for participation by the individuai in any process established by this Chapter,
including the filing of a complaint under this section.
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C14.7.2. Individuals and Others. Ay individual or other person for:

(14.7.2.1. Filing of a complaint with the Secretary of HHS under subpart C of
45 CFR part 160 (reference (g}).

C14.7.2.2. Testifying, assisting, or participating in an investigation, compliance
review, proceeding, or hearing under Part C of Title X1 of the Social Security Act
(reference (I)); or

C14.7.2.3. Opposing any act or practice made unlawful by this Regulation, if
the individual or person has a good faith belief that the practice opposed is unlawful, and
the manner of the opposition is reasonable and does not involve a disclosure of
protected health information in vielation of this Chapter.

C14.8. STANDARD: WAJYER QF RIGHTS

A covered entity may not require indnaduals to waive their rights under this Regulation
as a condition of the provision ol treatment, payment, enrollment in a health plan, or
eligibility for benefits.

C14.9. POLICIES AND PROCEDURES

C14.9.1. Standard; Policies and Procedures, Acovered entity shall implement
policies and procedures on protected health information that arc designed to comply
with the standards, implementation specifications, or other requiremcnts of this
Chapter. The policies and procedures shall be reasonably designed, taking 1nto account
the size of and the type of activities that relate to protected health information
undertaken by the covered entity, to ensure such compliance. This standard 1s not to be
construed to permit or excuse an action that violates any other standard, implementation
specification, or other requirement of this Chapter.

C14.9.2. Standard: Changes 10 Policies or Procedures

C14.9.2.1. Acovered entity shall change its policies and procedures as
necessary and appropriate to comply with changes in the law, including the standards,
requirements, and implementation specifications of this Chapter.

14.9.2.2. When a covered entity changes a privacy practice that is stated in
the notice described in Chapter 9, and makes corresponding changes to 1ts policies and
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procedures, it may make the changes effective for protected health mformation that it
created or reccived prior to the effective date of the notice revision; or

€14.9.2.3. Acovered entity may make any other changes to policies and

procedures at any time, 1f the changes are documented and implemented in accordance
with paragraph C14.9.5.

C14.9.3. Implcmentation Specification: Changes in Law, Whenever there 15 a
change in law that necessitates a change (o the covered entity's policies or procedures,
the covered cniity shall promptly document and implement the revised policy or
procedure. 1f the change in law matenially affects the content of the notice required by
Chiapter 9, the covered entity shall promptly make the appropriate revisions to the
notice in accordance with paragraph €9.2.2. Nothing in this paragraph may be used by a
covered entity to excuse a failure to comply with the law.

C14.9.4. Implementation Specifications: Changes to Privacy Practices Stated in
the Notice

C'14.9.4.1. To implement a change as provided by subparagraph C14.9.2.2.,a
covered entity shall.

C14.9.4.1.1. Ensure that the policy or procedure, as revised to reflect a
change in the covered entity's privacy practice as stated in its nolice, complies with the
standards, requirements, and jmplementation specifications of this Chapter;

€14.9.4.1.2. Document the policy or procedure, as revised, as required by
section C14.10; and '

C14.9.4.1.3. Revise the notice as required by paragraph C9.2.2. to state
the changed practice and make the revised notice available as required by section C9.3.

The covered entity may not implement a change to a policy or prosedure priot to the
effective date of the revised notice.

C14.9.5. Implementation Specification: Changes to Other Policics or Procedures.

Acovered entity may change, at any time, a policy or procedure that does not matenally
affect the content of the notice required by Chapter g, 1f:

C14.9.5.1. The policy or procedure, as revised, complies with the standards,
requirements, and implementation specifications of this Chapter; arid

€14.9.5.2. Prior to the effective date of the change, the policy or procedure,
as revised, is documented as required by section C14.10.
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C14.10. DOCUMENTATION

C14.10.1. Standard: Documentation. Acoversd entity shall:

C14.10.1.1. Maintain the pelicies and procedures provided for in section
C14.9, in written or electronic form.

C14.10.1.2. If written communication is required by this Regulation, maintain
comnmunication, or an electronic copy, as documentation; and

C14.10.1.3. If documented action, activily, or designation is required by this
Regulation, mainiain a writien Of electronic record of such aciion, activity, or
designation.

C14.10.2. Implcmentation Specification: Retention Period. Acovered entity shall
retain the documentation required by paragraph C14.10.1. for 6 years from the date of
its creation or the date when it last was in effect, whichever is later.

C14.11. STANDARD: EFFECT OF PRIOR AUTHORIZATIONS

Notwithstanding Chapter 5 (authorizations) and section C7.9. (research involving
minitmum risk), a covered enuty may use or disclose protected health information,
consistent with thig section, pursuant to an authorization or other express legal
permission obtained from an individual permitting the use or disclosure of protected
health information, informed consent of the individual to participate in research, or a
waiver of informed consent by an IRB.

C14.11.1. Lmplementation Specification: Effect of Prior Authorization for
Purposes Other Than Research. Notwithstanding any provisions in Chapter 3, a covered
entity may use or disclose protected health informatien that it created or received prior
to the applicable compliance date of this Regulation pursuant to an authorization or
other express legal permission obtamed from an individual prior to the applicable
compliance date of this Regulation, if the anthorization or other express legal
permission specifically permits such use or disclosure and there is no agreed-to
restriction in accordance with section C10.1.

C14.11.2. Implementation Specification: Effect of Prior Permnission for Research.
Notwithstanding any provisions in Chapter 3 and section C7.9., a covered entity may to
the extent allowed by one of the following permissions, use of disclose, for aresearch
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study, protected health information that it created or received either before or after the
applicable conpliance date of this Regulation, if there 1s no agreed-to resirietion n
accordance with section C10.1. and the covered entity has obtained, prior to the

applicable comphance date, cither:

C14.11.2.1. Anauthorization or other express Jegal permission from an
individual to use or disclose proiected health information for the rescarch.

C14.11.2.2. The informed consent of the individual to participate i the
research; or

C14.11.2.3. Awaiver, by an IRB, of informed conscnt for the research, n
accordance with 32 CFR 219.1 16(d) {reference (h)} (or comparable regalation of
another Federal Agency), if a covered entity shall obtain authorizahon in accordance
with Chaypter 5 if, afier the compliance date, informed consent 1s sought from an
individual participating in the research.

C14.12. STANDARD: EFFECTOF PRIOR CONTRACTS OR OTHER
ARRANGEMENTS WITH BUSINESS ASSOCIATES

Notwithstanding any other provisions of this Regulation, a covered entity may disclose
protected health information to a business associate and may allow a business associate
to create, receive, or use protected health information on its behalf pursuant to a written
contraci or other written arrangement with such business associate that does not comply

with section C3.4. consistent with the requirements, and only for such time, set forth in
paragraph C14.12.1.

Cl14.12.1. Implementation S pecificuiion: Deemed Compliance

C14.12.1.1. Qualification. Notwithstanding other sections of this Regulation,
a covered entity is deemed to be in compliznce with the documentation, contract and -
sirmilar requirements of section C3 4., regarding a particular business associate
relationship, for the time period set forth in subparagraph C14.12.1.2., if:

C14.12.1.1.1. Prior to the cfiective date of this provision, such covered
entity has entered into and is operating pursuant to a written coniract or other wtitien

arrangement with a business associate for such business associate to perform functions
or activities or provide services that make the entity 4 business associate; and
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Cl4.12.  _. The contract or other arrangement is not renewed or
modified from the effective date of this provision and until the compliance date of this
Regulation.

C14.12.1.2. Limited Deemed Compliance Period. A prior contract of other
arrangement that meets the qualification reguirements in subparagraph C14.12.1.1., shall
be deemed compliant until the earlier of the date such contract or other arrangement 13

renewed or modified on or after the compliance date of this Regulation, or April 14,
2004,

C14.12.1.3. Covered Entity Responsibilities. Nothing in this paragraph shall
alter the requirements of a covercd entity to comply with Chapters 2, 11 (conceming
access of individuals to protected health information}, Chapter 12 {concerning
amendment of proiected health information}, Chapter 13 (concerning accounting of
disclosures of protected health information) regarding protected health information held

by a business associate, and 14 (concerning mitigation of harmful effects of disclosures
made in violation of policies).

C14.13. COMPLIANCE DATE FOR IMPLEMENTATION OF PRIVACY STANDARDS

Covered entities shall comply with the privacy standards in this Regulation by April 14,
2003,
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